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RANSOMWARE ECOSYSTEM 

HIGH NODE DISRUPTION PLAYBOOKS 

Phase B, Nodes 04, 07, 08: IAB Markets | Underground Trust Infrastructure | Mixing / 
Obfuscation 

Priority Tier: HIGH, Build in Parallel with CRITICAL Node Pressure 

 
Developed by Reno 

# Action Owner Method Backfire Risk Expected 
Effect 

1 

Underground market 
monitoring: establish real-
time baseline of IAB listing 
volume, pricing, and active 
operators on Exploit and 
XSS forums 

Private sector 
(Intel 471, 
Flashpoint) + IC 

Forum monitoring; 
listing collection; 
pricing tracking 

LOW 

Baseline KPIs 
for measuring 
pressure effect; 
operator 
identification list; 
RaaS customer 
linkage 

2 

Victim notification 
program: notify 
organizations whose 
access is actively listed for 
sale on IAB markets, 
enables patching and 
credential rotation before 
ransomware deployment 

FVEY LE FOs + 
ISACs + private 
sector IR firms 

Victim notification 
via ISACs, sector 
partners, and 
direct LE 
notification 

LOW 

Listed access 
becomes 
worthless to 
buyer; IAB loses 
sale; victim 
avoids 
ransomware 
incident, direct 
harm prevention 

3 

Vulnerability and exposure 
reduction: coordinate with 
ISACs and sector partners 
on mass patching of 
vulnerability classes 
actively exploited by IAB 
operators 

CISA + sector 
ISACs + private 
sector 

CVE-specific 
patch campaigns; 
VPN appliance 
notification 
programs; RDP 
exposure 
reduction 

LOW 

Reduces IAB 
addressable 
target pool; 
raises intrusion 
cost per 
successful 
access; slows 
listing volume 

4 

IAB infrastructure 
takedown: target C2 
servers, phishing pages, 
and credential harvesting 
infrastructure attributed to 
high-volume IAB operators 

FVEY LE + 
private sector 
(abuse 
notifications) 

Domain seizure; 
server takedown; 
upstream ISP 
notifications 

LOW 

Disrupts active 
access collection 
operations; 
slows listing 
volume; forces 
operator to 
rebuild 
infrastructure 

5 

Reputation system 
attacks: surface evidence 
of IAB fraud or failure 
(unsupported access, 
overstated privileges) in 
underground forum 
communities, reduces 
buyer confidence 

IC + private 
sector 
(underground 
monitoring) 

Forum counter-
intelligence; 
seeded 
misinformation 
about specific IAB 
reliability 

LOW-MEDIUM 

Damages IAB 
reputation score; 
reduces buyers; 
forces price 
reductions; some 
operators exit 
market 
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# Action Owner Method Backfire Risk Expected 
Effect 

6 

Blockchain designation: 
designate high-volume 
IAB payment wallets with 
documented criminal 
attribution 

OFAC + 
blockchain 
forensics firms 

Wallet 
designation; 
exchange-level 
flagging 

LOW-MEDIUM 

Exchange-level 
freeze; financial 
friction on IAB 
proceeds; 
attribution of 
RaaS customers 
paying into the 
wallet 

7 

IAB operator arrests: 
prioritize high-volume 
operators; exploit 
cooperation opportunities 
for RaaS affiliate and core 
team attribution 

FVEY LE FOs 
(FBI, NCA, 
Europol, AFP, 
RCMP) 

Arrest warrants; 
third-country 
arrest 
opportunities; 
travel monitoring 

MEDIUM 

Removes 
operational 
capacity; 
cooperation 
opportunity; 
chilling effect on 
remaining 
operator pool 
raises risk 
perception 
across market 

8 

Forum seizure / infiltration: 
where LE access exists to 
IAB-heavy underground 
forums, seize or monitor 
for full operator and buyer 
roster 

FVEY LE (FBI, 
Europol) 

Forum infiltration; 
seizure; member 
data exploitation 

MEDIUM 

Full buyer-seller 
transaction 
history; affiliate 
identity leads; 
RaaS customer 
identification 

 

  WARNING: Victim notification is the highest-impact, lowest-risk action in this sequence and is systematically 
underused. Every organization notified before ransomware deployment is a ransom payment prevented. This 
directly degrades IAB revenue and devalues their listed inventory simultaneously. 

  WARNING: IAB arrest cooperation handling requires extreme OPSEC. Cooperating IABs know which RaaS 
groups they supplied. If cooperation is exposed, FSB may treat the IAB as a CI double-agent risk, triggering 
protection, not suppression. Exfiltrate cooperator intelligence before any action that could signal cooperation. 

 

5. PARTNER LANES 

Partner Role Specific Contribution 

Intel 471 / Flashpoint PRIMARY Underground forum monitoring; IAB listing collection and pricing; 
operator handle attribution; RaaS customer linkage identification 

FVEY LE FOs 
(FBI/NCA/AFP/RCMP) PRIMARY IAB operator arrests; third-country arrest coordination; cooperation 

opportunity exploitation; forum seizure actions 

CISA + Sector ISACs PRIMARY Victim notification programs; vulnerability-class patch campaigns; 
RDP/VPN exposure reduction coordination 

Chainalysis / TRM Labs SUPPORT IAB wallet clustering; payment attribution; RaaS customer tracing from 
IAB payment flows 

FVEY IC SUPPORT IAB operator infrastructure attribution; forum infiltration support; 
cooperation intelligence handling 

Recorded Future / MDTI SUPPORT Domain and IP intelligence for IAB C2 infrastructure; cross-platform 
OSINT fusion 

Private Sector IR Firms SUPPORT Victim notification coordination; active intrusion detection and response 
that surfaces IAB footholds 

OFAC / Treasury SUPPORT High-volume IAB wallet designation; follow-on RaaS affiliate financial 
pressure 
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6. RECONSTITUTION MONITORING 

• Forum listing volume: track weekly IAB listing count on Exploit and XSS, post-disruption decline followed by 
recovery reveals reconstitution timeline and resilience 

• Pricing trend: rising average asking prices post-disruption signal supply contraction is holding; stable or falling 
prices signal substitution is absorbing the disruption 

• Operator handle reappearance: disrupted IAB operators frequently return under new handles; PGP key reuse, 
writing style, and access type specialization enable re-attribution 

• Infrastructure reconstitution: new C2 and phishing domains with fingerprints matching disrupted operator, Censys 
/ Shadowserver daily monitoring 

• New market entrants: when established operators are disrupted, new operators enter the market to fill supply 
gaps, monitor for new forum handles advertising access sales within 30 days of disruption 

 

  Time-to-reconstitution for individual IAB operators is typically 2-4 weeks. The goal is not zero reconstitution, it is 
continuously elevated operating cost and arrest risk perception across the market. A market where brokers are uncertain 
whether their next buyer is law enforcement is a market with compounding operational friction. 

 

7. KPIs 

KPI Measurement Method Cadence Signal if Declining / Rising 

New IAB listings per month 
(rolling average, by access 
type) 

Intel 471 / Flashpoint 
forum monitoring; weekly 
listing count by RDP / 
VPN / domain admin 

Weekly / 
Monthly 

Declining count = supply 
contraction working; rising = new 
entrants filling gap; stable despite 
arrests = high substitutability 

Average asking price per 
access type (USD equivalent) 

Intel 471 pricing data; 
track month-over-month 
movement 

Monthly 
Rising prices = supply pressure 
compressing IAB market; affects 
affiliate margins directly 

Time-to-reconstitution after 
IAB operator arrest (days) 

Monitor for operator 
handle reappearance 
post-arrest; log from arrest 
date to confirmed 
reappearance 

Per event 
Longer reconstitution = higher 
arrest deterrent effect; shorter = 
market quickly replaces individual 
operators 

Victim notification 
conversion rate (notified vs. 
patched before incident) 

ISAC / LE notification 
program tracking; 
compare notification dates 
to incident dates for 
notified organizations 

Monthly 
Higher conversion = direct harm 
prevention; lower = notification 
pipeline needs refinement 

IAB-to-RaaS attribution 
linkages identified 
(cumulative) 

Intelligence linkages from 
IAB monitoring, arrests, 
and cooperation to 
specific RaaS affiliates or 
core team members 

Quarterly 
Rising count = IAB disruption 
producing strategic intelligence 
value; feeds Phase C targeting 

 

8. ENGAGEMENT TRIGGERS TO AVOID 

Cross-reference: Main Playbook §8. 
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Trigger Effect Substitute Action 

Arresting IAB operator before 
cooperation debrief plan is in place 

Cooperation opportunity is wasted; 
operator lawyers up without 
structured debrief; RaaS attribution 
intelligence lost 

Prepare cooperation debrief protocol 
before arrest; identify specific 
intelligence objectives (RaaS 
customer identity, contact methods, 
forum handles) 

Public attribution of IAB operator as 
'Russian state tool' 

Activates FSB protection reflex 
even for operators with no prior 
state relationship; converts criminal 
to asset 

Frame as organized crime and 
financial fraud; avoid state attribution 
unless documented 

Forum takedown before full 
membership roster is mapped 

Snapshot disruption only; operators 
migrate immediately to alternative 
forums; full roster lost 

Monitor forum until operator and 
buyer roster is sufficiently mapped; 
define trigger before monitoring 
begins 

Exposing victim notification source 
as law enforcement access to 
underground forums 

Burns collection access; forum 
operators improve OPSEC; future 
victim notifications lose advance 
warning window 

Route victim notifications through 
ISACs and sector partners; protect 
the intelligence source 

Targeting low-volume IAB operators 
while high-volume operators remain 
active 

Disruption is absorbed; high-volume 
supply continues unimpeded; effort 
is disproportionate to effect 

Prioritize top-10 operators by 
volume; market-level pressure 
requires concentration on high-
volume nodes 

EDP MODULE 05 SUPPLEMENTAL FINDINGS: IAB MARKETS 

• [CREDIBLE] Boutique IAB financial designation pipeline: volume-based targeting should prioritize boutique 
operators with documented financial flows before mass-market disruption. Boutique IABs are less substitutable 
and higher-value per disruption action; market-wide pressure without boutique prioritization dissipates effort 
across lower-impact targets. 

• [CONFIRMED] Dark Covenant 3.0 screening mandatory before any Russia-based IAB public attribution: the FSB 
protection reflex is activated even for operators with no documented state relationship. Public attribution without 
prior screening converts a criminal target into a protected asset. This is not a discretionary step. 

• [CREDIBLE] Raspberry Robin as platform-based IAB with distinct disruption profile: replace difficulty is HIGH, 
versus MEDIUM for market-based IABs. Raspberry Robin operates as a worm-based distribution platform rather 
than a market participant. Disruption requires infrastructure takedown focused on the distribution network, not 
operator targeting alone. 

• [CONFIRMED] IAB market prices trending upward: the market is internalizing disruption costs. Rising prices per 
access listing validate that sustained supply-side pressure is compressing margins and increasing the 
operational cost of ransomware deployment. This trend should be tracked as a primary KPI confirming that 
Phase B action sequence is producing measurable ecosystem effect. 
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EDP MODULE 01 SUPPLEMENTAL FINDINGS: CREDENTIAL / STEALER-LOG 
MARKETS (NODE 10) 

• [CONFIRMED] Three-vendor concentration in Russian Market inventory (Rapid7): 3 key vendors supply the 
majority of stealer log volume feeding the IAB pipeline. These operators are MEDIUM replace difficulty — higher 
than the overall Node 10 LOW-MEDIUM rating. They are the highest-value targeting priority within the stealer 
layer. Identifying and designating these 3 operators compresses the stealer-to-IAB pipeline more than broad 
market disruption. [Source: Rapid7 stealer market analysis, Module 01 Section 2] 

• [CONFIRMED] Identity hardening as IAB supply disruption lever (reframe): enterprise-scale MFA enforcement 
and passkey adoption directly devalue stealer log inventory before it reaches the IAB market. CISA and sector 
partners should launch identity hardening campaigns targeting healthcare, financial services, and critical 
infrastructure during Phase B IAB operations — devaluing supply while simultaneously disrupting the market 
compounds the pressure. This is a disruption lever, not just a defensive control. [Source: Module 01 Section 4] 

• [ANALYST INFERENCE] Three-layer compression sequence for maximum IAB pipeline impact: (1) Days 1-14: 
identity hardening campaign to devalue existing inventory; (2) Days 15-45: simultaneous C2/panel seizure 
against 1-2 dominant MaaS families (Lumma-successor, Rhadamanthys lineage); (3) Days 45-90: Node 04 IAB 
market pressure while stealer supply is compressed. Premature Node 04 action without prior stealer supply 
compression misses the compounding window. Sequencing is the critical variable. [Source: Module 01 Section 8] 

• [CONFIRMED] OFAC designation gap at Node 10: dominant Russian Market vendors and key log market 
infrastructure have not been designated as of April 2026. This is an available financial lever not yet applied to the 
stealer layer. Backfire calibration: LOW applies to technical and market actions; any action targeting Russia-
based MaaS developers requires Dark Covenant 3.0 screening given potential state-adjacent researcher 
relationships. [Source: Module 01 Section 8] 

 
 

EDP MODULE 04 SUPPLEMENTAL FINDINGS: CALLERS AND SPAMMERS 
(HUMAN-LAYER ACCESS) 

• [CONFIRMED] Primary disruption lever is defensive hardening, not LE action: unlike every other node in this 
playbook, caller/spammer operations cannot be meaningfully disrupted through infrastructure seizure alone. The 
attack surface is human behavior and organizational controls. MFA hardening, helpdesk verification protocol 
enforcement, and execution control policies (blocking remote support tool abuse) impose direct, durable friction 
on all caller-based access methods. These actions are deployable now without LE dependency. [Source: Module 
04 Section 4] 

• [CONFIRMED] BazarCall / subscription cancellation model — 5+ years without effective disruption: the call-
center malware delivery model has operated continuously from approximately 2020 through at least 2025-26 
across Conti, Ryuk, Black Basta, and affiliated operations. Function-level disruption is not achievable through 
infrastructure action. Success is measured in reduced success rate per attempt, not function elimination. Define 
KPIs accordingly. [Source: Module 04 Section 5] 

• [CREDIBLE] PlugValley and AI Vishing-as-a-Service (VaaS) platforms as highest-concentration LE target: VaaS 
platforms are the most scalable and highest-concentration infrastructure in this category — a single platform 
serves multiple criminal operators across campaigns. PlugValley and emerging successors should be the priority 
intelligence build-out target for LE action, not individual call-center operations. Platform-level disruption degrades 
multiple operators simultaneously. [Source: Module 04 Section 4] 

• [CONFIRMED] Dual actor pool requiring distinct LE approaches: LAPSUS$ and Scattered Spider are 
Western/English-language actors partially within Western LE jurisdiction — arrest and prosecution are feasible 
and have been executed. BazarCall and Black Basta-affiliated call centers are Russia/CIS-based, outside 
Western LE reach. Conflating these pools leads to misallocated resources. Western LE owns the Western actor 
track; defensive hardening and IC monitoring own the RU/CIS track. [Source: Module 04 Section 2] 

• [ANALYST INFERENCE] Timing with Phase B Node 04 (IAB Markets) pressure: IAB market disruption reduces 
the monetization value of caller-generated access — if access cannot be reliably sold to IABs or used in 
ransomware deployment, the ROI case for call-center operations weakens. Launch defensive hardening 
campaigns (CISA sector guidance) to coincide with Phase B Node 04 operations for compounding effect. Caller 
suppression without IAB pressure leaves the monetization pathway intact. [Source: Module 04 Section 8] 
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  NODE 07  |  UNDERGROUND FORUM TRUST 
INFRASTRUCTURE 

  PRIORITY TIER: HIGH  |  PHASE B NODE 

Priority Tier HIGH 

Node Function 

Escrow services, arbitration, reputation systems, and forum administration that 
enable criminal market function. Trust infrastructure is what transforms a collection 
of anonymous actors into a functioning criminal market. Without it, transaction costs 
become prohibitive: no actor can reliably pay for a service they cannot trust will be 
delivered, and no vendor can reliably extend credit to a buyer they cannot verify. 

Replace Difficulty 

HIGH, trust relationships are person-dependent and non-transferable. An escrow 
operator's value is their reputation, accumulated over years of reliable service. 
Arbitrators are trusted because of documented dispute resolution history. Forum 
administrators are known by their operational track record. None of these can be 
quickly replaced by a new entrant. 

Backfire Risk 
LOW, trust node operators are non-technical criminal infrastructure providers. They 
are not intelligence assets, malware developers, or state-protected actors. 
Disruption does not trigger FSB protection reflexes. These are the safest high-
impact targets in the ecosystem. 

Phase B Role 

Trust infrastructure disruption attacks market function independent of any technical 
or financial action. Even if RaaS core teams remain operational and financial rails 
remain open, a market where actors cannot trust escrow, arbitration, or forum 
reputation systems cannot efficiently transact. This compounds pressure imposed 
by all other node disruptions simultaneously. 

Playbook Reference Main Playbook §4.3 (Underground Social Infrastructure), §10.3 (Investment Priority 
#2) 

 

1. ECOSYSTEM ROLE 

Underground criminal markets operate without the legal enforcement mechanisms that underpin legitimate 
commerce: no contracts, no courts, no recourse for fraud. Trust infrastructure substitutes for these mechanisms. 
Escrow holds funds during a transaction until both parties confirm delivery. Arbitrators resolve disputes when 
delivery is contested. Forum administrators maintain reputation scores that signal which vendors and buyers are 
reliable. Without these systems, exit scams and fraud would make the market non-functional. 
 
The critical insight for disruption: trust nodes are non-technical, low-OPSEC, high-impact targets. The escrow 
operator for a major forum does not write malware or conduct intrusions. They manage a cryptocurrency wallet and 
resolve disputes via Telegram or forum PM. Their disruption profile is completely different from a RaaS core team, 
and their removal impact on market function is disproportionately large. 
 

  KEY INSIGHT: A market without reliable escrow is a market where every transaction requires a leap of faith. 
Eliminating the top 5 escrow operators on Exploit and XSS would not shut down the forums, but it would 
dramatically raise transaction friction and fraud risk for every participant. This is compounding friction at the 
market-function level. 

 

2. STRUCTURAL VULNERABILITIES 

  2.1 Person-Dependency of Reputation Capital 
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• Escrow operators and arbitrators accumulate reputation over years of service. This reputation cannot be 
transferred to a new operator, even if the same username is taken over, the trust history belongs to the person, 
not the handle. 

• Forum administrators are known quantities: their operational decisions, dispute resolution history, and 
community relationships are documented in forum post history going back years. 

• When a trusted node is removed, the replacement must rebuild reputation from zero, during which period 
transaction fraud increases, market confidence falls, and some participants exit the market. 

 

  2.2 Low OPSEC Profile 
• Trust node operators engage with large numbers of forum participants, their communication patterns, writing 

style, and operational behaviors are extensively documented across forum history. 
• Escrow operators handle cryptocurrency flows, their wallets are traceable through blockchain forensics, 

particularly as they aggregate and distribute escrow funds across many transactions. 
• Many trust node operators have been operating under the same handle for 5+ years, providing extensive 

attribution surface through forum history, PGP key reuse, and cross-platform handle correlation. 
 

  2.3 Trust Destruction Asymmetry 
• It takes years to build a reputation and hours to destroy it. A well-timed revelation of escrow operator fraud, real 

or manufactured, can eliminate years of accumulated reputation capital overnight. 
• Even the credible suspicion of law enforcement compromise is sufficient to destroy a trust node. Actors do not 

need proof, they need doubt. A trust node that actors suspect of cooperation becomes a trust node they avoid. 
• Trust destruction does not require a legal action. Seeding doubt about a specific operator's reliability or integrity, 

through forum counter-intelligence, imposes costs without any direct enforcement action. 
 

  2.4 Network Centrality 
• Major forums have a small number of trusted escrow operators and arbitrators who service the majority of high-

value transactions. This concentration creates exploitable choke points. 
• Dependency analysis: removing a high-centrality trust node (one whose escrow services are relied upon by 

multiple RaaS groups, IABs, and darknet markets simultaneously) disrupts multiple criminal markets in a single 
action. 

 

  2.5 Forum Monitoring and Attribution Supplemental (EDP Module 10) 
• [CONFIRMED] 19-day IAB-to-DLS correlation window (Intel471): the median time between an IAB listing 

appearing on an underground forum and the victim appearing on a ransomware data leak site is 19 days. This is 
the most actionable monitoring metric in the supply chain. Any IAB listing should trigger a victim notification 
action within 48 hours of detection. 

• [CREDIBLE] RU-language versus EN-language forum distinction: these are fundamentally different disruption 
targets. RU-language forums have higher replace difficulty (deep community trust infrastructure, Russian-
language barrier) and higher backfire risk than EN-language equivalents. Action sequences and substitutability 
assessments must treat these as separate node types, not interchangeable. 

• [CONFIRMED] Dark Covenant 3.0 required before RU-language forum administrator attribution: public attribution 
of a RU-language forum admin without FSB protection screening carries MEDIUM-HIGH backfire risk. Even 
administrators with no documented state relationship can be protected retroactively once public attribution 
occurs. Screening is mandatory, not discretionary. 

• [CREDIBLE] Telegram and private channel migration as structural shift: sustained forum takedown pressure is 
driving migration from indexed forums to invite-only Telegram channels and private platforms. This reduces 
collection visibility even when operational disruption is achieved. Disruption actions against forums must account 
for the probability of increased Telegram migration as a secondary effect. 
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3. PRE-ACTION REQUIREMENTS 

  The Investment Priority for this node is a 'Top 10 Trust Nodes' targeting list with dependency analysis showing how each 
removal changes market behavior. Build this list before taking action. Without dependency analysis, you may disrupt a 
peripheral node while high-centrality nodes remain untouched. 

 
• Top 10 trust node list: identify escrow operators, arbitrators, and forum administrators by transaction volume, 

forum tenure, and market centrality, Intel 471 / Flashpoint primary sources 
• Dependency analysis: for each target trust node, map which criminal markets and transaction types rely on them. 

Prioritize by centrality, highest-centrality nodes are disrupted first. 
• Reputation documentation: collect and preserve forum post history, dispute resolution records, and reputation 

scores for each target node, this is the record of what gets destroyed 
• Escrow wallet attribution: blockchain forensics clustering of cryptocurrency wallets used for escrow aggregation 

and distribution, Chainalysis / TRM 
• Cross-platform handle mapping: correlate forum handles with other platforms (Telegram, Jabber/XMPP, clearnet 

profiles) to build identity packages for high-value trust nodes 
• Trust destruction scenario planning: for each target, determine whether law enforcement action or trust 

destruction is the higher-value approach. Some nodes are worth more destroyed than arrested. 
 

4. ACTION SEQUENCE 

Two parallel tracks: direct enforcement (arrest, designation) and trust destruction (reputation attacks, confusion 
seeding). Both impose compounding costs. Trust destruction should precede direct enforcement where possible, a 
discredited operator is less able to reconstitute. 
 

# Action Owner Method Backfire Risk Expected 
Effect 

1 

Trust node mapping and 
dependency analysis: 
identify top 10 trust nodes 
by centrality; map which 
criminal markets rely on 
each 

Intel 471 / 
Flashpoint + IC 

Forum monitoring; 
transaction 
volume analysis; 
dependency graph 
construction 

LOW 

Priority targeting 
list with 
dependency-
weighted 
disruption 
sequencing 

2 

Escrow wallet attribution: 
trace cryptocurrency flows 
through escrow 
aggregation wallets to 
identify operator financial 
profile and downstream 
connections 

Chainalysis / 
TRM + IC 

Blockchain 
forensics; escrow 
wallet clustering; 
downstream 
distribution tracing 

LOW 

Attribution 
package; OFAC 
designation 
candidates; 
cross-market 
criminal 
customer 
identification 

3 

Reputation system 
monitoring: document 
reputation scores, dispute 
resolution history, and 
community standing for 
target trust nodes, 
establishes pre-disruption 
baseline 

Intel 471 / 
Flashpoint + IC 

Forum monitoring; 
reputation score 
tracking 

LOW 

Baseline for 
measuring trust 
destruction 
effect; attribution 
evidence 

4 

Counter-intelligence 
operations: seed credible 
doubt about specific trust 
node reliability or law 
enforcement compromise, 
without exposing real 
collection methods 

IC (with extreme 
OPSEC) 

Forum counter-
intelligence; 
targeted 
reputation attacks 
using documented 
inconsistencies 

LOW-MEDIUM 

Reputation 
erosion without 
direct 
enforcement 
action; actors 
avoid target 
node; 
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# Action Owner Method Backfire Risk Expected 
Effect 

transaction 
volume migrates 
away 

5 

Escrow wallet designation: 
designate cryptocurrency 
wallets used for escrow 
aggregation, freezes funds 
mid-transaction and 
signals to market that the 
operator's finances are 
compromised 

OFAC + 
blockchain 
forensics 

Wallet 
designation; SDN 
listing 

LOW-MEDIUM 

Mid-transaction 
freezes; actor 
losses from 
frozen escrow; 
trust destruction 
through 
demonstrated 
financial 
exposure 

6 

Forum seizure with trust 
node data exploitation: 
where LE access to forum 
infrastructure exists, seize 
backend data to expose 
trust node identities, 
transaction records, and 
dispute histories 

FVEY LE (FBI, 
Europol, NCA) 

Forum 
infrastructure 
seizure; backend 
data exploitation 

MEDIUM 

Trust node 
identity 
exposure; full 
transaction 
history; criminal 
customer 
identification 
across all forum 
markets 

7 

Trust node operator 
arrests: prioritize high-
centrality operators; 
pursue third-country arrest 
where operators travel; 
exploit cooperation for 
cross-market intelligence 

FVEY LE FOs 

Arrest warrants; 
third-country 
arrest 
coordination; 
cooperation 
debrief 

MEDIUM 

Removes 
irreplaceable 
reputation 
capital; 
cooperation 
yields cross-
market criminal 
intelligence; 
chilling effect on 
remaining trust 
nodes 

8 

Public exposure of trust 
node identity post-arrest: 
once operator is in 
custody and cooperation 
intelligence is secured, 
publish identity to destroy 
reconstitution potential 

FVEY LE 
(coordinated 
public statement) 

Public attribution 
tied to arrest 
announcement 

MEDIUM 

Eliminates 
reconstitution 
under same 
identity; signals 
to underground 
community that 
trust nodes are 
targetable 

 

  WARNING: Trust destruction and direct enforcement are not substitutes, they are complements. Arrest alone 
leaves the operator's reputation intact for a successor to claim. Trust destruction alone does not remove the 
operator. The highest-impact sequence: discredit first, arrest second, expose identity third. 

  WARNING: Counter-intelligence operations seeding doubt about specific operators must be conducted with 
extreme OPSEC. If the seeding is traced back to law enforcement, it confirms to the community that LE has 
forum access, which causes ecosystem-wide OPSEC hardening that damages all collection operations. 

 

5. PARTNER LANES 

Partner Role Specific Contribution 

Intel 471 / Flashpoint PRIMARY 
Underground forum monitoring; trust node identification and centrality 
analysis; reputation score tracking; handle attribution; transaction 
volume analysis 
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Partner Role Specific Contribution 

FVEY LE FOs 
(FBI/NCA/Europol) PRIMARY Forum seizure and backend data exploitation; trust node operator 

arrests; third-country arrest coordination 

FVEY IC PRIMARY Counter-intelligence operations; cross-platform handle mapping; forum 
infiltration; cooperation intelligence handling 

Chainalysis / TRM Labs PRIMARY Escrow wallet clustering; mid-transaction freeze targeting; cross-market 
criminal customer identification through escrow flows 

OFAC / Treasury SUPPORT Escrow wallet designation; SDN listing for identified trust node 
operators 

Recorded Future / MDTI SUPPORT Cross-platform OSINT; clearnet profile correlation with forum handles; 
PGP key reuse tracking 

 

6. RECONSTITUTION MONITORING 

• Replacement trust node emergence: monitor for new escrow operators and arbitrators advertising services on 
targeted forums within 30-60 days of disruption, track initial reputation scores and transaction volumes 

• Transaction volume tracking: post-disruption, measure forum transaction volume across escrow-dependent 
transaction types, a persistent decline signals the market has not successfully replaced the disrupted node 

• Fraud rate proxy: monitor forum dispute and complaint volume, rising dispute rates post-disruption signal that 
replacement trust nodes are not yet trusted, increasing market friction 

• Handle continuity: did the disrupted operator reconstitute under a new handle? Cross-reference writing style, 
dispute resolution patterns, and PGP key reuse 

• Market migration: are criminal actors migrating to alternative forums with intact trust infrastructure? If yes, follow 
the migration and map the new forum's trust nodes for next-cycle targeting 

 

  Trust infrastructure reconstitution is slow by design, reputation takes years to build. Even if a replacement operator 
emerges within weeks, they operate at a fraction of the disrupted node's trust level for 12-24 months. This makes trust 
node disruption one of the longest-lasting friction imposers in the playbook. 

 

7. KPIs 

KPI Measurement Method Cadence Signal if Declining / Rising 

Top 10 trust nodes identified 
with dependency analysis 
completed 

Intel 471 / Flashpoint 
research deliverable; 
internal tracking of 
coverage progress 

Quarterly 
Rising coverage = improving 
targeting foundation; incomplete = 
investment priority not yet met 

Escrow operator reputation 
scores (target nodes), pre vs. 
post action 

Intel 471 forum reputation 
score tracking; community 
sentiment monitoring 

Per event + 
monthly 

Declining post-action = trust 
destruction working; stable = 
counter-intelligence approach 
needs refinement 

Underground market 
transaction dispute rate 
(proxy for trust erosion) 

Intel 471 / Flashpoint 
dispute volume monitoring 
on target forums 

Monthly 
Rising dispute rate = trust 
infrastructure degraded; falling = 
replacement trust nodes have 
established themselves 

Time-to-replacement-trust-
node-establishment (days 
from disruption) 

Monitor from disruption 
date to new operator 
achieving comparable 
reputation score 

Per event 
Longer replacement time = higher 
disruption value; shorter = market 
has robust bench of replacement 
candidates 
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KPI Measurement Method Cadence Signal if Declining / Rising 

Cross-market criminal 
customers identified from 
escrow wallet tracing 
(cumulative) 

Chainalysis escrow wallet 
analysis; count of unique 
criminal actors identified 

Quarterly 
Rising = trust node targeting 
producing strategic intelligence 
value across multiple criminal 
markets 

 

8. ENGAGEMENT TRIGGERS TO AVOID 

Cross-reference: Main Playbook §8. 
 

Trigger Effect Substitute Action 

Arresting trust node operator before 
escrow wallet attribution is 
complete 

Arrest alerts remaining criminal 
customers to freeze outstanding 
escrow transactions; financial 
intelligence lost if wallets not 
already mapped 

Complete blockchain forensics and 
OFAC designation package before 
arrest; designate wallets 
simultaneously with or before arrest 

Exposing counter-intelligence 
operations as law enforcement 
sourced 

Burns forum infiltration access; 
community hardens OPSEC; all 
collection operations face increased 
friction 

Route counter-intelligence through 
non-attributable channels; never 
reference in public statements or 
court filings 

Targeting peripheral trust nodes 
while high-centrality nodes remain 
intact 

Disruption is absorbed; market 
routes around peripheral nodes; 
high-centrality nodes continue to 
service majority of transactions 

Build dependency analysis first; 
target highest-centrality nodes 
exclusively until they are disrupted 

Public attribution of trust node 
takedown as 'victory over Russian 
cybercrime' 

Geopolitical framing activates 
protection reflexes for remaining 
trust nodes that have state 
relationships; reduces domestic 
enforcement appetite 

Frame as financial fraud and 
organized crime; avoid geopolitical 
framing in public statements 

Forum seizure without 
simultaneous trust node identity 
exposure 

Forum reconstitutes quickly; trust 
nodes re-establish under new 
infrastructure with reputations intact 

Coordinate forum seizure with 
simultaneous identity publication for 
highest-centrality trust nodes; reset 
their brand equity to zero 
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EDP MODULE 03 SUPPLEMENTAL FINDINGS: CRYPTER / PACKER SERVICES 
(NODE 11) 

• [CONFIRMED] No major LE operation has targeted CaaS (Crypter-as-a-Service) infrastructure at scale as of 
April 2026, despite Endgame and other loader operations disrupting the adjacent delivery layer. This is the 
primary enforcement gap at Node 11. The gap exists partly because crypter disruption requires building stub 
acquisition programs rather than standard infrastructure takedown — a different operational model than existing 
LE playbooks. [Source: Module 03 Section 2, Section 8] 

• [CONFIRMED] FUD Kill Chain — actionable without extradition: establish a sustained honeypot stub-acquisition 
program targeting the top 3-5 CaaS services identified through underground forum and Telegram monitoring. 
Acquire stubs as a buyer, coordinate immediately with AV/EDR vendors to signature each acquired stub, push 
signatures before the stub reaches operational deployment. Every stub burned = detection window opened. This 
requires no cross-border LE action and can launch during Phase A/B operations. [Source: Module 03 Section 8] 

• [CONFIRMED] Market concentration — 1-3 top sellers dominate CaaS volume: academic CaaS market analysis 
confirms high concentration among a small number of operators identified by handle, wallet clustering, and build 
server patterns across underground forums. Identifying these operators is the highest-ROI targeting priority for 
Node 11. Underground forum (Node 07) collection operations provide the primary intelligence input for this 
identification — Node 07 disruption compounds CaaS operator exposure. [Source: Academic CaaS market 
study, Module 03 Section 2] 

• [ANALYST INFERENCE] CaaS disruption timing: phase to coincide with Phase B loader (Node 05) and IAB 
(Node 04) operations to deny the full evasion stack simultaneously. Crypter disruption alone imposes temporary 
detection friction; combined with delivery and access disruption, the effect is multiplicative — actors cannot 
compensate for burned stubs by simply using new delivery methods if those are also under pressure. [Source: 
Module 03 Section 8] 

 

  NODE 08  |  MIXING / OBFUSCATION SERVICES 

  PRIORITY TIER: HIGH  |  PHASE B NODE 

Priority Tier HIGH 

Node Function 

Transaction laundering and fund tracing disruption. Mixing services accept 
cryptocurrency inputs from multiple actors, pool them, and return equivalent 
amounts (minus fees) in ways designed to break the blockchain tracing chain. 
Obfuscation services include mixers (centralized and decentralized), chain-hopping 
services, and privacy coin conversion. Their sole function is to make blockchain 
forensics harder. 

Replace Difficulty 

MEDIUM, multiple mixing alternatives exist at any given time. Designation of one 
node pushes criminal volume to successors. However, each designation: (a) 
reduces the total pool of available mixing capacity, (b) imposes transaction fees and 
delays that compound over time, and (c) makes each hop in the laundering chain 
more traceable as the non-designated alternative space shrinks. 

Backfire Risk 

LOW, mixing service disruption is a financial infrastructure action. Mixing services 
are not intelligence assets or state-protected actors. Chipmixer (seized 2023), 
Tornado Cash (sanctioned 2022), and Bitcoin Fog (operator convicted 2024) 
precedents confirm this action space is well-established with low institutional 
friction. 

Phase B Role 

Mixing disruption is the financial obscuration layer between ransom payment and 
cash-out. When combined with CRITICAL node pressure on OTC brokers (Node 
01) and exchanges (Node 02), actors face a degraded obfuscation layer feeding 
into a degraded cash-out layer, compounding financial friction across the entire 
proceeds-laundering chain. 

Playbook Reference Main Playbook §4.3 (Financial Pressure, Mixing), §10.1 (KPI: Share of Funds on 
Higher-Friction Rails) 

 



HIGH NODE DISRUPTION PLAYBOOKS — NODES 04, 07, 08  (PHASE B)   |   INTERAGENCY 

March 2026 — Working Document Page  

1. ECOSYSTEM ROLE 

Blockchain forensics, Chainalysis, TRM, Elliptic, can trace cryptocurrency flows across the ledger with high 
confidence when funds move directly from wallet to wallet. Ransomware actors know this. Mixing services are the 
countermeasure: they insert a pooling and redistribution layer that breaks the direct tracing chain between a 
ransom payment wallet and a cash-out wallet. 
 
The functional value of a mixer is creating plausible deniability about the source of funds. A ransomware actor who 
sends 10 BTC to a mixer and receives 10 BTC (minus fees) from the mixer's output pool can argue, with some 
technical credibility, that the output funds are not demonstrably connected to the input ransom payment. 
 
The disruption logic: every mixing service removed from the ecosystem either forces actors to use higher-friction 
alternatives (more expensive, more traceable, more exposure) or to skip mixing entirely (fully traceable flows). The 
goal is not to eliminate mixing, it is to make the mixer tax (fees + time + tracing risk) high enough that actors make 
attribution mistakes from cost-cutting. 
 

  KEY INSIGHT: Tornado Cash (sanctioned 2022) and Chipmixer (seized 2023) removed two of the most widely 
used mixing services simultaneously. The observable result was that criminal actors shifted to alternatives, but 
at higher cost and with more traceable flows during the transition. Track the 'share of ecosystem funds forced 
onto higher-friction rails' KPI as the primary measure of this pressure. 

 

2. STRUCTURAL VULNERABILITIES 

  2.1 Operator Identity Surface 
• Centralized mixers require an operator to manage the fund pool and distribution logic. This operator receives 

fees, manages infrastructure, and communicates with customers, all of which create attribution surfaces. 
• The Bitcoin Fog case (Roman Sterlingov, convicted 2024) demonstrated that even a decade-long mixer 

operation leaves traceable infrastructure, financial flows, and communication records that yield operator identity. 
• Decentralized mixers (Tornado Cash model) remove the central operator but introduce smart contract 

infrastructure that is itself sanctionable and that leaves on-chain usage patterns traceable to criminal actors. 
 

  2.2 Fee Flow Attribution 
• Mixers charge fees, typically 1-3% of mixed volume. These fees flow to the operator's wallets in patterns that are 

traceable despite the mixer's obfuscation design. High-volume mixing services generate significant, recurring fee 
income that blockchain forensics can attribute. 

• The fee wallet is often the cleanest attribution path to operator identity: fee flows are smaller, more irregular, and 
less carefully obscured than the mixed output flows. 

 

  2.3 Usage Pattern Tracing 
• Even with mixing, timing correlation, amount correlation, and graph analysis can often link input and output 

addresses with probabilistic confidence. Blockchain forensics improvements have steadily eroded the 
effectiveness of first-generation mixing services. 

• Actors who use mixing services and then send funds to designated or flagged exchanges create a traceable 
chain despite the mixing, the exchange's KYC records link the output wallet to an identity even if the input wallet 
is obscured. 

 

  2.4 Infrastructure Concentration 
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• Despite the apparent diversity of mixing services, a small number handle the majority of high-volume criminal 
flows. This concentration, driven by the same trust dynamics as other criminal markets, creates targetable choke 
points. 

• Criminal actors gravitate toward mixers with established reputations for reliability and non-seizure. This 
reputation concentration creates the same targeting dynamic as trust node infrastructure (Node 07). 

 

  2.5 Disruption Effectiveness and Successor Identification (EDP Module 11) 
• [CONFIRMED] 35% ransomware payment decline in 2024 (Chainalysis): mixer disruption is empirically validated 

as a primary contributing driver. This is the largest single-year payment decline on record and represents the 
clearest available evidence that sustained pressure on obfuscation infrastructure produces measurable 
ecosystem-level effects. 

• [ANALYST INFERENCE] Sinbad.io successor identification as standing intelligence priority: a successor to 
Sinbad is expected to emerge and must be identified and designated before it reaches Sinbad-level transaction 
volume. The successor pipeline should be treated as an active intelligence requirement from the moment Sinbad 
was seized, not reactive to the next major service appearing. 

• [CREDIBLE] 80% detection rate driving structural shift to cross-chain bridges and privacy coins: blockchain 
analytics can now detect mixer outputs with approximately 80% accuracy, which is driving criminal migration to 
cross-chain bridges and privacy coins. The action sequence for this node must track these alternatives as the 
primary next-generation obfuscation layer. 

• [CREDIBLE] T3 Financial Crime Unit applies to TRON-based mixing activity: Tether blacklisting provides a 
faster-cycle financial action than OFAC for USDT-denominated mixing flows routed through TRON. T3 referral 
should run in parallel with OFAC designation for any mixer handling significant USDT volume. 

• [CONFIRMED] DPRK-linked mixer usage as a separate track requiring distinct authority: DPRK actors use 
mixing services for proceeds from cryptocurrency heists at a scale that exceeds Russia/CIS ransomware 
volumes. This track requires secondary sanctions authority (DPRK-specific) and separate coordination distinct 
from the Russia/CIS-focused designation pipeline in this playbook. 

 

3. PRE-ACTION REQUIREMENTS 

  Mixing service attribution is technically demanding. Cross-validate Chainalysis, TRM, and Elliptic outputs before driving 
OFAC action, divergence between forensics vendors signals attribution uncertainty that will weaken the designation 
package. The Tornado Cash litigation demonstrates that robust forensics are essential for designation durability. 

 
• Blockchain forensics: confirm criminal volume share attributable to the target mixing service, Chainalysis + TRM 

cross-validation as minimum; Elliptic for independent verification 
• Operator identity package: fee wallet attribution, infrastructure (IP, hosting, domain registration), communication 

records, and any on-chain behavioral fingerprints linking to operator identity 
• Criminal customer identification: which ransomware groups, IABs, and other criminal actors are using the target 

mixing service? These become follow-on designation and attribution targets. 
• Substitutability map: identify the top 3-5 mixing services that will absorb migrating criminal volume post-

designation; pre-position attribution on those services before designating the primary target 
• Smart contract analysis (for decentralized mixers): identify on-chain governance addresses, fee recipient wallets, 

and developer wallet interactions, these yield operator attribution for 'decentralized' services 
• FVEY partner coordination: align designation timing across OFAC / OFSI / EU to prevent jurisdiction-shopping 

and maximize compliance pressure on global exchange partners 
 

4. ACTION SEQUENCE 

Ordered low to high backfire risk. Financial actions carry the lowest backfire risk for this node type, sequence them 
first. 
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# Action Owner Method Backfire Risk Expected 
Effect 

1 

Blockchain forensics: 
attribute criminal volume 
share; identify fee wallets 
and operator financial 
profile; map criminal 
customer usage patterns 

Chainalysis / 
TRM / Elliptic 

Cross-validated 
clustering; fee 
wallet tracing; 
criminal customer 
identification 

LOW 

Designation 
package; 
criminal 
customer list for 
follow-on; 
successor node 
pre-positioning 
data 

2 

Exchange-level flagging: 
flag mixing service output 
addresses at regulated 
exchanges for enhanced 
due diligence, creates 
friction for actors 
withdrawing mixed funds 

Treasury / FVEY 
financial 
partners; 
blockchain 
forensics firms 

Exchange 
compliance 
referrals; VASP 
risk flagging 

LOW 

Actors 
attempting to 
cash out mixed 
funds face 
heightened 
scrutiny; some 
funds frozen at 
exchange KYC 
stage 

3 

Successor node 
attribution: pre-position 
blockchain forensics on 
top 3-5 successor mixing 
services before 
designating primary target 

Chainalysis / 
TRM / FVEY IC 

Forensics 
baseline; criminal 
usage pattern 
mapping 

LOW 

Closes 
reconstitution 
window; 
successor nodes 
can be 
designated 
within days of 
primary 
migration 

4 

OFAC / FVEY parallel 
designation: designate 
primary mixing service 
with full forensics 
package; simultaneously 
designate operator wallets 
and any identified smart 
contract addresses 

OFAC + FVEY 
Treasury 
equivalents 

SDN listing; smart 
contract address 
designation; 
parallel OFSI/EU 
action 

LOW-MEDIUM 

Global 
exchange-level 
freeze on mixing 
service and fee 
wallets; criminal 
actors forced to 
successor 
services; 
forensics 
exposure 
increases 

5 

Infrastructure seizure: 
where jurisdiction exists, 
seize mixing service 
infrastructure to obtain 
transaction logs, yields 
criminal customer wallet 
list for follow-on actions 

FVEY LE (DOJ, 
FBI, Europol, 
NCA) 

Domain seizure; 
server seizure; 
smart contract 
admin key seizure 
where applicable 

MEDIUM 

Transaction log 
access; criminal 
customer 
identification 
across all groups 
using the 
service; operator 
arrest 
opportunity 

6 

Successor designation: 
based on pre-positioned 
forensics, designate 
successor mixing services 
as criminal volume 
migrates, minimize the 
window between primary 
designation and successor 
designation 

OFAC + FVEY 
partners 

SDN listing, 
successor 
services; 72-hour 
target from 
confirmed 
migration 

LOW-MEDIUM 

Cascading 
financial 
pressure; each 
designation 
reduces total 
available mixing 
capacity; actors 
face 
progressively 
higher friction 

7 

Operator prosecution: 
where operator identity is 
confirmed and jurisdiction 
exists, pursue criminal 
charges, money 

DOJ / FVEY 
prosecutorial 
partners 

Criminal 
indictment; arrest 
warrant; third-
country arrest 
coordination 

MEDIUM 

Operator 
removed; 
precedent 
established that 
mixer operators 
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# Action Owner Method Backfire Risk Expected 
Effect 

laundering, sanctions 
violations, operation of 
unlicensed money 
transmission 

face personal 
criminal liability; 
chilling effect on 
mixing service 
market 

 

  WARNING: Successor node pre-positioning is non-negotiable for mixing service disruption. The Tornado Cash 
designation produced an immediate migration wave to alternative mixers. Pre-positioning forensics on those 
alternatives before the designation would have allowed rapid follow-on designation, closing the migration 
window. Without it, the window remains open for 3-6 months. 

 

5. PARTNER LANES 

Partner Role Specific Contribution 

OFAC / Treasury / 
FinCEN PRIMARY 

SDN designation of mixing services and operator wallets; smart 
contract address designation; VASP compliance engagement; parallel 
FVEY designation coordination 

Chainalysis / TRM Labs / 
Elliptic PRIMARY 

Criminal volume attribution; fee wallet tracing; operator identity 
package; successor node pre-positioning; post-designation migration 
monitoring 

DOJ / FVEY 
Prosecutorial Partners PRIMARY Operator criminal prosecution; money laundering and sanctions 

violation charges; third-country arrest coordination 

FVEY LE 
(FBI/NCA/Europol) PRIMARY Infrastructure seizure and transaction log exploitation; operator arrest; 

criminal customer identification from seized records 

FVEY Treasury 
Equivalents SUPPORT Parallel OFSI / EU designation; jurisdiction-shopping prevention; 

financial intelligence sharing 

FVEY IC SUPPORT Operator identity intelligence; smart contract developer attribution; 
criminal customer usage pattern intelligence 

 

6. RECONSTITUTION MONITORING 

• Volume migration tracking: Chainalysis ecosystem flow analysis showing where criminal mixing volume migrates 
post-designation, 30/60/90 day post-designation snapshots 

• New mixing service emergence: monitor underground forums for new mixing service advertisements, Intel 471 / 
Flashpoint; new services often advertise in the same forums as the designated service 

• Criminal customer behavioral change: do targeted criminal actors change their laundering methodology post-
designation (e.g., switching to chain-hopping, privacy coins, or direct exchange deposits)? Each adaptation is 
traceable and creates new attribution surfaces. 

• Fee wallet reconstitution: if the operator was not arrested, monitor for new fee wallet patterns with behavioral 
fingerprints matching the disrupted service 

• Smart contract redeployment: for decentralized mixers, monitor for new smart contract deployments with code 
similarity to the disrupted service, Ethereum/other chain monitoring tools 

 

  Each time criminal actors adapt their laundering methodology in response to mixing disruption, they make an operational 
decision under pressure, and under-pressured decisions produce OPSEC mistakes. Monitor adaptation patterns not just 
for the next targeting opportunity, but for the attribution mistakes that pressure produces. 
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7. KPIs 

KPI Measurement Method Cadence Signal if Declining / Rising 

Share of traced ransomware 
flows passing through 
designated / flagged mixing 
rails (%) 

Chainalysis / TRM 
quarterly flow analysis; 
track % through 
designated vs. non-
designated mixing 
services 

Quarterly 
Declining % through designated 
rails = pressure working but 
alternatives absorbing; rising % = 
compliance gap at exchanges 

Active high-volume mixing 
service count (non-
designated) 

Chainalysis / TRM VASP 
risk scoring; underground 
market monitoring for new 
service advertisements 

Monthly 
Declining count = sustained 
designation pressure is 
compressing the mixing service 
market 

Time-to-successor-
designation after primary 
mixing service designation 
(days) 

Track from primary 
designation date to 
confirmed successor 
designation 

Per event 
Declining time = pre-positioning is 
improving; longer gaps = 
successor node attribution needs 
earlier investment 

Criminal actor laundering 
methodology changes (% 
using non-mixing alternatives 
post-disruption) 

Chainalysis behavioral 
analysis of known criminal 
wallets post-designation 

Quarterly 
Rising = actors moving to less 
effective alternatives; each shift is 
an attribution opportunity 

Mixing operator prosecutions 
(cumulative, by jurisdiction) 

DOJ / FVEY prosecution 
tracking Quarterly 

Rising count = operator-level 
accountability is being 
established; chilling effect on new 
mixing service operators 

 

8. ENGAGEMENT TRIGGERS TO AVOID 

Cross-reference: Main Playbook §8. 
 

Trigger Effect Substitute Action 

Designating primary mixing service 
without successor node pre-
positioning 

Criminal volume migrates 
immediately to undesignated 
successors; 3-6 month window of 
unimpeded alternative service 

Pre-position forensics on top 3-5 
successor candidates; target 
simultaneous or 72-hour follow-on 
designation 

Treating decentralized mixers as 
un-actionable due to 'no central 
operator' 

Decentralized architecture does not 
prevent designation of smart 
contract addresses, fee recipient 
wallets, or developer identities, the 
Tornado Cash precedent is 
dispositive 

Designate smart contract addresses 
and all identified 
developer/governance wallets; 
pursue developer prosecution 

Seizing mixing service 
infrastructure before criminal 
customer wallet list is mapped 

Transaction logs may be deleted or 
encrypted; criminal customer 
identification opportunity lost 

Map criminal customer wallet 
patterns from blockchain forensics 
before seizure; treat seizure as 
intelligence supplement, not primary 
attribution method 

Single-jurisdiction designation 
without FVEY partner coordination 

Criminal actors route mixing 
through non-US jurisdictions; 
jurisdiction-shopping absorbs the 
designation 

Coordinate OFAC, OFSI, and EU 
designation simultaneously; close 
jurisdiction-shopping window 

Relying on single blockchain 
forensics vendor for designation 
package 

Single-vendor attribution is more 
legally vulnerable; divergent outputs 
between vendors signals attribution 
uncertainty 

Cross-validate Chainalysis and TRM 
as minimum before driving OFAC 
action; Elliptic for independent 
verification on high-stakes 
designations 
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PHASE C, NEXT STEPS 

Phase B is complete. Phase C nodes (HIGH tier, higher coordination complexity): 
 

Node Name Primary Owner Phase B Dependency 

05 Botnet / Loader 
Ecosystems 

FVEY IC + LE 
(sinkholing/takedown) 

IAB market disruption (Node 04) reduces the 
value of botnet-distributed access; run after IAB 
pressure is established 

06 Leak-Site Hosting Stack FVEY LE + IC + 
upstream hosting 

Trust infrastructure disruption (Node 07) 
undermines victim confidence in leak credibility; 
combine with decryptor releases where possible 

09 Mule / Money 
Laundering Networks 

FVEY LE FOs + FNS 
referral channel 

Financial rail pressure (Nodes 01, 02, 08) forces 
more funds through mule networks; those 
networks are more attributable under pressure 

 
 

  Document maintenance: review and update each node playbook quarterly, or following any major takedown, actor rebrand, 
significant enforcement action, or material change in VASP / infrastructure / underground market conditions. 


