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SECTION 1: WHAT IT IS

Definition

Infostealers are malware designed to rapidly locate, collect, and exfiltrate credentials, session tokens, cryptowallet
data, and system intelligence from infected endpoints to attacker-controlled infrastructure, for immediate abuse or
downstream resale. They are the primary commodity input for the credential-based access economy underlying
modern ransomware operations. [CONFIRMED]

How It Functions

Step 1 -- Delivery and execution: The user executes a malicious file or loader (phishing email, malvertising,
cracked software, spam botnet) which drops and runs the stealer on the endpoint. [CONFIRMED]

Step 2 -- Environment check: The stealer performs OS, locale, sandbox, and AV/EDR checks and may exit if
conditions do not match operator targeting criteria (e.g., specific geographies or analysis artifacts). [CREDIBLE]
Step 3 -- Host profiling: Collects system metadata (hostname, OS version, hardware ID, IP address, installed
software, security tools) to tag the log and enable buyer prioritization. [CONFIRMED]

Step 4 -- Data discovery and collection: Enumerates browsers, password managers, messaging apps,
cryptowallet software, VPN/RDP/FTP clients, and common file paths. Extracts stored credentials, session cookies
and tokens, autofill data, wallet files, and selected documents or screenshots. [CONFIRMED]

Step 5 -- Log construction: Aggregates harvested items with the system profile into a structured stealer log
(directory archive plus manifest) formatted for automated parsing and resale. [CONFIRMED]

Step 6 -- Exfiltration to C2: Compresses and typically encrypts the log, then transmits via HTTP/HTTPS POST
to a panel, Telegram bot, or other C2 channel -- traffic is blended with normal web requests. [CONFIRMED]

Step 7 -- Cleanup: Some families delete temporary files or self-remove; others leave binaries and registry entries
behind. [CREDIBLE]

Step 8 -- Post-exfil log processing: Operators or buyers ingest logs into dashboards or markets, test credentials

and sessions, and route them to account takeover, IAB resale, or direct ransomware access pipelines.
[CREDIBLE]

Role in Ecosystem

Stealers operate at the access/enablement layer, between initial infection and hands-on intrusion. They convert
commodity malware infections into reusable access and intelligence. [CONFIRMED]

What it enables: Credential-driven initial access for ransomware affiliates via harvested VPN, RDP, SSO, and
cloud accounts. [CONFIRMED]

What it enables: The Initial Access Broker (IAB) business model -- bulk log purchase, credential validation, and
resale of working footholds at 10-20x markup. [CONFIRMED]

What it enables: Bypass of MFA controls via stolen session cookies and tokens, enabling account takeover
without fresh credential phishing. [CONFIRMED]

What degrades without it: IABs lose their primary low-cost source of fresh enterprise credentials. Affiliates must
revert to slower, noisier intrusion vectors. Log shop economy contracts significantly. [CREDIBLE]

Business Model

Maa$S subscriptions Stealer developer sells builder and panel access to | $150-$300/month
operators on recurring basis (Raccoon: ~$200/month)
Per-log market sales Operators sell individual stealer logs on $5-$20 average; up to $100

underground markets; price reflects account quality | for premium logs
and corporate access value

Log cloud subscriptions Aggregators sell bulk access to continuous log $200-$900/month
feeds via Telegram or underground market
subscriptions
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IAB uplift (validated access) | IABs buy raw logs ($50-$150), validate enterprise Resale: $500-$10,000+ per
access, and resell verified footholds at significant network access
markup

Payment flow: ransomware affiliates and fraud crews pay log shops and IABs; log shops and IABs pay botnet
operators running stealer campaigns; botnet operators pay stealer developers via MaaS subscription fees.
[CREDIBLE]

Variants and Subtypes

General-purpose credential stealers (core category): Browser credentials, cookies, autofill data, system info,
wallet files. Includes RedLine, Raccoon, Vidar, Lumma, RisePro, and StealC. This constitutes the bulk of the
ecosystem. [CONFIRMED]

Crypto-focused stealers and wallet drainers: Optimized for browser extension and desktop wallets, seed
phrases, and wallet files. Heavily used against crypto users and exchanges. Often overlap with general-purpose
stealers. [CREDIBLE]

Session and cookie-centric stealers: Emphasis on real-time theft of cookies and tokens to bypass MFA and
hijack active SSO and cloud sessions. Lumma's AppBound encryption bypass capability is the leading 2025
example. Critical for BEC and corporate account takeover. [CREDIBLE]

Modular and multifunction stealers: Stealers with plugin architecture for file theft, keylogging, clipboard
hijacking, and loader behavior. Used when operators want both credential logs and flexible follow-on payload
delivery. [CREDIBLE]

Log aggregator platforms ("clouds of logs"): Not malware families but a distinct operational subtype --
platforms that aggregate logs from multiple stealers and normalize them for resale. Functionally separate from on-
host malware but integral to the stealer stack. [CONFIRMED]
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SECTION 2: KEY ACTORS AND EXAMPLES

Named Actors and Groups

Major Stealer Families (Maa$S Offerings):

Lumma Stealer Dominant Maa$S family 2024-2025; ~92% of Active (post- CONFIRMED
(LummaC2) Russian Market credential logs in late 2024. disruption)

AppBound decryption capability enables MFA

bypass via session cookies. 2025 global

operation seized ~2,300 domains; activity

resumed within weeks.

RedLine Stealer Most prevalent family before Lumma Disrupted; CONFIRMED
dominance. Classic MaaS; broad browser reduced activity
credential, cookie, and wallet targeting. Subject
to Operation Magnus (2024).

Raccoon Stealer / v2 Developer Mark Sokolovsky arrested in Active (v2 CONFIRMED
Netherlands (2022); >50M credentials variant)
harvested before takedown. Raccoon v2
relaunched August 2023 with improved
dashboard search and expanded features.

Vidar Stealer Longstanding family frequently linked to Active CONFIRMED
Russian-language forums and ransomware
crews; linked to Royal ransomware and former
Conti affiliates.

Rhadamanthys Advanced stealer used for both financially Active (post- CREDIBLE
motivated operations and -- per reporting -- by Endgame)
Sandworm (GRU-linked) for strategic
intelligence collection. Subject to Operation

Endgame.
RisePro / StealC / Active tier-2 families that have absorbed market | Active CREDIBLE
Meduza share post-Lumma and post-RedLine

disruptions. Meduza runs 100+ C2 panel
domains concurrently.

Major Log Markets:

Russian Market Central stealer-log hub. ~5M+ logs by early 2023; +670% Active
growth over ~2 years. Three key vendors supply the majority
of inventory (Rapid7, H1 2025). Lumma accounted for ~92%
of credential logs before the 2025 takedown operation.

2easy / 2Easy Market Large marketplace with searchable interface for credentials Active
and cookies. Absorbed significant volume post-Genesis
Market seizure.

Genesis Market Historically significant marketplace offering "bots" with Degraded (clearweb
cookies and browser fingerprints. Clearweb infrastructure seized)
seized in Operation Cookie Monster (April 2023); darknet
instance survived and resumed.
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Telegram log clouds Unnamed or short-lived Russian-speaking services providing | Active; growing post-
subscription access to bulk logs from multiple stealers via disruption
Telegram bots and channels. Parallel distribution network
outside Tor markets.

Notable Examples

Raccoon Stealer -- MaaS and LE Takedown: Raccoon operated as a classic MaaS stealer, harvesting more
than 50 million unique credentials (email, banking, crypto) before FBI-led infrastructure disruption and arrest of
developer Mark Sokolovsky in the Netherlands (2022). Raccoon v2 resurfaced in August 2023 with improved
dashboard search and expanded capabilities, demonstrating ecosystem resilience after disruption. [CONFIRMED]

Lumma Stealer -- Scale and Disruption Cycle: Analysis of ~1.6 million Russian Market posts found Lumma
responsible for ~92% of credential logs on the market in late 2024, making it the primary supply source for that
period. A 2025 global LE operation (Microsoft DCU + DOJ + Europol) seized ~2,300 Lumma-linked domains and
disrupted ~394,000 infected host connections to C2 infrastructure. Lumma activity resumed within weeks; by
June-July 2025, operational tempo had nearly returned to pre-takedown levels. This is the definitive case study
for stealer ecosystem reconstitution speed. [CONFIRMED]

Operation Cookie Monster (Genesis Market, April 2023): Seized Genesis Market clearweb infrastructure;
darknet instance and admins survived. Competing markets (Russian Market, 2easy) saw increased volumes
within months. This established the pattern: market seizure displaces volume rather than eliminating it.
[CONFIRMED]

Operation Endgame (2024): Seized 1,025 servers and 20 domains linked to Rhadamanthys and related
malware enablers. Rhadamanthys activity rebounded post-operation, with threat actors pivoting to substitute
families (Amatera, Monster, CastleRAT) and hardening OPSEC. [CONFIRMED]

Infostealers as Ransomware Gateway: Multiple investigations document the stealer-to-IAB-to-ransomware
chain with compressed timelines. Verizon DBIR 2025 shows 54% of ransomware victims had organizational
domains present in stealer logs before the incident. Credential harvest to ransomware deployment timelines as
short as 48 hours have been documented. [CREDIBLE]

Geographic Concentration

The stealer ecosystem is predominantly Russian-speaking and CIS-rooted. Forum language, infrastructure
registration, and arrest attribution data collectively place the majority of stealer developers, botnet operators, and
log market administrators in Russia, Belarus, Ukraine, Kazakhstan, and diaspora hubs (Turkey, UAE, EU).
[CONFIRMED]

Key geographic patterns: (1) Most major Maa$S families include explicit locale and keyboard-layout checks to
exclude CIS victims from targeting -- a structural norm in Russian cybercrime communities. (2) Western victims,
particularly in the United States, constitute the majority of log market inventory despite operator concentration in
CIS states. (3) The ecosystem is best described as Russian-speaking rather than Russia-located; significant
operator populations exist in diaspora hubs outside Russia. [CREDIBLE]

Raccoon Stealer developer Mark Sokolovsky was identified as a Ukrainian national, reflecting the ecosystem's
broader CIS rather than strictly Russia-based character. [CONFIRMED]

Scale and Volume

T

Stealer-attributed credentials ~1.8 billion from ~5.8 million devices; LOW-MODERATE
stolen (2025) approximately 800% increase over prior baseline | precision; order-of-
magnitude reliable

Share of breaches involving ~86% of analyzed breaches in 2025 involved CREDIBLE (vendor

stealer data stealer-harvested credentials or cookies telemetry)

Russian Market log inventory +670% over ~2 years; 5M+ logs for sale by mid- CONFIRMED

growth 2023 (Secureworks/Infosecurity
Mag)
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Logs/bots sold on major markets = >400,000; ~30% YoY increase from 2024 CREDIBLE (DeepStrike)

(2025) estimate of ~300,000

Russian Market vendor 3 key vendors supply majority of inventory on CONFIRMED (Rapid7)

concentration Russian Market (H1 2025)

Average log price ~$10/log average; range $1-$100 depending on CONFIRMED (multiple
data quality and corporate access value market analyses)

Infection-to-listing latency 24-48 hours from infection to appearance on CONFIRMED (Whitelntel
criminal markets research)

Note: Volume estimates rely on a small set of collection pipelines with partial underground visibility. Treat figures
as order-of-magnitude indicators, not census data. [ANALYST INFERENCE]

Known State Adjacency

GRU-linked use of Rhadamanthys (Sandworm): Open-source reporting confirms that Sandworm, widely
attributed to Russia's GRU, has used the Rhadamanthys infostealer for strategic intelligence collection. This is a
documented example of a GRU-linked unit repurposing a commodity MaaS stealer for espionage operations.
[CONFIRMED -- Sandworm use of Rhadamanthys] [CONFIRMED -- GRU attribution of Sandworm per Western
government and industry reporting]

Pro-Russian hacktivist proxy (Killnet + Titan Stealer): Killnet, a pro-Kremlin hacktivist collective, has
incorporated Titan Stealer into its toolkit. Killnet is operationally aligned with Russian geopolitical interests but is
not acknowledged as a formal state unit. No conclusive open-source evidence of direct FSB/GRU command and
control. [CREDIBLE]

Structural state adjacency -- tolerated operating environment: The Russian-speaking underground operates
under a documented pattern of tacit state tolerance: operators geofence away from CIS victims, implicitly
complying with informal state expectations. This constitutes a permissive environment enabling large-scale
stealer operations, not direct tasking. [ANALYST INFERENCE]

Absence of direct state ownership: No open-source reporting directly attributes FSB or SVR operational control
or development of major MaaS families (RedLine, Raccoon, Vidar, Lumma). Major stealer families are
documented as criminal MaaS projects serving a wide customer mix. [CONFIRMED]
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SECTION 3: INFRASTRUCTURE DEPENDENCIES

Upstream Dependencies

Initial access and traffic generation: Stealers depend on loaders, droppers, and Traffic Distribution Systems
(TDS) to reach endpoints at scale -- via phishing, malvertising, fake installers, and spam botnets. Shared TDS
infrastructure (e.g., ErrTraffic) simultaneously distributes multiple stealer families, creating cross-family
dependency on the same delivery stack. [CONFIRMED]

EDP cross-reference: This dependency maps directly to Module 02 (Loaders) and Dependency Map Node 05
(Botnet/Loader Ecosystems, HIGH tier). [ANALYST INFERENCE]

C2 and panel hosting: Each MaaS stealer requires web-based C2 panels where affiliates manage campaigns
and receive logs. Families like Meduza maintain 100+ concurrent panel domains and IPs. Lumma runs multi-tier
C2 with hardcoded domains plus Telegram and Steam fallbacks encrypted behind CDN/proxy services. Typical
hosting: low-cost VPS or bulletproof hosting providers. [CONFIRMED]

EDP cross-reference: BPH dependency maps to Module 09 (Bulletproof Hosting) and Dependency Map Node 03
(BPH Providers, CRITICAL tier). [ANALYST INFERENCE]

Criminal Saa$S tooling and OPSEC enablers: Affiliates rely on antidetect browsers, residential proxies, and
VPNs to log into victim accounts from plausible locations. Crypters and packers are used to repack stealer
binaries to evade AV/EDR and rotate signatures. [CONFIRMED]

EDP cross-reference: Crypter dependency maps to Module 03 (Crypters and Packers) and Dependency Map
Node 11 (Crypter/Packer Services, MEDIUM tier). [ANALYST INFERENCE]

Underground market and forum infrastructure: Stealers depend on outlets like Russian Market, 2easy, and
Telegram log clouds for log monetization. Log-parsing tools and dashboards (secondary tooling market) enable
IABs to mine logs for high-value enterprise access. Crypto payment rails and forum escrow services underpin
subscription fee collection and log sales. [CONFIRMED]

EDP cross-reference: Forum/market dependency maps to Module 10 (Underground Forums) and Dependency
Map Node 07 (Underground Forum Trust Infrastructure, HIGH tier). [ANALYST INFERENCE]

Downstream Outputs

Initial access for ransomware affiliates: VPN, RDP, SSO, and cloud admin credentials harvested by stealers
are filtered and sold by IABs to intrusion and ransomware groups, who then conduct lateral movement and deploy
encryption. This is the primary ransomware supply chain function of stealers. [CONFIRMED]

Rapid ransomware and extortion chains: Credential harvest to ransomware deployment timelines as short as
48 hours have been documented. Stealers are now described as the primary initial access enabler for a large
share of ransomware campaigns. [CONFIRMED]

Account takeover and fraud: Logs provide online banking, fintech, and e-commerce account credentials
enabling direct theft, fraudulent purchases, and mule operations. Logs are also fed into credential-stuffing tools
against additional services. [CONFIRMED]

Session-based MFA bypass and BEC: Stolen session cookies and SSO tokens allow actors to bypass MFA
and hijack Microsoft 365 and Google Workspace accounts, driving business email compromise and SaaS
takeover. [CONFIRMED]

Secondary underground products: Logs are transformed into parsed credential bundles by site, sector, and
geography; searchable log clouds where buyers query by domain; and combo lists sold to brute-force operators.
[CONFIRMED]

Critical Chokepoints

C2/panel infrastructure Seizure of C2 servers and panels sharply HIGH per- CONFIRMED
(dominant families) disrupts a dominant family's ability to collect family;

and monetize logs. Lumma operation removed | MEDIUM

key C2 nodes used by the world's most active ecosystem

infostealer, directly impacting the I1AB supply

pipeline.
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Major log markets and top 3 Russian Market is the central log liquidity hub; VERY HIGH | CONFIRMED
vendors three vendors supply the majority of its for

inventory. Disrupting the market or monetization

sanctioning/arresting dominant vendors

constrains access for all downstream buyers

simultaneously.
Shared loader/TDS delivery Many stealers (Lumma, Meduza, RisePro) are | HIGH on CREDIBLE
infrastructure distributed via shared TDS and loader infection

services. Disrupting these shared delivery volume

nodes reduces infection volume across

multiple families simultaneously.
MFA and session integrity at Phishing-resistant MFA, session revocation, HIGH on CONFIRMED
victim endpoints and credential hygiene make stolen logs downstream

materially less valuable independent of any harm

action against criminal infrastructure. This is a reduction

structural chokepoint on the demand side.
Underground forum escrow Russian-language forums (XSS, Exploit, Lolz) MEDIUM- CREDIBLE
and trust nodes provide reputation, escrow, and service HIGH,;

discovery for affiliates and buyers. Trust node difficult to

disruption raises friction across the entire fully remove

market.

Technical Infrastructure

Hosting: Web C2 panels on VPS or bulletproof hosts. Meduza panels commonly hosted with Russian provider
Aeza, with 100+ distinct panel domains/IPs mapped. Lumma, Meduza, and similar families spread panels across
numerous generic VPS providers, fronted by CDN/proxy services. [CONFIRMED]

Protocols: HTTP/HTTPS over TCP 80/443 is the primary channel for C2 and data exfiltration -- traffic blended
with normal web requests using Base64-encoded payloads. Telegram Bot APl and Discord API are used for one-
way exfiltration of log archives. [CONFIRMED]

Dynamic C2 discovery: C2 URLs are hidden or updated via Telegram group titles, Steam account names, or
encoded configuration fields, allowing operators to rotate C2 without recompiling the binary. [CONFIRMED]
Fallback infrastructure: Families maintain multi-tier C2 -- hardcoded primary domains plus multiple fallback
channels -- to survive partial infrastructure seizure. [CONFIRMED]

Cross-Module Linkages

Module 02 -- Loaders Loaders are the primary delivery vehicle | HIGH (upstream) CONFIRMED
for stealer payloads at scale. Disruption
of loader ecosystems directly reduces
stealer infection volume.
Module 03 -- Crypters and | Crypters extend stealer payload lifespan | MEDIUM (upstream) CREDIBLE
Packers against AV/EDR. Loss of crypter
services accelerates detection and
campaign burnout.
Module 05 -- Initial Stealer logs are the primary commodity CRITICAL CONFIRMED
Access Brokers (IABs) input for IABs. Typical chain: stealer (downstream)

infection, log sale, IAB validation,
network access resale to ransomware
affiliate.
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Module 07 -- Ransomware affiliates are the highest- CRITICAL CONFIRMED
Ransomware Groups / value downstream buyers of stealer- (downstream)

RaaS derived access. Stealers are the hidden
precursor to a large share of
ransomware deployments.
Module 09 -- Bulletproof BPH providers host stealer C2 panels HIGH (upstream) CREDIBLE
Hosting (BPH) and support infrastructure. Disruption of
BPH providers forces stealers onto gray-
market VPS with higher detection risk.
Module 10 -- Russian-language forums provide MaaS | HIGH CONFIRMED
Underground Forums distribution, affiliate recruitment, escrow, | (upstream/ecosystem)
and log market infrastructure. Forum
trust disruption raises friction across the
entire stealer ecosystem.
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SECTION 4: DISRUPTION LEVERAGE POINTS

Primary Leverage Points

Maa$S core operators (developers and admins): Arrests and indictments against Raccoon operators and
Lumma's core team demonstrate that targeting the people running the service sharply reduces availability and
deters some affiliates, even if copycat families emerge. This is the highest-impact per-family lever. [CONFIRMED]

C2 and panel infrastructure seizure: Microsoft/DOJ/Europol actions against Lumma seized or blocked ~2,300
domains and central C2 infrastructure, temporarily cutting communication between ~394,000 infected hosts and
operators. Operation Endgame took down 1,025 servers and 20 domains. Combined legal and technical seizure
is the most effective proven method for family-level disruption. [CONFIRMED]

Major log markets and dominant vendors: Disrupting Russian Market, 2easy, and similar shops -- or
sanctioning the three dominant vendors supplying the majority of Russian Market inventory -- directly constrains
log liquidity for all downstream actors at once. This is the highest-leverage monetization chokepoint. [CREDIBLE]
Payment and cashout channel tracing: Mapping and sanctioning wallets, OTC brokers, and exchanges used
by stealer services raises operational cost and increases actor risk. In the Raccoon/O365 disruption, Microsoft
tracked crypto payments and worked with international LE to arrest the service ringleader. [CREDIBLE]

Shared delivery infrastructure (TDS and loaders): Targeting shared traffic distribution systems that serve
multiple stealer families simultaneously reduces infection volume across multiple families in a single action.
[CREDIBLE]

Victim-side credential hardening: Phishing-resistant MFA, rapid session revocation, and stealer-log ingestion
programs that trigger forced credential resets dramatically reduce the downstream value of stolen credentials.
This operates independently of LE reach and scales across the entire potential victim population. [CONFIRMED]

Who Owns Disruption

_ Role and Authority Disruption Method

FBI/US DOJ Criminal investigations, arrests, MLAT. Led Arrest, indictment,
Raccoon takedown and Sokolovsky indictment. infrastructure seizure
Victim notification and data lookup services post-
seizure.
Microsoft Digital Crimes Unit Leads major civil actions and technical Civil action, domain seizure,
(DCU) takedowns. Obtained US court orders to sinkholing

seize/sinkhole ~2,300 Lumma-related domains.
Embeds with Europol EC3. Highest-volume
private sector disruption operator.

Europol EC3 / Eurojust Central EU coordination for Lumma and Operation | Coordination, infrastructure
Endgame. Runs intel exchange, deconfliction, and | seizure, arrests
joint action days across 10+ national units.
Coordinates judicial actions for cross-border

seizures.
National cybercrime units Direct infrastructure seizures and arrests in joint Infrastructure seizure,
(BKA, NCA, Dutch National operations. Execute international warrants and arrests
Police) support prosecutions.
OFAC / Treasury Legal authority to designate key operators, Designation, financial
(underutilized for stealers) markets, and infrastructure facilitators. Not yet disruption

applied specifically to stealer operators, though
analogous to ransomware designations.

Security vendors (ESET, Supply telemetry, reverse engineering, sinkholing, | Telemetry, sinkholing,
CrowdStrike, Censys) and direct operational support to LE. ESET infrastructure mapping
contributed to Lumma operation. Censys tracks
Rhadamanthys infrastructure.
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Best Disruption Method

Best single method -- coordinated legal and technical takedown with simultaneous trust destruction: The
Lumma operation (Microsoft DCU + DOJ + Europol) used court orders to seize ~2,300 domains and dismantle C2
while simultaneous reporting led affiliates to suspect LE backdoors and migrate to competitors. Trust destruction
(OPSEC exposure, leaked operator communications, public doubt about backdoors) is a powerful durable
complement to technical seizure in a subscription MaaS market where affiliate trust is the core product.
[CONFIRMED]

Financial pressure (underutilized, high potential): Wallet tracing, OTC broker sanctioning, and KYC pressure
on exchanges raises operational risk and complicates monetization even when LE cannot directly reach Russian-
based operators. OFAC designation of major log market infrastructure or dominant vendors has not yet been
applied to the stealer layer specifically and represents an available lever. [CREDIBLE]

Pure technical blocking alone (necessary but insufficient): Private sector sinkholing and blocking can
temporarily reduce harm but is bounded action without arrests or court orders -- actors retool around blocks. Best
used as a bridge until LE-backed actions occur. [CONFIRMED]

Victim-side hardening (most scalable long-term lever): Widespread phishing-resistant MFA, session
revocation, and stealer-log ingestion programs for forced credential resets are the most scalable disruption lever.
They damage the stealer business model by collapsing log-to-breach conversion rates without requiring LE
access to criminal infrastructure. [CONFIRMED]

Backfire Risk

Ecosystem substitution and hardening (confirmed): After the 2025 Lumma takedown, Trend Micro observed
Lumma ramping back with stealthier infrastructure and new encryption within weeks. Raccoon v2 appeared after
a ~6-month gap with improved features and higher pricing. Major takedowns consistently produce short-term
suppression followed by medium-term innovation and hardening. [CONFIRMED]

Market fragmentation and Telegram migration (confirmed): Post-Genesis and post-Lumma reporting shows
buyers and operators migrating to Telegram channels and invite-only platforms, increasing compartmentalization
and reducing monitoring visibility. Disruption makes the ecosystem harder to observe while not meaningfully
reducing output. [CONFIRMED]

FSB protection reflex (analyst inference, grounded in Dark Covenant framework): Recorded Future's Dark
Covenant 3.0 documents patterns where high-visibility Western actions against senior Russian cybercriminals can
trigger FSB absorption -- converting criminal liabilities into protected assets. High-profile public attribution of
specific Russian-domiciled stealer operators may activate protection relationships rather than enable prosecution.
Risk is highest for operators with known technical capabilities (malware development, infrastructure management)
that make them recruitable state assets. [ANALYST INFERENCE]

Mitigation: sequence financial exposure and market-level actions before any public naming. Use Dark Covenant
screening framework before attribution. Do not lead with extradition requests. [ANALYST INFERENCE]
Operational intelligence loss (credible): Aggressive premature takedown may shorten the window for
intelligence collection on active IAB pipelines, state adjacency relationships, and victim populations. Monitor
before seizing; use infrastructure access as a data collection event. [CREDIBLE]

Escalation risk (credible): High-profile LE operations have triggered retaliatory DDoS campaigns by pro-
Russian hacktivist groups. Primarily nuisance-level but should be anticipated and briefed to partner agencies
before major actions. [CREDIBLE]

Compounding Actions

The most powerful compounding effects come from synchronized disruption of: (1) IABs, (2) RaaS operations, (3)
loaders and botnets, and (4) log markets, combined with victim-side identity hardening.

* IAB disruption (Module 05, Node 04): Stealer logs are the primary raw material for IABs. Simultaneous
pressure on IABs after stealer disruption prevents displaced log inventory from being absorbed and
resold through alternative channels. Compounding effect: very high.

* RaaS disruption (Module 07, Node indirect): Collapsing the highest-value downstream buyer segment
for stealer-derived access reduces demand and price for high-quality logs. Compounding effect: high.

* Loader/botnet disruption (Module 02, Node 05): Many stealers ride shared loader and TDS
infrastructure. Simultaneous pressure reduces infection volume across multiple families. Compounding
effect: high.
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* Log market disruption (Module 10, Node 07): Breaks discovery, trust, and pricing channels; increases
friction and risk in log trading; forces fragmentation into smaller venues. Compounding effect: high.

+ Victim-side identity hardening: Reduces log monetization rates independently of any action against
criminal infrastructure. Compounding effect: very high -- operates on demand rather than supply.
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SECTION 5: RESILIENCE AND REPLACE DIFFICULTY

Replace Difficulty

Ecosystem level: LOW -- Confirmed by repeated post-disruption case studies.

Infostealers are sold as MaaS with builders, panels, and support; new operators can acquire a working stealer for
a few hundred dollars and launch campaigns within days. Even after high-profile actions, multiple competing
families (RedLine, Raccoon v2, Vidar, RisePro, StealC, Meduza) remain active and can absorb disrupted market
share within days to weeks. Analyses explicitly document that infostealers have supplanted classic botnets
because they are easier to develop, distribute, and monetize. [CONFIRMED]

EDP Dependency Map calibration: Node 10 (Credential/Stealer-Log Markets) is rated LOW-MEDIUM. This
module validates that rating at the overall ecosystem level. One important sub-population calibration: the 3-5
dominant botnet operators supplying the majority of Russian Market inventory (Rapid7 data) are MEDIUM replace
difficulty within Node 10, not LOW. These operators represent the highest-value targeting priority within the node -
- their disruption produces more durable impact than targeting individual stealer families. [ANALYST INFERENCE]

Redundancy

Family redundancy: HIGH. Multiple competing Maa$S families operate in the same niche. When one is disrupted,
others rapidly absorb demand. New or rebranded stealers appear continuously, many using boilerplate code plus
Telegram bots for C2. [CONFIRMED]

Market redundancy: HIGH. Besides Russian Market, active markets include 2easy, STYX, Torzon, Exodus, and
Abacus. After Genesis Market's seizure, buyers migrated to 2easy and other markets, increasing decentralization.
Telegram channels and bot-based log clouds provide a parallel network outside Tor entirely. [CONFIRMED]

C2 and infrastructure redundancy: HIGH. Families like Meduza spread panels across 100+ domains and IPs
and regularly rotate them. Using Telegram and Discord bots as backup exfil channels means moving to a new bot
or domain is trivial. [CONFIRMED]

Operator redundancy: MEDIUM-HIGH. Some botnet operators run multiple Maa$S offerings or switch payload
families while keeping the same traffic infrastructure, so disruption of one stealer does not remove the operator
from the market. [CREDIBLE]

Historical Reconstitution

Reconstitution Pattern Rebuild Time

~6 months for full

Raccoon Stealer (2022
disruption)

Lumma Stealer (2025
global operation)

Genesis Market
(Operation Cookie
Monster, April 2023)

RedLine / META
(Operation Magnus, 2024)

Infrastructure disrupted; service "suspended.”
Developer Mark Sokolovsky arrested. Raccoon v2
(2.3.0) announced August 2023 with expanded
features and improved search. Active campaigns
resumed within days of the v2 announcement.

~2,300 domains seized; sharp activity drop in May
2025. Trend Micro observed Lumma ramping back
within weeks using stealthier infrastructure, new
encryption, and quieter OPSEC. By June-July 2025,
activity had nearly returned to pre-takedown levels.

Clearweb infrastructure seized. Darknet instance and
admins survived; resumed data collection and added
2,000+ new bots shortly after. Russian Market and

2easy saw increased volumes over following months.

SpyCloud observed an "explosion" of Lumma
infections as affiliates migrated within days. Operation
Magnus disruption was immediately absorbed by the
Lumma ecosystem, which at that point was already
dominant.

relaunch; days for
campaigns to resume
post-announcement

Weeks to restore
meaningful operational
tempo

Weeks for Genesis to
resume; ~6 months for
overall market volumes to
restabilize across
platforms

Days for ecosystem to
rebalance; targeted
families reduced but not
eliminated
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Ecosystem-level function (stealers as a component) has effectively never gone offline. It has continuously
regenerated and expanded despite repeated high-profile actions, with global credential volumes trending upward
through 2025. [CONFIRMED]

Ecosystem Adaptation

Lateral migration: Affiliates pivot to rival families within days to weeks. After RedLine/META disruptions,
SpyCloud observed an explosion of Lumma infections. After the Lumma takedown, Rhadamanthys, FormBook,
StealC, and Vidar stepped in to capture market share. [CONFIRMED]

Rapid technical hardening: Lumma, Vidar, and Meduza pushed code updates and infrastructure workarounds
within 24 hours of certain disruption events, adjusting C2, encryption, and delivery TTPs. [CREDIBLE]

Market and channel rebalancing: After the Lumma operation, other stealers and shops offered "migration
discounts" and resold old Lumma logs at lower prices. Trade redistributes across shops and Telegram channels
rather than disappearing. [CONFIRMED]

Increased OPSEC and compartmentalization: Post-Lumma and post-Genesis actions triggered heightened
paranoia; criminals moved toward invite-only and Telegram channels. Fragmentation makes tracking harder while
increasing the number of small actors. [CREDIBLE]

Harm displacement: Some reporting predicts that fragmentation pushes actors toward mass-targeting of SMEs
as major enterprises harden identity defenses. Disruption partially displaces harm toward less-protected targets
rather than reducing total harm. [CREDIBLE]

Durability Assessment

Ecosystem level (stealers Disruption durability is LOW. The function rapidly Low
as a component) regenerates via other families, markets, and channels, with

global credential volumes continuing to trend upward

through 2025 despite repeated major actions. Actions do

not produce durable volume reduction; they produce

increased cost, temporary suppression, and fragmentation.

Family/brand level (e.g., Durability is MEDIUM. Well-executed operations can MEDIUM
Lumma, Raccoon, suppress a specific brand for weeks to months and
Rhadamanthys) permanently damage its reputation among affiliates.

History shows frequent comebacks or replacement by
near-equivalents, but specific brands do not always fully
recover.
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SECTION 6: INDICATORS AND KPIs

Health Indicators

These signals indicate the stealer ecosystem is operating normally versus under sustained pressure.

Log volume on major markets

Global credential theft telemetry

Family market share stability

Log pricing and liquidity

Forum and Telegram chatter

Active C2 and panel footprint

Disruption KPlIs

Steady or rising listings on Russian
Market and 2easy; multi-year growth
trend intact

High and increasing stealer-attributed
credential and device totals year-
over-year

Dominant families maintain significant
stable shares; new families appear
but do not immediately displace
incumbents

~$10/log average; broad availability;
markets advertise large in-stock
volumes; quick turnover

Routine MaaS marketing; stable
affiliate programs; minimal open LE-
infiltration anxiety

Hundreds of active C2 domains per
major family; extensive
Telegram/Discord exfil channels;
routine panel provisioning

Sustained drops in new listings
across multiple shops; price spikes
for fresh corporate logs; "out of stock"
notices

Multi-quarter decline in stealer-
attributed credentials not offset by
new families (actual ecosystem
shrinkage, not brand rotation)

Abrupt loss of multiple top families
without equivalent new entries;
prolonged absence of tier-1 family

supply

Rising prices for same-quality logs;
slower turnover; markets offering fee
discounts to attract sellers (supply-
side stress)

Persistent threads about doxxed
operators, suspected LE backdoors,
high distrust of major families or
markets (as seen post-Lumma and
post-Genesis)

Noticeable contraction in active
panels across multiple families; fewer
live Telegram bots; slower
reprovisioning after sinkholes

_ Baseline (2025) Post-Disruption Target

Stealer-attributed credentials
per quarter

Log/bot listings and sales on
major markets

Average log price per segment

Infection-to-listing latency

~1.8B per year from ~5.8M devices;
~800% YoY increase

>400,000 bots/logs sold annually; ~30%
YoY growth

~$10/log average; $1-$100 range

24-48 hours median (Whitelntel
research)

Measurable % decline versus pre-
operation baseline sustained for 2+
quarters

>= 30% drop in new listings across
multiple markets sustained for >= 3
months

>= 50% price increase for premium
corporate/SSO logs sustained for
>= 3 months (indicates supply
stress)

Median >72 hours; 95th percentile
>7 days sustained for 1-2+ months
(indicates disrupted C2/log-
processing pipelines)
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Active C2/panel counts per Meduza: ~100+ concurrent; Lumma: Targeted family C2 footprint
targeted family multi-tier across hundreds of domains remains below 30% of pre-
takedown level for >= 2-3 quarters

Share of IAB listings derived Dominant vector; exact baseline to be Measurable reduction in stealer-
from stealer logs established via dark web monitoring attributed IAB access listings
versus non-stealer vectors

Downstream ransomware/BEC | 54% of ransomware victims had After major disruptions, proportion

cases with stealer-derived initial | domains in stealer logs pre-incident should decline >= 20% over 2-3

access (Verizon DBIR 2025) quarters; failure to decline signals
marginal impact -- reassess
strategy

Collection Methods

Dark web and underground telemetry: Dedicated dark web monitoring platforms (Whitelntel, SOCRadar, Flare,
Intel 471, Flashpoint) crawling markets, forums, and Telegram. Direct market scraping of Russian Market and
2easy for log/bot counts, new listings over time, price per log, and stealer family tags. Forum and Telegram
monitoring for marketing threads, affiliate recruitment, exit-scam accusations, and LE paranoia. [CONFIRMED]

Endpoint, network, and SOC telemetry: EDR/NDR/AV telemetry for family prevalence by hash/sigma/YARA
and observed C2 domain churn. National CERT and sector ISAC telemetry for campaign volume and regional
targeting patterns. Internal SOC metrics for stealer incidents per quarter and time from infection to detection.
[CONFIRMED]

Credential leak and exposure monitoring: Credential exposure feeds from dark web monitoring providers and
CTI vendors. Lifecycle study data (Whitelntel 0-48h model) to measure infection-to-listing latency. Enterprise-side
counts of employee accounts found in fresh stealer logs per month and percentage reset within defined SLA.
[CREDIBLE]

LE and policy outputs: Europol/Eurojust/DOJ press releases and technical annexes listing domains and servers
seized, estimated victims, and infections disrupted. Interpol/CERT reporting on operations including IP removal
rates and notified organizations. [CONFIRMED]

Downstream exploitation metrics: DFIR casework root-cause tagging (stealer-derived credential versus other
vector), aggregated quarterly. I1AB listing monitoring to detect stealer-log provenance and track proportion over
time. [CREDIBLE]

Baseline Data

Stealer-attributed credentials Hundreds of millions; ~130.6M in Jan-Oct 2023 CREDIBLE (Hakai

(2023) via one pipeline Security)

Stealer-attributed credentials ~200-330M estimated (vendor ranges vary) LOW-MODERATE

(2024) precision (DeepStrike)

Stealer-attributed credentials ~1.8B from ~5.8M devices; ~800% YoY surge LOW-MODERATE

(2025) precision; order-of-
magnitude reliable
(DeepStrike)

Russian Market log inventory +670% in ~2 years (June 2021 to May 2023); CONFIRMED

growth 5M+ logs by May 2023 (Secureworks/Infosecurity
Mag)

Logs/bots sold on major >400,000; ~30% YoY increase from 2024 CREDIBLE (DeepStrike)

markets (2025) (~300,000)
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Average log price ~$10/log average; range $1-$100 based on data CONFIRMED (multiple
quality and corporate access value market analyses)
Infection-to-listing latency 24-48 hours from infection to criminal market CONFIRMED (Whitelntel)
listing
Ransomware victims with prior 54% of ransomware victims had organizational CREDIBLE (Verizon
stealer log exposure domains appear in stealer logs before the incident | DBIR 2025)
Macro infection growth (2018- ~6,000% increase in infostealer infections since CREDIBLE (macro trend;
2025) 2018 methodology varies)
Alert Thresholds
Worsening threat (credential >= 25-30% QoQ increase in stealer-attributed Escalate upward;
volume) credentials for 2+ consecutive quarters after assess new family or
normalizing for visibility improvements; or >2x YoY delivery infrastructure
jump beyond recent trend line emergence
Disruption underperforming No measurable decline (<= 5% change) in market log | Reassess strategy;
(post-operation check) volumes or global credential metrics within 2-3 ecosystem has likely
quarters after a major takedown fully reabsorbed the
disruption
Supply crisis / effective >= 30-40% drop in new log listings across multiple Reinforce with IAB
disruption signal markets for >= 3 months AND >= 50% price increase market and financial
for comparable premium logs for >= 3 months pressure while supply
is stressed
C2/pipeline disruption taking Median infection-to-listing latency > 72 hours; 95th Apply additional
hold percentile > 7 days sustained for 1-2+ months across | simultaneous
major markets pressure; this is the
critical window before
reconstitution

Post-operation trust destruction | Surge in forum and Telegram distrust posts, backdoor | Time-boxed window
opportunity window accusations, and operator doxxing in the days for additional
immediately following a major operation pressure: sanctions,

additional seizures,
targeted OPSEC
exposure to maximize
affiliate migration
away from targeted

brand
Telemetry loss risk Major actors openly discussing OPSEC hardening, Reassess collection
migration to invite-only channels, or abandonment of strategy; risk of losing
monitored markets following disruption dark web monitoring
visibility as

ecosystem fragments

INTERAGENCY | Developed by Reno Page 17



EDP ECOSYSTEM DEEP-DIVE | MODULE 01: STEALERS | HANDLING: INTERAGENCY April 2026

SECTION 7: SOURCES AND CONFIDENCE

Primary Sources

Core ecosystem and market analyses:
+  Sekoia -- "Overview of the Russian-Speaking Infostealer Ecosystem: The Logs" (2023) and "Distribution”
(2025) -- foundational mapping of log lifecycle, markets, and delivery infrastructure.

»  Secureworks CTU / Infosecurity Magazine -- "Infostealer Malware Surges: Stolen Logs Up 670% on
Russian Market" (2023) -- quantitative baseline for Russian Market growth and log inventory scale.

+ KELA -- "Delving into the Emerging Infostealers of 2023" -- profiles RedLine, Raccoon, Vidar; details log
cloud and Telegram-based distribution.

» Rapid7 -- Russian Market vendor concentration analysis (H1 2025) -- establishes that 3 key vendors
dominate Russian Market supply.

Disruption operations (LE and public-private):

»  Europol/Eurojust -- Operation Endgame releases -- takedown of Rhadamanthys and related malware;
1,025 servers and 20 domains seized.

»  Microsoft Security Blog / DOJ / Europol -- Lumma Stealer disruption (2025) -- official documentation of
~2,300 domain seizures and ~394,000 disrupted host connections.

» DOJ -- US v. Sokolovsky -- Raccoon Stealer indictment; legal framing of MaaS operation and money
laundering patterns.

»  Europol -- Genesis Market (Operation Cookie Monster, April 2023) -- takedown of notorious credential
marketplace.

State-criminal nexus:

* Recorded Future -- "Dark Covenant 3.0: Controlled Impunity and Russia's Cybercriminals" (2025) -- key
reference for FSB protection reflexes and selective enforcement framing. Central to backfire risk
calibration for this module.

Ransomware and access-broker linkage:
+ Verizon DBIR 2025 -- 54% of ransomware victims had organizational domains in stealer logs; quantitative
basis for stealer-to-ransomware pipeline framing.
» Cyfirma -- "From Credential Harvesting to Rapid Extortion Chains" -- explicit mapping from infostealers to
IAB to ransomware.
Quantitative trend reports:
»  DeepStrike -- "Compromised Credential Statistics 2025" and "Infostealer Malware and Credential Theft
Trends 2025" -- primary quantitative source for volume estimates.
+ Hakai Security -- "Stealer Logs: An In-Depth Analysis of Over Half a Billion Stolen Credentials" (2024).

« Trend Micro -- "Back to Business: Lumma Stealer Returns with Stealthier Methods" (2025) -- definitive
source for Lumma post-takedown reconstitution pattern.

*  Proofpoint -- "Operation Endgame Quakes Rhadamanthys" (2025) -- Rhadamanthys post-Endgame
ecosystem effects.

»  SpyCloud -- "Cybercrime Disruption: Rhadamanthys Stealer and MaaS Ecosystem" (2025) -- post-
disruption behavioral analysis.

Secondary Sources

+ CSO Online -- "Infostealer malware poses potent threat despite recent takedowns" (2025)

» Infosecurity Magazine -- "Infostealer Malware Surges: Stolen Logs Up 670% on Russian Market" (2023)

* The Record / SC World -- Genesis Market competitor and survivor reporting

* Quolntelligence -- "Navigating Evolving Threats in 2025: eCrime Ecosystem Adapts" -- ecosystem
adaptation and fragmentation analysis

*  Whitelntel -- "The Infostealer Lifecycle: From 0 to 48 Hours" -- infection-to-listing latency source

*  SOCRadar -- "20 Stealer Log Statistics You Need to Know in 2025"

* Fox News Tech -- "Despite FBI takedown, infamous Raccoon Stealer malware returns" -- mainstream
resilience narrative
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»  Twilight Cyber -- "When Hackers Get Hacked: The Lumma Infostealer Takedown" -- disruption operation
detail

Gaps and Uncertainties

True global scale: Volume estimates ("1.8B credentials," "670% market growth") are derived from a small set of
vendor collection pipelines with partial underground visibility and differing methodologies. Most studies capture
snapshot periods and a subset of markets; Telegram-only log clouds, private shops, and regional markets are
substantially undercounted. Treat figures as order-of-magnitude indicators, not census data. [CONFIRMED]

Revenue and profit margins: Pricing per log and volume estimates exist, but revenue, margins, and cost
structures are largely inferred. No confirmed full financial models for MaaS operations. Affiliate revenue splits and
customer counts are mostly drawn from leaked chats or marketing copy. [CONFIRMED]

Russian state direct tasking of named stealer families: Recorded Future's Dark Covenant 3.0 provides
substantial circumstantial and leaked-chat evidence for selective enforcement and controlled impunity for some
senior actors. However, evidence for direct FSB/SVR ownership or tasking of specific MaaS families (Lumma,
RedLine, etc.) does not exist in open sources. Safest language: "some senior actors benefit from tacit protection”
and "selective enforcement.”" [CONFIRMED]

Chain-of-custody mapping from log sale to ransomware incident: DBIR and vendor studies show strong
correlations between stealer logs and ransomware/BEC, but full chain-of-custody mapping from a specific log sale
to a specific downstream incident exists only in limited case-study investigations. "Majority" and "dominant vector"
are defensible; exact percentages are not. [CONFIRMED]

Coverage bias toward Russian-language markets: Most detailed research focuses on Russian-speaking
markets and families. Chinese-language, Arabic-language, and regional stealer ecosystems are substantially
underrepresented in open-source literature. [CONFIRMED]

Disruption impact attribution: No longitudinal, multi-year controlled studies isolate the impact of specific
disruption operations from background ecosystem growth and substitution. Claims of "Operation X reduced global
infostealer volume by Z%" are not well-sourced; safer framing focuses on increased cost, temporary suppression,
and fragmentation. [CONFIRMED]

Confidence Notes

Functional role in ecosystem and Multiple independent sources agree on stealers as HIGH
cross-module linkages primary precursor to IAB activity, ransomware, and
identity abuse. Strong multi-source corroboration.
Resilience and reconstitution Case studies across multiple families and markets HIGH
patterns (Raccoon, Lumma, show consistent rapid reconstitution. High
Genesis) corroboration across vendor, LE, and media sources.
Russian-speaking ecosystem Sekoia, KELA, and others provide consistent HIGH
structure and market dynamics structural mapping. High confidence for the Russian-
language scene specifically.
Growth trend direction (problem is | All major datasets show strong upward trends in HIGH
expanding) stealer logs, infections, and credentials through 2025
despite disruptions.
Precise global volume counts and | Estimates depend on a few collection pipelines with LOW-
market share percentages unknown coverage. Right order of magnitude; wrong | MODERATE
for precise values.
Revenue and economic metrics Safe for qualitative statements ("highly profitable, low LOW-
for Maa$S operations barrier to entry"). Not safe for dollar-level claims. MODERATE
Russian state direct ties to Tacit protection for some senior actors is supported; MODERATE

specific stealer families

direct FSB/SVR ownership of named MaasS families is
not evidenced in open sources.
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Precise downstream attribution Strong correlation data (DBIR 54%); full chain-of- MODERATE
(stealers causing specific % of custody mapping exists only in limited case studies.
ransomware) "Dominant vector" is defensible; exact percentages
are not.
INTERAGENCY | Developed by Reno Page 20



EDP ECOSYSTEM DEEP-DIVE | MODULE 01: STEALERS | HANDLING: INTERAGENCY April 2026

SECTION 8: ANALYST ASSESSMENT

This section was generated by Claude based on synthesis of Perplexity research (Sections 1-7) and integration
with existing EDP framework documents: Ransomware Ecosystem Dependency Map Refined v01, Ransomware
Ecosystem Disruption Playbook v03, and Russian Government Protection Framework v03.

Key Takeaway

The Dependency Map correctly rates Node 10 (Credential/Stealer-Log Markets) as MEDIUM tier, but this module
reveals an important calibration: the structural dependency of Node 04 (IAB Markets, HIGH tier) on stealer log
supply creates a compounding effect that elevates the strategic priority of stealer disruption beyond what the
MEDIUM node rating alone implies.

Stealers are not a high-impact standalone target. They are the commodity input layer whose disruption, when
precisely timed with IAB market pressure, compresses the entire access supply pipeline for ransomware affiliates
simultaneously. The module confirms that disruption durability at the ecosystem level is LOW -- family-level
takedowns produce weeks of suppression before reconstitution -- but the secondary effects (increased cost, trust
erosion, operator fragmentation, affiliate uncertainty) are strategically significant even when headline volume
metrics do not durably decline. [CREDIBLE]

The single most operationally significant finding is about vendor concentration: Rapid7 data shows that 3 key
vendors supply the majority of Russian Market inventory. These operators are MEDIUM replace difficulty, not
LOW -- disrupting them produces more durable impact than targeting individual stealer families, and they
represent the highest-value targeting priority within Node 10. This concentration fact is not reflected in the current
Dependency Map node entry and should update it. [CREDIBLE]

Priority Recommendation

Pursue coordinated three-layer compression, sequenced across a 60-90 day window. Sequencing is critical:
premature public attribution or simultaneous actions without sequencing risk triggering FSB protection reflexes
per the Russian Government Protection Framework before the highest-leverage pressure has been applied.

Layer 1 (Days 1-14) -- Devalue the inventory before signaling the operation: Launch enterprise-scale identity
hardening campaign targeting the sectors with highest ransomware exposure (healthcare, financial services,
government contractors). Drive phishing-resistant MFA deployment, stale-session revocation, and stealer-log
ingestion feeds for forced credential resets. This collapses log-to-breach conversion rates immediately, reducing
the IAB value of any logs that continue flowing through the pipeline. This layer does not signal an incoming LE
action and does not trigger protection reflexes.

Layer 2 (Days 15-45) -- Simultaneous infrastructure seizure and trust destruction: Synchronized C2 and
panel seizure against the 1-2 dominant MaaS families (Lumma successor and Rhadamanthys based on current
market share), using the Microsoft DCU civil action plus DOJ/Europol coordination model. Simultaneously target
the 3 dominant Russian Market vendors identified via Rapid7 analysis. Pair seizure with deliberate trust
destruction messaging in criminal forums: OPSEC exposure, leaked operator communications, and public doubt
about LE backdoors. In a subscription MaaS market, affiliate trust is the product; destroying it accelerates
migration away from targeted brands and fragments the buyer base.

Layer 3 (Days 45-90) -- IAB market pressure while supply pipeline is degraded: With stealer log supply
compressed from Layer 2 actions, apply IAB market pressure (Node 04 actions per Phase B playbook). Rising
IAB prices from reduced log availability compress affiliate margins and reduce ransomware franchise
attractiveness. This is the compounding mechanism -- the stealer actions in Layer 2 produce strategic durability
only if Layer 3 follows before log supply reconstitutes.

Financial lever (concurrent with Layer 2): OFAC designation of the 3 dominant Russian Market vendors and
key log market infrastructure has not yet been applied to the stealer layer. This is an available lever that does not
require direct access to Russian-based operators and does not trigger FSB protection reflexes. Initiate wallet
tracing via Chainalysis/TRM in advance of public designation.

Connection to EDP Playbook
This module reinforces and updates the existing playbook in four specific ways:

Validates multi-phase compounding logic: The module confirms that single-node actions against stealers have
fleeting impact. Durable effect requires synchronized pressure across stealers (Node 10), IABs (Node 04), and
loader/botnet ecosystems (Node 05) -- forming a triadic pre-access supply chain. Coordinated pressure across all
three creates compounding cost across the entire access pipeline that ransomware affiliates depend on.
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Elevates identity-centric defense as a core disruption lever: The playbook treats identity hardening as a
defender-side control. This module reframes it as a disruption lever that directly damages stealer economics by
collapsing log-to-breach conversion rates at scale -- without requiring LE access to Russian-hosted infrastructure.
This should be integrated into Phase B and Phase C pre-sequencing as a standard preparatory action before
major technical operations.

Validates sustained-pressure-over-takedowns guidance: Lumma, Raccoon, and Genesis case studies
confirm that operations must be designed as recurring campaigns with coordinated messaging and follow-on
actions, not one-off actions. Success should be measured in increased cost, fragmentation, and slower log-to-
access conversion, not elimination of the stealer function. The playbook's measurement-over-narrative principle is
directly validated.

Calibrates backfire risk for Node 10: The Dependency Map rates Node 10 backfire risk as LOW. This module
adds a critical calibration: LOW applies to technical and market actions. Any action targeting specific Russian-
domiciled operators requires Dark Covenant screening (Russian Government Protection Framework) to verify the
absence of known or suspected FSB relationships before public attribution or extradition requests. Pre-position
financial exposure before any public naming. Sequence market-level actions first; individual operator attribution
last.

Dependency Map Update Recommendations

Node 10 -- Replace Difficulty LOW-MEDIUM Maintain LOW-
Credential/Stealer-Log MEDIUM for overall
Markets node. Add annotation:

3-5 dominant botnet
operators supplying
Russian Market are
MEDIUM replace
difficulty and are the
highest-value targeting
priority within Node 10.

Node 10 -- Backfire Risk LOW Confirm LOW for
Credential/Stealer-Log technical and market
Markets actions. Add calibration:

require Dark Covenant
screening before public
attribution of any
Russia-domiciled
operator. Lead with
financial exposure
before naming.

Node 10 -- Analyst Notes (Current entry) Add: "3 vendors
Credential/Stealer-Log dominate Russian
Markets Market supply (Rapid?7,

H1 2025). These
operators are higher-
priority targets than
individual MaaS
families. Stealer
disruption is
strategically significant
primarily when paired
with simultaneous I1AB
(Node 04) pressure."

Follow-On Research

The highest-priority follow-on is a linked dataset mapping specific stealer log sales on Russian Market to
subsequent IAB listings and confirmed ransomware incidents, to quantify the true pipeline conversion rate and the
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lag time between stealer disruption and measurable IAB supply reduction. This would enable the three-layer
compression strategy above to be precisely timed based on pipeline latency rather than operational convenience.

Secondary priorities: (1) Financial modeling of the 3 dominant Russian Market vendor operations to establish
revenue baseline and design targeted financial disruption actions. (2) Longitudinal comparison of healthcare and
financial services sector ransomware incident rates in regions with strong MFA adoption versus those without, to
quantify the demand-side value of identity hardening as a disruption lever. (3) Attribution analysis of Russian
Market vendor identities -- Rapid7's vendor concentration finding suggests a small, potentially identifiable operator
population that has not yet been the focus of targeted LE action.
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