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SECTION 1: WHAT IT IS

Definition

Loaders are malware whose primary function is to establish an initial foothold on a compromised endpoint and
fetch and execute one or more second-stage payloads, rather than conduct monetization activity directly. The
payload may be an infostealer, RAT, Cobalt Strike beacon, banking Trojan, or ransomware stager depending on
operator targeting and access valuation. [CONFIRMED]

How It Functions

Step 1 -- Initial delivery: User compromise via phishing email, SEO-poisoned search result, malvertising,
malicious web drive-by, or USB worm. Loaders are typically the first executable to run after one of these vectors
succeeds. [CONFIRMED]

Step 2 -- Execution and environment check: Loader runs, checks OS version, locale, AV/EDR presence,
domain membership, and admin rights to assess victim value and determine appropriate follow-on action. May
exit or idle if the host appears to be a sandbox or analyst environment. [CREDIBLE]

Step 3 -- C2 connection: Loader establishes encrypted communication with C2 infrastructure. Families vary in
C2 architecture: fast-flux DNS for IcedID and SmokeLoader; multi-layered NAS/loT C2 with Tor routing for
Raspberry Robin; SEO-poisoned delivery network for Gootloader. [CONFIRMED]

Step 4 -- Payload fetch and execution: Loader retrieves one or more second-stage payloads from C2 or
embedded URLs. Payloads may include infostealers (Lumma, Vidar), Cobalt Strike beacons, banking Trojans, or
ransomware pre-stagers depending on the operator's current access sales pipeline. [CONFIRMED]

Step 5 -- Persistence and handoff: Loader establishes persistence via scheduled tasks, registry run keys, or
DLL side-loading. In IAaaS models (Gootloader, Raspberry Robin), the loader operator then either deploys
payloads directly or sells the validated access to IABs and ransomware affiliates. [CREDIBLE]

Role in Ecosystem

Loaders are the core delivery plumbing connecting broad, noisy infection campaigns to high-value payload
ecosystems. They enable ecosystem specialization: one crew operates the loader and its distribution
infrastructure; separate crews supply payloads (stealers, ransomware); and IABs monetize the access generated.
This decoupling is why the loader function has survived repeated major takedowns -- the role is structurally
embedded, not dependent on any single family. [CONFIRMED]

What it enables: Scale delivery of infostealers, RATs, and ransomware stagers to pre-qualified corporate victims
without requiring each payload operator to maintain their own infection infrastructure. [CONFIRMED]

What it enables: The IAB business model -- loader operators who generate corporate footholds sell or rent that

access to ransomware affiliates, separating the intrusion function from the encryption and extortion function.
[CONFIRMED]

What degrades without it: Ransomware affiliates and stealer operators must revert to slower, noisier intrusion
methods (RDP scanning, bespoke phishing, exploit chains) requiring more skill, time, and cost per victim.
Operational tempo across the ecosystem declines. [CREDIBLE]

Business Model

Loader-as-a-Service (LaaS) Loader developer sells access to the loader binary $100-$1,000/month

subscriptions and C2 panel to payload operators on a recurring estimated; pricing poorly
basis. Operator runs campaigns and deploys sourced in open literature
chosen payloads.

Pay-per-install (PPI) Loader operator charges payload operators per $0.50-$10 per install;
successful installation on a qualifying host. Pricing higher for enterprise/geo-
reflects victim geography and host type (consumer | targeted (inferred)
vs. enterprise).

Initial Access as a Service More sophisticated operators (Gootloader, Access resale: $500-
(IAaaS) Raspberry Robin) function as delivery platforms $10,000+ per corporate
and access brokers simultaneously, selling foothold depending on

INTERAGENCY | Developed by Reno Page 2



EDP ECOSYSTEM DEEP-DIVE | MODULE 02: LOADERS | HANDLING: INTERAGENCY April 2026

validated corporate footholds to IABs and network value (Analyst
ransomware affiliates directly. Inference)

Bulk botnet access rental Operators with large established botnets (IcedID, Volume-based; poorly
SmokeLoader) rent access to their victim pool to documented in open
payload operators who lack their own distribution sources
capability.

Note: Loader pricing and revenue are among the most poorly sourced data points in this module. Figures above

are inferred from comparable markets; do not use as quantitative claims without corroboration. [ANALYST
INFERENCE]

Variants and Subtypes

Classic botnet loaders: Establish persistent C2 and fetch payloads on operator demand. High volume, widely
distributed. IcedID/BokBot, SmokelLoader/Dofoil, SystemBC, Bumblebee, PikaBot. These are the primary
Endgame targets. [CONFIRMED]

IAaaS loaders and access broker platforms: Function as both delivery infrastructure and access broker.
Gootloader uses ~700 SEO-poisoned websites as delivery nodes. Raspberry Robin evolved from USB worm into
an elite IAB platform using script loaders, Discord CDN abuse, and fast-flux loT C2. Access from these platforms
is sold directly to ransomware and other intrusion crews. [CONFIRMED]

Script-based and fileless loaders: Deliver via JavaScript, VBScript, WSF, or PowerShell rather than compiled
executables, reducing static detection opportunities. Increasingly used as the execution layer for IAaaS platforms
and newer families (Latrodectus early-stage components, various PowerShell-based loaders). [CREDIBLE]

Next-generation successor loaders: Emerging post-Endgame families built to replace disrupted brands.
Latrodectus shares code lineage with IcedID developers and surged after the May 2024 Endgame operation.
MintsLoader and CastleLoader (associated with TAG-124/GrayBravo) are expanding as older platforms are
degraded. [CREDIBLE]
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SECTION 2: KEY ACTORS AND EXAMPLES

Named Actors and Families

ﬁgf::s / Current Status (2025-26) Primary Targets

IcedID BokBot; Disrupted but operationally US and EU financial | CONFIRMED
evolved from continued. C2 seized in services, enterprise
banking Trojan | Operation Endgame (May
to loader for 2024). Developers
ransomware transitioned to Latrodectus;
and stealers; IcedID fragments still
linked to observed. Endgame treated
TA577/TA578 IcedID and Latrodectus as a
campaigns continuous operation under
brand rotation.
SmokeLoader Dofoil; active Degraded but persistent. Global; heavy RU- CONFIRMED
since ~2011; Named target of Endgame language crime
used by 2024 and 2025 follow-on usage; consumer
multiple RU- phase. Spamhaus still reports | and enterprise
language active campaigns in 2025.
crimeware Oldest surviving major loader
groups family.
SystemBC System BC; Disrupted in Endgame; Enterprise targets CONFIRMED
used as successors exist. Often globally; pre-
SOCKSS5 proxy | deployed alongside other ransomware staging
tunneling and loaders as persistence and
infrastructure tunneling layer rather than
layer; paired standalone.
with lcedID,
Cobalt Strike,
and
ransomware
Bumblebee Linked to Heavily disrupted but not Enterprises in US CONFIRMED
BazarLoader eliminated. Hit in Endgame and EU; phishing
heritage; used May 2024 and again in 2025 and malicious
by multiple Endgame phase. Still documents
ransomware observed in active campaigns
crews to as of 2025.
deploy Cobalt
Strike
PikaBot Often observed | Disrupted in Endgame; North America and CONFIRMED
alongside replaced by Latrodectus and Europe enterprise
QakBot and newer loaders. Minimal
TrickBot observed activity post-2024
successor Endgame.
ecosystems
Latrodectus Suspected Actively expanding. Surged in | US and EU CREDIBLE
IcedID 2025 as Endgame targets enterprise; (strong)
successor; declined. Featured in top financially themed
shares code malware threat intel. phishing
lineage with Targeted in 2025 Endgame
IcedID phase but rebuilt. Used to
developers; deliver LummaC2 and other
emerged 2023- | stealers.
24
INTERAGENCY | Developed by Reno Page 4



EDP ECOSYSTEM DEEP-DIVE | MODULE 02: LOADERS | HANDLING: INTERAGENCY April 2026
Raspberry Robin DEV-0856; Highly active and Tech, CONFIRMED
began as USB | continuously evolving. 2025: manufacturing, high- | (activity);
worm; evolved shift to script loaders, Discord | value sectors CREDIBLE
into elite lJAaaS | CDN, exploitation of CVE- globally; Western (state
platform; uses 2024-38196. Identified ~200 focus adjacency)
WSF/shortcuts, | C2 domains across 22+
Discord CDN, TLDs. Some reporting
CVE suggests overlap with
exploitation Russian state-linked actor
Cadet Blizzard.
Gootloader Storm-0494; Sustained campaigns. KPMG | US, Canada, CONFIRMED
JavaScript- 2025 advisory confirms active | Germany, South
based |AaaS; JS-based initial access. ~700 | Korea; military,
delivers via compromised websites as financial, energy,
SEO-poisoned | delivery network. Used to government sectors
websites; target high-value sectors.
active since
2020
MintsLoader / Associated Growing. Recorded Future Global; tied to LOW-
CastleLoader with TAG-124 / | identifies these as expanding | malicious MODERATE
GrayBravo / their role as established infrastructure
GrayCharlie platforms were disrupted by clusters
activity; Endgame and follow-on
emerging post- | operations.
Endgame

Notable Examples

Operation Endgame (May 2024) -- Largest loader botnet takedown on record: International coalition
(Europol, Eurojust, FBI, NCA, BKA, and others) simultaneously seized 100+ servers and disrupted "several
million infected computers” tied to IcedID, SmokelLoader, SystemBC, PikaBot, Bumblebee, and related botnets.
Europol described the loaders as platforms "used to deploy ransomware and data-stealing malware." LE
estimated damages enabled by these loaders exceeded €100 million. [CONFIRMED]

Endgame Phase 2 (2025) -- Campaign model confirmed: A 2025 follow-on Endgame phase targeted
Bumblebee, Latrodectus, DanaBot, and WarmCookie, demonstrating that LE has internalized the need for
recurring operations rather than one-off takedowns. This is the first confirmed multi-wave coordinated loader
campaign and establishes the operational template for sustained pressure. [CONFIRMED]

IcedID to Latrodectus transition -- Brand rotation as reconstitution mechanism: Following the May 2024
Endgame IcedID takedown, threat intelligence reporting identified Latrodectus as a successor sharing code
lineage with IcedID developers. By late 2024, Latrodectus had expanded into the market gap left by IcedID. This
is the definitive case study for loader ecosystem reconstitution: the operators survived by rotating the brand, not
rebuilding from scratch. [CREDIBLE]

Raspberry Robin evolution (2022-2025) -- USB worm to elite IAaaS platform: Originally detected as a USB
worm using LNK files, Raspberry Robin progressively added script loaders, WSF delivery, Discord CDN abuse,
exploitation of Windows zero-days, and a fast-flux multi-layered C2 using compromised QNAP NAS devices as
proxies. By 2024-25, it was documented as an elite initial access broker, with ~200 unique C2 domains across
22+ TLDs and exploitation of CVE-2024-38196. Some reporting suggests overlap with Russian state-linked actor
Cadet Blizzard. [CONFIRMED]

Gootloader sustained campaigns (2020-2026) -- IAaaS longevity: Gootloader has run sustained SEO-
poisoning campaigns since at least 2020, maintaining a delivery network of ~700 compromised high-traffic
websites with checks for Google referral, first-time visit, and timezone to ensure delivery to genuine targets.
KPMG 2025 advisory confirms ongoing active campaigns targeting military, financial, energy, and government
sectors. [CONFIRMED]

Geographic Concentration
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The loader ecosystem is predominantly Russian-language and CIS-rooted, though attribution is less clean than
for stealers. Most major loader families are developed and operated by Russian-speaking actors based on forum
language, infrastructure registration patterns, and LE attribution from Endgame arrests. [CREDIBLE]

Unlike stealers, loaders do not consistently implement CIS geofencing. Several families (IcedID, SmokeLoader)
operate with Russian-language criminal forum infrastructure but do not explicitly exclude CIS victims, suggesting
a looser compliance with the informal "do not target compatriots” norm. This reflects the more enterprise-focused,
globally targeted nature of most loader operations. [ANALYST INFERENCE]

Gootloader (Storm-0494) shows a distinctive geographic targeting pattern -- US, Canada, Germany, South Korea,
and other high-GDP countries -- consistent with a financially motivated 1AaaS operator selecting high-value victim
geographies rather than using broad spray-and-pray distribution. [CONFIRMED]

Raspberry Robin shows a Western-focused targeting profile with emphasis on technology and manufacturing
sectors, consistent with either ransomware-access generation or potential state-aligned collection objectives.
[CREDIBLE]

Scale and Volume

D L L

Loader detections globally (2024, 28,754 detections in ANY.RUN sandbox LOW-MODERATE:

sandbox)

QoQ growth trend (2024)

Endgame disruption scale (May
2024)

Endgame estimated damages

enabled

Raspberry Robin C2 footprint

Gootloader delivery network

environment; second most common malware
category after stealers (51,291)

~15% increase in loader detections from Q1 to Q2
2024 in ANY.RUN dataset

100+ servers seized; several million infected
computers disrupted across IcedID, SmokelLoader,
SystemBC, PikaBot, Bumblebee

Over €100 million in damages attributed to
ransomware enabled by targeted loader botnets

~200 unique C2 domains across 22+ TLDs;
leveraging compromised QNAP NAS and loT
devices

~700 compromised, SEO-poisoned websites acting
as distributed delivery nodes

sandbox data, not
global census

CREDIBLE for trend
direction; imprecise
for global
extrapolation

CONFIRMED
(Europol/Spamhaus)

CONFIRMED
(Europol statement)

CONFIRMED
(Zscaler/Picus)

CONFIRMED
(SentinelOne)

Note: Loader detection counts from sandbox environments reflect sampled environments with strong geographic
and sector bias. They are useful for relative ranking and trend direction but cannot be extrapolated to global
infection totals. [ANALYST INFERENCE]

Known State Adjacency

Raspberry Robin / Cadet Blizzard overlap: Some threat intelligence reporting indicates overlaps between
Raspberry Robin infrastructure and TTPs associated with Cadet Blizzard, a Russian state-linked actor attributed
to GRU Unit 161 activities. The evidence is circumstantial -- infrastructure overlaps and TTP similarities -- not a
confirmed command-and-control relationship. [CREDIBLE]

Controlled impunity pattern: As documented in Recorded Future's Dark Covenant 3.0, the Russian-language
loader ecosystem operates within a state-tolerant environment. Senior operators benefit from selective non-
enforcement in exchange for implicit alignment with state interests (primarily: avoid targeting Russian-language
victims, do not embarrass the state). This structural adjacency applies to IcedID, SmokeLoader, and related
families. [ANALYST INFERENCE]

Absence of confirmed direct state tasking: Unlike the Stealers module where Sandworm's use of
Rhadamanthys provides a CONFIRMED GRU operational use case, no equivalent confirmed direct state tasking
is documented for major loader families in open sources. The loader ecosystem is predominantly criminally
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motivated. State adjacency is primarily structural (tolerance, non-enforcement) rather than operational (direction,
tasking). [CONFIRMED]

Gootloader/Storm-0494 -- criminal IAaaS, no state nexus: Despite Storm-0494's sophisticated targeting of
military and government sectors, no open-source reporting directly links it to Russian state services. Sector
targeting is consistent with financially motivated 1AaaS operator maximizing access value. [CREDIBLE]
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SECTION 3: INFRASTRUCTURE DEPENDENCIES

Upstream Dependencies

Initial infection delivery infrastructure: Loaders depend on upstream delivery channels to reach victim
endpoints. Primary channels: phishing email infrastructure (requires spam botnets, compromised email accounts,
mail delivery services), SEO poisoning networks (compromised legitimate websites ranked in search results),
malvertising platforms, and USB/removable media distribution. [CONFIRMED]

EDP cross-reference: Email and spam delivery dependency maps to Module 04 (Callers and Spammers).
Malvertising and traffic direction dependency maps to traffic-broker infrastructure within that module. [ANALYST
INFERENCE]

Bulletproof hosting for C2: Loader C2 panels and botnet management infrastructure require hosting that
tolerates abuse complaints. IcedID, SmokelLoader, and Bumblebee rely on BPH providers. Raspberry Robin uses
compromised IoT/NAS devices as a self-hosting C2 layer. [CONFIRMED]

EDP cross-reference: BPH dependency maps to Module 09 (Bulletproof Hosting) and Dependency Map Node 03
(BPH Providers, CRITICAL tier). [ANALYST INFERENCE]

Crypters and packers for AV/EDR evasion: Loader binaries require regular re-packing to survive endpoint
security detection. Dependency on the crypter services market for extending payload lifespan between signature
updates. [CREDIBLE]

EDP cross-reference: Crypter dependency maps to Module 03 (Crypters and Packers) and Dependency Map
Node 11 (MEDIUM tier). [ANALYST INFERENCE]

Underground forum trust infrastructure: Loader operators recruit payload clients, establish escrow
arrangements, and maintain reputation through Russian-language forums (XSS, Exploit, Lolz). Forum trust
mechanisms are prerequisite for operating at scale in the LaaS/IAaaS model. [CREDIBLE]

Downstream Outputs

Infostealer delivery and credential harvesting: Loaders are the primary delivery vehicle for infostealer families
(Lumma, Vidar, RedLine, Latrodectus carrying LummaC2). Stealer infections funded by loader traffic represent
the most direct downstream monetization path at scale. [CONFIRMED]

Corporate access for IABs and ransomware affiliates: Loader infections on enterprise networks generate the
validated access (RDP, VPN, domain admin credentials) sold by IABs. Many high-impact ransomware cases
begin with a loader infection: IcedID to Cobalt Strike to ransomware is the documented canonical chain.
[CONFIRMED]

RAT and beacon deployment: Loaders deploy Cobalt Strike, Sliver, and other command-and-control
frameworks used by intrusion operators for hands-on-keyboard access and lateral movement. [CONFIRMED]

Ransomware pre-staging: Bumblebee and IcedID were documented as primary pre-stagers for Conti, REvil,
and successor RaaS operations. The loader establishes persistence and passes access to a ransomware affiliate
team for the deployment phase. [CONFIRMED]

Critical Chokepoints

C2 botnet infrastructure (multi- Simultaneous seizure of C2 across multiple HIGH multi- | CONFIRMED
family simultaneous) loader families (Endgame model) creates family;

maximum supply-side disruption. Single-family MEDIUM

takedowns are quickly absorbed through single-

substitution. family
Gootloader SEO delivery Gootloader's ~700 compromised delivery HIGH (for CONFIRMED
network (~700 sites) websites represent an investment that takes Gootloader)

months to rebuild. Targeting this network -- via
registrar/hosting takedowns and search engine
de-indexing -- is more durable than seizing C2
domains that can be replaced in days.
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Raspberry Robin NAS/loT C2 Raspberry Robin's use of compromised MEDIUM- CONFIRMED
network QNAP/IoT devices as C2 proxies creates a HIGH

distributed, resilient C2 layer. Disruption (complex to

requires coordinated vendor notifications and dismantle)

device-owner outreach at scale, not just
domain seizure.

Shared email and phishing Multiple loader families (IcedID, Bumblebee, HIGH CREDIBLE
delivery infrastructure Latrodectus) distribute via phishing campaigns Cross-

using shared or rented email infrastructure. family on

Disrupting the mail delivery layer reduces infection

infection volume across multiple families volume

simultaneously.

Victim-side execution controls Enterprise controls blocking macro execution, HIGH on CONFIRMED
(macro, script, WSF blocking) script loaders (WSF, JS, VBS), and unsigned infection

binaries reduce loader delivery success rates success

independently of any action against criminal rate

infrastructure. This is the demand-side
chokepoint for loader infections.

Discord CDN and legitimate Raspberry Robin's abuse of Discord CDN for MEDIUM CREDIBLE
service abuse (Raspberry payload hosting requires cooperation with (platform-
Robin) platform providers. CDN-level blocking is faster | dependent)

than domain seizure and harder for operators
to work around.

Technical Infrastructure

Classic botnet C2 (IcedID, SmokelLoader, Bumblebee): Fast-flux DNS with regularly rotating IP pools; BPH or
gray-market VPS for panel hosting; encrypted communications over HTTP/HTTPS. Multiple proxy layers between
operator and victim to reduce attribution. [CONFIRMED)]

Multi-layered NAS/loT C2 (Raspberry Robin): Fast-flux domains over obscure TLDs resolving to compromised
QNAP NAS devices and consumer loT routers. Tor routing and onion addresses reconstructed at runtime from
encoded configuration. ~200 unique C2 domains documented across 22+ TLDs. Designed to resist domain
seizure by distributing C2 across victim-owned devices. [CONFIRMED]

SEO-poisoned website delivery network (Gootloader): ~700 compromised, high-ranking legitimate websites
serve as delivery nodes. JavaScript loader delivered only to victims arriving via Google search (referrer check), on
first visit (cookie check), and from target geographies (timezone/IP check). Designed to evade automated
crawlers and sandbox analysis. [CONFIRMED]

Script-based delivery (Latrodectus, newer families): Increasing use of WSF, VBS, JS, and PowerShell as the
initial execution layer before dropping a compiled binary. Blends into legitimate administrative activity and reduces
static detection opportunities. [CREDIBLE]

Cross-Module Linkages

Module 01 -- Stealers Loaders are the primary delivery vehicle CRITICAL CONFIRMED
for infostealer payloads at scale. (downstream)
Disrupting loader ecosystems directly
suppresses stealer infection volume.

Module 03 -- Crypters and | Loader binaries require regular re-packing | HIGH (upstream) CREDIBLE
Packers to survive AV/EDR. Crypter disruption

accelerates loader detection and forces

costly recompilation cycles.
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Module 04 -- Callers and Email and spam campaigns are the HIGH (upstream CONFIRMED
Spammers primary initial delivery vector for IcedID, delivery)

Bumblebee, Latrodectus, and other

loaders. Spam infrastructure disruption

reduces loader infection volume.
Module 05 -- Initial Access | Loader-generated corporate footholds are | CRITICAL CONFIRMED
Brokers (IABs) the primary product sold by IABs. |AaaS (downstream)

loaders (Gootloader, Raspberry Robin)

may bypass IABs and sell directly to

ransomware affiliates.
Module 07 -- Ransomware | The majority of enterprise ransomware CRITICAL CONFIRMED
Groups / RaaS deployments are preceded by a loader (downstream)

infection. IcedID to Cobalt Strike to

ransomware is the documented canonical

chain for Conti and successor RaaS.
Module 09 -- Bulletproof Classic botnet loaders depend on BPH for | HIGH (upstream) CREDIBLE
Hosting (BPH) stable C2 panels. BPH disruption forces

loaders onto gray-market VPS with higher

detection and takedown risk.
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SECTION 4: DISRUPTION LEVERAGE POINTS

Primary Leverage Points

April 2026

Multi-family simultaneous C2 and botnet takedown (Endgame model): The Endgame 2024 operation
demonstrated that simultaneous action against multiple loader families in a single coordinated wave creates
disruption that cannot be fully absorbed through immediate substitution. Single-family takedowns are absorbed
within days; multi-family operations create a supply gap that takes weeks to months to fill. The 2025 Endgame
follow-on phase confirmed this is operationally sustainable. [CONFIRMED]

Distribution infrastructure targeting (higher durability than C2): Gootloader's ~700-site SEO delivery network
and Raspberry Robin's NAS/IoT C2 layer represent infrastructure investments that take months to rebuild -- far
longer than the days required to stand up new C2 domains. Prioritizing distribution infrastructure over binary/C2
seizure creates more durable disruption per operation. [CREDIBLE]

Arrests of core loader developers and operators: Endgame included arrests alongside infrastructure seizures.
Developer arrests -- particularly for IcedID/Latrodectus, given the shared developer lineage -- have the highest
per-action impact because operators cannot simply rotate brands while rebuilding code from scratch. [CREDIBLE]

Email and phishing delivery layer disruption: Multiple major loaders (IcedID, Bumblebee, Latrodectus)
distribute via phishing campaigns. Disrupting email delivery infrastructure -- via SMTP blocklisting, domain seizure
of phishing infrastructure, and coordination with email providers -- reduces infection volume across multiple
families simultaneously. [CONFIRMED]

Victim-side execution controls: Enterprise-wide blocking of macro execution, script loaders (WSF, JS, VBS),
and unsigned binaries reduces loader delivery success rates independent of any LE action. This is the most
scalable lever with no backfire risk and no dependency on Russian infrastructure access. [CONFIRMED]

CDN and hosting provider cooperation: Raspberry Robin's abuse of Discord CDN is an exploitable
dependency. Platform-level blocking of known malicious payloads hosted on legitimate CDNs removes a key
delivery channel and forces operators to rebuild hosting outside legitimate infrastructure. [CREDIBLE]

Who Owns Disruption

FBI/DOJ / NCIJTF

Europol EC3 / Eurojust

National units (BKA, NCA,
Dutch National Police)

Microsoft DCU

Security vendors
(SentinelOne, Red Canary,
Zscaler)

Email/CDN providers
(Microsoft 365, Google,
Discord)

Lead US legal authority for botnet takedowns,
arrests, and MLAT coordination. Active in Endgame
and related loader operations.

Central EU coordination for Endgame and follow-on
phases. Cross-border judicial coordination for
seizures and arrests across participating national
units.

Execute joint operations, domestic arrests, and
infrastructure seizures. BKA is a primary partner
given German-hosted C2 infrastructure prevalence.

Civil action and technical disruption for loader
families intersecting with Microsoft infrastructure.
Coordinates with LE on joint operations.

Telemetry, reverse engineering, C2 infrastructure
mapping, YARA/Sigma detection development.
Primary sources for family intelligence and
operational support.

Abuse enforcement on phishing delivery
infrastructure and CDN payload hosting (Discord
CDN for Raspberry Robin). Platform-level
disruption of distribution channels.

Arrest, indictment,
infrastructure seizure,
sinkholing

Coordination,
infrastructure seizure,
arrests, EU-wide warrants

Arrests, infrastructure
seizure, domestic
prosecution

Civil action, domain
seizure, sinkholing,
telemetry support

Telemetry, detection
engineering, C2 mapping,
sinkholing support

Payload removal, domain
suspension, account
termination
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OFAC / Treasury Legal authority to designate loader developers and | Designation, financial
(underutilized) infrastructure operators. Not yet applied specifically | disruption

to loader families. Analogous to ransomware

designations.

Best Disruption Method

Institutionalize recurring multi-family operations (Endgame campaign model): The most effective proven
method is simultaneous multi-family coordinated operations (Endgame 2024 and 2025 phases) that target C2
infrastructure across multiple loader families at once. This prevents the immediate brand-rotation substitution that
absorbs single-family takedowns. The critical upgrade from Endgame 2024 to future operations is to add
distribution infrastructure (SEO networks, NAS/IoT C2) as co-equal targets alongside C2 servers, since
infrastructure is harder to rebuild than C2 domains. [CONFIRMED]

Pair every major operation with victim-side execution controls campaign: Coordinating LE operations with
enterprise-scale execution controls deployment (macro blocking, script execution policies, EDR coverage
expansion) creates a two-sided pressure: supply disruption from the LE action and demand-side reduction from
improved victim defenses. These do not interfere with each other and do not trigger backfire risk. [CONFIRMED]
Financial designation as a complement (currently unused for loaders): OFAC has not yet designated loader
operators despite the documented ransomware enablement evidence from Endgame. Extending sanctions to
loader developers and key infrastructure operators -- particularly those with identified Endgame connection --
would raise financial risk without requiring direct access to Russian-based individuals. [CREDIBLE]

Backfire Risk

Brand rotation and ecosystem substitution (confirmed pattern): Endgame 2024 directly produced
Latrodectus expansion and MintsLoader/CastleLoader emergence. Taking down established loader families does
not reduce the function; it triggers immediate migration to newer or less-monitored alternatives. This is the primary
backfire pattern for loader disruption. [CONFIRMED]

Shift to fileless and script-based loaders (confirmed ongoing trend): Operators are already migrating toward
WSF, JS, and PowerShell loaders that blend into legitimate activity, reducing static detection opportunity. Public
operations that expose specific detection methods accelerate this migration. [CONFIRMED]

Decentralization of C2 infrastructure (Raspberry Robin model as template): Raspberry Robin's NAS/IoT C2
model is designed to resist domain seizure. If this architecture becomes the ecosystem standard post-Endgame,
future C2 takedowns will require coordinating with device manufacturers and ISPs rather than just domain
registrars -- significantly more complex. [CREDIBLE]

Measurement blindness from migration to closed channels: As operators migrate to bespoke loaders
distributed through closed Telegram groups and invite-only forums, visibility from common telemetry sources and
public sandboxes decreases. Disruption may appear effective when the function has actually migrated out of
observable channels. [CREDIBLE]

OPSEC uplift from public operations: High-profile publicized takedowns teach surviving operators what
indicators were used for attribution and what infrastructure patterns to avoid. Operation announcements should be
timed to minimize the advance-warning window before follow-on operations. [CREDIBLE]

Controlled impunity dynamics in Russia: Aggressive external pressure may incentivize Russian authorities to
absorb higher-value loader operators into state protection relationships under the Dark Covenant framework,
particularly operators whose technical capabilities (botnet management, C2 development) make them recruitable
state assets. [ANALYST INFERENCE]

Compounding Actions

* BPH disruption (Module 09, Node 03): Forces classic botnet loaders (IcedID, SmokeLoader,
Bumblebee) off bulletproof hosting onto gray-market VPS with higher takedown velocity. Amplification:
HIGH.

» Stealer disruption (Module 01, Node 10): Reduces monetization value of loader-delivered access by
collapsing the log market pipeline. Amplification: MEDIUM (reduces ROI without blocking delivery).

* IAB market pressure (Module 05, Node 04): Reduces buyer demand for loader-generated access.
Combined with loader disruption, compresses both supply and demand simultaneously. Amplification:
VERY HIGH when synchronized.
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*  Crypter/packer disruption (Module 03, Node 11): Accelerates AV/EDR detection of loader binaries,
forcing faster recompilation cycles and raising operational cost. Amplification: MEDIUM.

* Underground forum disruption (Module 10, Node 07): Disrupts the affiliate recruitment and escrow
infrastructure through which loader operators find payload clients. Amplification: HIGH for LaaS/IAaaS
business model.
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SECTION 5: RESILIENCE AND REPLACE DIFFICULTY

Replace Difficulty

Code level: LOW. Building a new loader is technically routine for Russian-language developers. The IcedID to
Latrodectus transition demonstrates that developers can reuse prior codebases and reduce development cost
significantly. New loader variants can reach operational status within weeks. [CONFIRMED]

Infrastructure level: MEDIUM-HIGH. Rebuilding distribution infrastructure is substantially harder. Gootloader's
~700-site SEO delivery network and Raspberry Robin's NAS/lIoT C2 botnet required significant sustained
investment to build. Neither can be replaced within the days-to-weeks timeline that applies to code or C2
domains. [CREDIBLE]

Trust and brand level: MEDIUM. Established loader brands (Gootloader, Raspberry Robin) have affiliate trust
and installed customer bases. Operators of disrupted brands face a period of reduced client confidence before a
successor brand establishes comparable reputation. [CREDIBLE]

EDP Dependency Map calibration: Node 05 (Botnet/Loader Ecosystems) is rated HIGH replace difficulty. This
module partially validates that rating at the infrastructure level (SEO networks, NAS botnets) but identifies code-
level replace difficulty as LOW. The Dependency Map should distinguish between these: LE actions that target
only C2 domains are LOW-impact on replace difficulty; actions that target distribution infrastructure or developer
arrests are HIGH-impact. [ANALYST INFERENCE]

Redundancy

Family redundancy: HIGH. Multiple loader families operate simultaneously. Post-Endgame 2024, Latrodectus
absorbed significant IcedID/PikaBot market share within months. MintsLoader, CastleLoader, WarmCookie, and
DanaBot provide additional redundancy in the post-Endgame landscape. [CONFIRMED)]

Operator redundancy: MEDIUM. Unlike the stealer market where a handful of dominant operators can be
identified (Rapid7 3-vendor concentration), the loader ecosystem has more distributed operator concentration.
However, the IcedID — Latrodectus transition demonstrates that a small number of core developers underpin
multiple brands. [CREDIBLE]

Distribution redundancy: MEDIUM. Multiple delivery channels (phishing, SEO, malvertising, USB) provide
redundancy. Loss of one delivery channel forces operators to another but increases cost and reduces infection
volume. [CREDIBLE]

Historical Reconstitution

Reconstitution Pattern Rebuild Time

IcedID (Endgame May C2 infrastructure seized. Developer team transitioned Months for full

2024) to Latrodectus, sharing code lineage. Latrodectus Latrodectus surge;
surged in late 2024 and 2025. This was not operator continuity was
reconstitution of the IcedID brand but continuous near-immediate
operation of the same developer group under a new
name.

Bumblebee (Endgame Hit in Endgame 2024. Some reconstitution observed. Partial reconstitution

May 2024 + 2025 phase) Hit again in 2025 Endgame follow-on phase. Still within months after each

showing activity as of 2025, suggesting high resilience hit; not fully eliminated
despite repeated pressure.

SmokeLoader (multiple LE | Active since ~2011; survived multiple LE actions over Persistent through all

actions) more than a decade. SmokelLoader demonstrates the disruptions; no clean
upper bound of loader longevity -- recurring disruption elimination observed
has not eliminated this family.

GameOver Zeus / Dridex Historical botnet takedowns (GameOver Zeus 2014, Months for ecosystem
ecosystem analogies Dridex repeated actions) show immediate infection reconstitution in historical
drops followed by partial reconstitution or replacement analogues
within months. Endgame outcomes are consistent with
this historical pattern.

INTERAGENCY | Developed by Reno Page 14



EDP ECOSYSTEM DEEP-DIVE | MODULE 02: LOADERS | HANDLING: INTERAGENCY April 2026

Loader function at the ecosystem level has never been materially reduced by LE action. Individual families are
disrupted; the function -- delivering payloads to enterprise victims at scale -- persists continuously through brand
rotation and successor emergence. [CONFIRMED]

Ecosystem Adaptation

Immediate brand rotation: Operators pivot to newer, less-monitored families within days to weeks. The IcedID to
Latrodectus transition is the clearest example. MintsLoader and CastleLoader are expanding post-Endgame,
consistent with this pattern. [CONFIRMED]

Technical hardening toward fileless and script-based execution: Increased use of WSF, JS, and PowerShell
as execution layers reduces static detection opportunities. Raspberry Robin's progressive shift from USB LNK to
script loaders reflects this adaptation trajectory. [CONFIRMED]

C2 decentralization: Raspberry Robin's NAS/loT model is emerging as a template for C2 that resists domain
seizure. Adoption of this model by other loader families would significantly raise the cost and complexity of future
takedowns. [CREDIBLE]

Migration to private distribution: Actors may shift toward invite-only Telegram-based distribution and private
loader builds, reducing visibility from public sandboxes and threat intel monitoring. [CREDIBLE]

Durability Assessment

Ecosystem level (loader Disruption durability is LOW-MEDIUM. The delivery LOW-MEDIUM
function) function reconstitutes through brand rotation and new

family emergence. Endgame produced the largest-ever

loader disruption but loaders remain active through

successors. Success must be measured in increased cost,

slowed tempo, and degraded infrastructure quality, not

elimination.
Distribution infrastructure Durability is MEDIUM-HIGH at the infrastructure level. MEDIUM-HIGH
level (SEO networks, loT Distribution networks take months to rebuild; they are more
botnets) durable disruption targets than C2 domains or binary code.

This is the highest-ROI disruption focus.

Individual family level MEDIUM at best. Endgame disrupted specific brands for MEDIUM
(e.g., IcedID, Bumblebee) months but operator continuity was maintained through

Latrodectus. Bumblebee survived two Endgame phases.

Family-level elimination is feasible only when developer

arrests prevent brand rotation.
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SECTION 6: INDICATORS AND KPIs

Health Indicators

Loader detection counts by
family

Stable or rising detections across top
families; any disrupted family quickly
replaced in telemetry by successor

Hundreds of active C2 domains per
major family; rapid provisioning after
domain seizures (back to baseline
within days)

Active C2 domains per family

Phishing and spam delivery
volume

Steady high-volume phishing
campaigns distributing loaders; new
lure templates appearing regularly

Gootloader delivery network
(compromised sites)

~700 active compromised delivery
sites; consistent victim delivery from
SEO-positioned pages

Periodic emergence of new loader
families absorbed into ecosystem
without disrupting overall volume

New successor/replacement
loader emergence

Consistent volume of IAB access
listings traceable to loader-generated
access; loaders cited in ransomware
incident timelines

Loader-related IAB listings and
ransomware precursors

Disruption KPlIs

Multi-family simultaneous drop in
detection counts not offset by new
family emergence; absence of top-3
families from telemetry for multiple
quarters

Sustained reduction in C2 footprint
across multiple families; slower
reprovisioning indicating infrastructure
stress

Visible reduction in loader-distributing
phishing campaign volume across
multiple families; price increases in
phishing delivery services

Significant reduction in active delivery
sites; de-indexed pages; reduced
victim routing through compromised
network

Rapid, concurrent emergence of
multiple new/unfamiliar loader brands
-- indicator of post-disruption market
fragmentation under pressure

Measurable reduction in loader-
attributed IAB listings; ransomware
incidents show shift to alternative
initial access vectors

_ Baseline (2024-25) Post-Disruption Target

28,754 total loader detections in 2024
(ANY.RUN); ~15% QoQ growth in H1
2024

Loader detections per quarter
by family (sandbox)

Active C2 domains per family
post-operation

Raspberry Robin: ~200 C2 domains;
major families maintain hundreds of
active domains at any time

Infrastructure seizure outputs
(per operation)

Endgame 2024: 100+ servers, several
million infected computers, €100M+
damages attributable

Domain-level C2: days to weeks.
Distribution infrastructure (SEO sites,
NAS/loT): months

Time from operation to C2
reconstitution

Measurable multi-quarter decline in
top-3 loader families without
equivalent replacement by new
families

Targeted family C2 footprint
remains below 30% of pre-
operation level for >= 2 quarters

Track servers seized, bots
sinkholed, and domains taken
down per operation; use as
baseline for follow-on operations

Operations targeting distribution
infrastructure should show >3
months before full reconstitution vs.
<2 weeks for domain-only ops
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Enterprise detection and
cleanup latency

Loader-attributed IAB and
ransomware incidents

Collection Methods

Baseline not established in open
sources; varies widely by sector and
EDR coverage

Not precisely established; loaders

Target: median < 24 hours from
loader execution to
detection/eradication; > 72 hours
indicates high risk of second-stage
payload delivery

After coordinated loader + |IAB

documented as preceding majority of
enterprise ransomware cases

operations, >= 20% reduction in
loader-attributed ransomware and

IAB cases within 2-3 quarters

Sandbox and malware telemetry: ANY.RUN, Hatching Triage, and similar sandbox environments provide
family-level detection counts and behavioral analysis. Key limitation: sandbox data reflects submitted samples,
not global infection distribution. Useful for relative ranking and trend direction; insufficient for global volume

estimates. [CONFIRMED]

EDR and NDR telemetry: Enterprise EDR platforms (CrowdStrike, SentinelOne, Microsoft Defender) provide
real-world infection telemetry for participating organizations. Family prevalence, C2 domain activity, and payload
delivery timelines are observable in aggregate telemetry reports. [CONFIRMED]

Dark web and forum monitoring: Underground forum monitoring (Intel 471, Flashpoint) for loader MaaS
advertising, affiliate recruitment, and pricing. Telegram monitoring for new family announcements and operational
chatter post-disruption. [CREDIBLE]

LE operation outputs: Europol/Eurojust/DOJ press releases and technical annexes listing servers seized, bots
sinkholed, domains taken down, and victim populations affected. Endgame operations provide the primary public
baseline for operational scale metrics. [CONFIRMED]

DFIR casework root-cause tagging: Incident response investigations that tag initial access vector (loader family
and delivery method) provide the most accurate measurement of loader-to-ransomware pipeline rates. Requires
systematic casework logging across IR firms and CERTSs. [CREDIBLE]

Baseline Data

Loader detections globally (2024,
sandbox)

QoQ detection growth (H1 2024)

Endgame 2024 disruption scale

Endgame damages enabled

Raspberry Robin C2 footprint

Gootloader delivery network

IcedID to Latrodectus transition
timing

28,754 detections; second most common malware
category after stealers (51,291 in same dataset)

~15% increase in loader detections from Q1 to Q2
2024 in ANY.RUN dataset

100+ servers seized; several million infected
computers disrupted; 6 major loader families
targeted simultaneously

>€100 million in damages from ransomware enabled
by targeted loaders

~200 unique C2 domains across 22+ TLDs;
compromised QNAP NAS and loT devices as proxy
layer

~700 compromised high-traffic websites; SEO-
positioned for target search terms

Endgame: May 2024. Latrodectus surge: late 2024
through 2025. Months, not weeks, for successor to
reach equivalent scale

LOW-MODERATE
(ANY.RUN sandbox)

CREDIBLE (trend
only)

CONFIRMED
(Europol/Spamhaus)

CONFIRMED
(Europol)

CONFIRMED
(Zscaler/Picus)

CONFIRMED
(SentinelOne)

CREDIBLE (Red
Canary / Recorded
Future)
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SmokeLoader operational Active since ~2011; survived 13+ years of LE CONFIRMED
longevity actions without elimination (Malpedia/Spamhaus)

Alert Thresholds

Worsening threat (detection
volume)

Disruption underperforming

Distribution infrastructure under
pressure

Enterprise detection latency risk

New architecture risk (Il0T/NAS
C2 adoption)

>= 30% QoQ increase in loader detections across
multiple families for 2+ consecutive quarters; or
emergence of a new family reaching top-5 status
within one quarter post-disruption

Targeted family C2 footprint rebounds to >= 70-80%
of pre-operation levels within one quarter; or clear
successor family at equivalent scale within 2 months
of operation

Gootloader delivery site count drops by >= 50% and
remains suppressed for >= 3 months; or Raspberry
Robin C2 domains drop by >= 60% sustained

Median loader detection-to-eradication time > 72
hours in monitored networks; loader dwell time
sufficient for second-stage payload delivery

Multiple loader families (beyond Raspberry Robin)
adopting compromised loT/NAS C2 architecture,
signaling domain-seizure resistance becoming
ecosystem standard

Escalate; assess new
family or delivery
infrastructure
emergence; consider
next Endgame phase

Assess whether
distribution
infrastructure was
targeted alongside
C2; accelerate follow-
on operation timeline

Reinforce with
simultaneous IAB
market pressure
while delivery pipeline
is stressed

Escalate EDR
coverage and
execution control
deployment; treat any
loader detection as
assume-
compromised for
second-stage

Escalate to require
loT device
manufacturer
cooperation and ISP-
level tracking; domain
seizure-only
operations become
insufficient
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SECTION 7: SOURCES AND CONFIDENCE

Primary Sources

LE operations:

* Europol / Eurojust / Spamhaus -- Operation Endgame statements (May 2024) on simultaneous disruption
of IcedID, SmokeLoader, SystemBC, PikaBot, Bumblebee, and TrickBot. Primary source for scale metrics
and targeted family list.

»  Krebs on Security -- "Operation Endgame Hits Malware Delivery Platforms" -- narrative, actor names, and
LE quotes on loaders as ransomware delivery platforms.

* Spamhaus -- "Operation Endgame: Botnets Disrupted After International Action" -- technical detail on
targeted families and infrastructure.
Family-specific threat intelligence:

* Red Canary -- Latrodectus emergence and IcedID transition analysis (2024-25) -- primary source for
brand-rotation reconstitution pattern.

+ SentinelOne -- Gootloader technical analysis -- ~700 compromised delivery sites, |AaaS operating model.

+ Picus -- "Raspberry Robin Malware in 2025" -- evolution into elite IAB platform, C2 infrastructure details,
CVE exploitation.

»  Zscaler -- Raspberry Robin C2 architecture analysis -- ~200 unique domains, NAS/IoT proxy layer details.

+ KPMG -- Gootloader 2025 advisory -- confirmed ongoing active campaigns targeting high-value sectors.

» HP/Threat Research -- Raspberry Robin delivery vector evolution (USB to script loaders, Discord CDN).

Ecosystem and intelligence context:

* Recorded Future -- Malicious Infrastructure 2025 review -- post-Endgame loader turnover, MintsLoader
and CastleLoader emergence, ecosystem dynamics.

* Recorded Future -- "Dark Covenant 3.0" (2025) -- controlled impunity framework; basis for state
adjacency and backfire risk calibration in this module.

* Malpedia -- SmokeLoader family profile -- capabilities, C2 behavior, operational longevity documentation.

Quantitative data:

* ANY.RUN -- 2024 Malware Trends and Q1/Q2 2024 statistics -- loader detection counts and category
rankings.

+ eSentire -- Gootloader and IcedID analysis -- loader delivery chain and payload staging documentation.

Secondary Sources

+ Packetlabs -- "Loader Malware and Its Role in the Cyberattack Lifecycle" -- overview framing
»  Control D -- Malware statistics including loader references

« BitSight -- Loader family trend context

* Industrial Cyber / SC World -- Endgame news coverage and post-operation analysis

* Healsecurity -- Raspberry Robin Cadet Blizzard state-adjacency reporting

Gaps and Uncertainties

Global loader infection counts: Sandbox detection data (ANY.RUN) reflects sampled environments with
significant geographic, sector, and submission-source bias. Total global infection numbers are not reliably
sourced in open literature. Treat detection counts as trend indicators and relative family rankings, not global
census data. [CONFIRMED]

Revenue and MaaS/IAaasS pricing: Loader pricing -- LaaS subscriptions, PPI rates, IAaaS access resale prices -
- is among the least well-documented data points in this module. Figures in the Business Model section are
inferred from comparable markets and leaked forum discussions. Do not use as quantitative claims without
corroboration. [CONFIRMED]

State adjacency for specific families: Unlike the Stealers module (where Sandworm/Rhadamanthys provides a
CONFIRMED GRU use case), no equivalent confirmed state tasking is documented for major loader families. The
Raspberry Robin/Cadet Blizzard overlap is circumstantial. State adjacency for loaders is structural (tolerant
environment, controlled impunity) rather than operational (confirmed tasking or direction). [CONFIRMED]
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Long-term Endgame impact: No multi-year quantitative follow-up data is available on the strategic impact of
Operation Endgame on loader ecosystem function. LE reporting emphasizes disruption but does not provide
sustained volume reduction evidence. It is too early (as of April 2026) to assess whether the Endgame campaign
model will achieve durable suppression. [CONFIRMED]

Latrodectus operator identity: While Red Canary and others document code lineage between IcedID and
Latrodectus suggesting shared developers, the specific operator identities behind Latrodectus have not been
publicly attributed. This is a critical gap for future targeted action. [CONFIRMED]

Private loader market: An unknown volume of loader activity occurs through bespoke or invite-only loaders
distributed through private Telegram channels and not visible in public sandbox telemetry. Coverage of this
population is a persistent blind spot. [CONFIRMED]

Confidence Notes

Loaders as core delivery bridge
(function and ecosystem role)

Endgame disruption scale and
targeted family list

Brand rotation as primary
reconstitution mechanism (IcedID
to Latrodectus)

Gootloader and Raspberry Robin
infrastructure scale

Global loader infection volume
and market share

MaaS/IAaaS pricing and revenue

State adjacency (Raspberry
Robin/Cadet Blizzard)

Long-term Endgame impact on
ecosystem function

Multiple independent sources confirm loaders as the
structural link between infection campaigns and
stealer/RaaS ecosystems. High corroboration.

Confirmed from Europol, Spamhaus, DOJ, and
contemporaneous vendor reporting. Scale metrics
(100+ servers, several million bots) are LE-stated, not
vendor estimates.

Strong multi-source corroboration. Red Canary,
Recorded Future, and multiple vendor reports confirm
code lineage and timing.

Specific technical data (700 sites, 200 C2 domains)
confirmed from SentinelOne and Zscaler primary
research.

Sandbox-derived counts with significant sampling
bias. Relative rankings are reliable; absolute numbers
are not.

Largely inferred from comparable markets. No
confirmed financial data for loader operations.

Circumstantial infrastructure and TTP overlaps. Not
confirmed direct tasking. Lower quality than Stealers
module state adjacency evidence.

Too early to assess definitively (April 2026). Endgame
2025 phase shows LE commitment but outcome data
is immature.

HIGH

HIGH

CONFIRMED

CONFIRMED

LOW-
MODERATE

LOW

MODERATE

LOW-
MODERATE
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SECTION 8: ANALYST ASSESSMENT

This section was generated by Claude based on synthesis of Perplexity research (Sections 1-7) and integration
with EDP framework documents: Ransomware Ecosystem Dependency Map Refined v01, Ransomware
Ecosystem Disruption Playbook v03 (Phase C), and Russian Government Protection Framework v03.

Key Takeaway

The Dependency Map rates Node 05 (Botnet/Loader Ecosystems) as HIGH tier with HIGH replace difficulty. This
module validates the HIGH tier but requires a critical refinement to the replace difficulty rating: HIGH applies to
distribution infrastructure (SEO poisoning networks, NAS/IoT C2 botnets), not to code or brand. Loader code is
LOW replace difficulty -- IcedID to Latrodectus demonstrates that operators rotate brands in months, not years.
The strategic implication is that LE operations that seize only C2 domains and binary hosting achieve LOW-
replace-difficulty disruption, while operations that also dismantle distribution infrastructure (compromised website
networks, loT botnet layers) achieve HIGH-replace-difficulty disruption.

The most operationally significant finding is about the Endgame campaign model: the 2024 and 2025 Endgame
phases confirm that multi-family coordinated operations are operationally sustainable and are the correct
template. The critical gap in the current model is insufficient targeting of distribution infrastructure alongside C2
seizure. Gootloader's 700-site SEO network and Raspberry Robin's IoT/NAS C2 layer are harder to rebuild than
any C2 domain cluster, yet they were not the primary focus of Endgame 2024. Future operations should treat
distribution infrastructure as a co-equal target. [CREDIBLE]

Priority Recommendation

Upgrade the Endgame campaign model with three specific changes and maintain it as a recurring campaign
series:

Upgrade 1 -- Add distribution infrastructure as co-equal target: Every Endgame-type operation should
include takedown and de-indexing of Gootloader's compromised delivery website network (via search engine
cooperation, registrar coordination, and hosting provider abuse action) and coordinated disruption of Raspberry
Robin's NAS/loT C2 layer (via QNAP and loT vendor notifications, ISP-level tracking of infected devices). These
infrastructure investments take months to rebuild. They are the highest-durability disruption targets in this module
and are currently underutilized.

Upgrade 2 -- Pair every operation with enterprise-side execution controls campaign: Coordinate each
Endgame operation timing with a broad enterprise-facing push for macro/script execution blocking, WSF/JS/VBS
execution policy hardening, and EDR coverage expansion. This reduces loader delivery success rates
independent of LE reach. It requires no access to Russian infrastructure, carries no backfire risk, and directly
complements the supply-side disruption from the LE operation. This is the demand-side pressure the current
Endgame model lacks.

Upgrade 3 -- Develop Latrodectus attribution as the highest-priority targeting objective: The IcedID-to-
Latrodectus transition shows that the same developer group is continuously operational under rotating brand
names. Latrodectus attribution -- particularly identifying the core developers behind both IcedID and Latrodectus -
- is the highest-priority intelligence gap for this module. Developer arrests, unlike infrastructure seizures, prevent
brand rotation reconstitution. This is where HUMINT and SIGINT investment in the loader ecosystem would
generate the most durable strategic return.

Financial designation (available, currently unused): OFAC has not yet designated loader developers despite
documented ransomware enablement evidence from Endgame. Extending designation to loader developers
identified through Endgame and Latrodectus attribution would raise financial risk independent of extradition
feasibility. Apply the same designation rationale used for ransomware operators to the loader layer.

Connection to EDP Playbook

Node 05 is a Phase C target in the Disruption Playbook. This module validates the Phase C approach and
provides three specific updates:

Phase C sequencing: This module recommends that loader disruption (Node 05) be sequenced to coincide with
-- not precede -- IAB market pressure (Node 04, Phase B). The logic: loader disruption reduces the supply of
fresh access entering the IAB market. If IAB pressure is applied simultaneously, the market cannot absorb the
reduced supply through price adjustment. If IAB pressure follows by 60+ days, the market restabilizes before the
additional pressure lands. Synchronization of Phase B and Phase C actions is the compounding mechanism the
playbook calls for, and it applies directly here.
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Sinkholing as intelligence collection: The playbook principle "monitor before takedown; use seizure as a data
collection event" is directly applicable to loaders. Sinkholing loader C2 before full seizure provides victim
population data, payload family mapping, and operator attribution intelligence that should be collected before the
public operation announcement. This is the highest-intelligence-yield pre-action in this module.

Backfire risk calibration: The playbook rates Node 05 backfire risk as LOW-MEDIUM. This module refines that:
LOW-MEDIUM applies to infrastructure and C2 actions. Developer arrest operations require Dark Covenant
screening before any Russia-based operator is publicly attributed, for the same reasons as the Stealers module --
technical capability makes loader developers attractive state asset candidates, and public attribution before
protection relationships are disrupted risks FSB absorption. Financial designation and infrastructure actions are
low-backfire; individual attribution is medium-backfire without prior protection-relationship mapping.

Dependency Map Update Recommendations

Node 05 -- Botnet/Loader | Replace Difficulty HIGH Maintain HIGH but

Ecosystems annotate: HIGH applies to
distribution infrastructure
(SEO networks, NAS/IoT
botnets). Code and brand
replace difficulty is LOW.
Operations that target only
C2 domains achieve LOW
replace difficulty impact
despite HIGH node rating.
Prioritize distribution
infrastructure targeting in
future Endgame phases.

Node 05 -- Botnet/Loader | Analyst Notes (Current entry) Add: "Endgame campaign

Ecosystems model confirmed as
effective and sustainable
(2024 + 2025 phases). Key
gap: distribution
infrastructure (Gootloader
SEO network, Raspberry
Robin NAS/loT C2) is
underutilized as a target.
Latrodectus attribution is
highest-priority intelligence
gap -- developer arrest
prevents brand rotation that
makes infrastructure
seizure non-durable."

Node 05 -- Botnet/Loader | Backfire Risk LOW-MEDIUM Confirm LOW-MEDIUM for

Ecosystems infrastructure and C2
actions. Add calibration:
developer arrest operations
require Dark Covenant
screening before public
attribution. Financial
designation (OFAC) of
loader operators is currently
unused and is LOW
backfire risk.

Follow-On Research

The highest-priority follow-on is Latrodectus developer attribution. If the IcedID and Latrodectus developer groups
are the same -- as code lineage analysis suggests -- then a single targeted developer arrest operation would
simultaneously neutralize two major loader brands and prevent brand rotation. This requires HUMINT or SIGINT-
level investigation into the IcedID Endgame arrests and follow-on Latrodectus operator activity.

INTERAGENCY | Developed by Reno Page 22



EDP ECOSYSTEM DEEP-DIVE | MODULE 02: LOADERS | HANDLING: INTERAGENCY April 2026

Secondary priorities: (1) Quantitative linkage study mapping specific loader family infections to subsequent IAB
listings and ransomware incidents, to establish the pipeline conversion rate and measure the lag between loader
disruption and IAB supply reduction. This data would allow the Phase B/Phase C synchronization
recommendation above to be precisely timed. (2) l[oT/NAS botnet scope assessment: how broadly has the
Raspberry Robin NAS/loT C2 architecture been adopted by other loader families? If it is becoming an ecosystem
standard, domain-seizure-only operations will be structurally insufficient and the takedown model requires
coordinating with device manufacturers and ISPs rather than just domain registrars.
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