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SECTION 1: WHAT IT IS 

  

Definition and Ecosystem Role 
Cryptocurrency mixing and tumbling services are the financial obfuscation layer of the ransomware supply chain. 
Their function is to break the on-chain transaction trail between a victim ransom payment and the attacker's cash-
out destination, making blockchain forensic attribution technically difficult or economically prohibitive. Without this 
layer, ransomware proceeds would flow directly from victim wallets to exchange deposit addresses, enabling real-
time victim-to-attacker attribution and off-ramp blocking within hours of payment. 
The mixer ecosystem encompasses four distinct service types: high-volume centralized custodial mixers (the 
ChipMixer/Blender/Sinbad archetype); decentralized protocol-level mixing (CoinJoin implementations via Wasabi 
Wallet and JoinMarket); multi-service layering stacks combining mixers with cross-chain bridges and DEX swaps; 
and mixer-like internal tumbling services embedded within dark-web marketplace escrow wallets. Each type 
operates at different points on the custodial risk versus obfuscation-depth tradeoff curve. 
Node 08 sits in Phase B of the EDP Disruption Playbook alongside Nodes 04 (IAB Markets) and 07 (Underground 
Forum Trust Infrastructure). It occupies a critical chokepoint position: every ransomware group that monetizes its 
attacks must pass funds through some form of obfuscation infrastructure before reaching a cash-out point. 
Disrupting this layer does not stop attacks, but it directly degrades profitability — a mechanism confirmed by the 
approximately 35% decline in ransomware payments in 2024, which Chainalysis-based reporting attributes in part 
to enforcement pressure on mixing services and off-ramps. 
  

How It Functions: Step-by-Step Canonical Laundering Flow 



● Step 1: Ransom received. Victim pays Bitcoin (or occasionally Monero) to an attacker-controlled wallet 
address generated by the ransomware implant or negotiation interface. 

● Step 2: Consolidation. Attacker consolidates payment outputs to a staging wallet, typically within 24-48 
hours of receipt. Small payments may be batched before mixing to reduce per-transaction fees. 

● Step 3: Mixer input. Staging wallet sends funds to a centralized mixer (ChipMixer/Blender/Sinbad 
archetype) or initiates a CoinJoin transaction via a privacy wallet. Time delays (hours to days) and output 
randomization options are applied at this stage. 

● Step 4: Layering (advanced stacks). Higher-value payouts receive additional layering: mixer outputs are 
bridged cross-chain (BTC to ETH or XMR), passed through DEX swaps, or converted to privacy coins to 
break amount-matching heuristics applied by blockchain forensics platforms. 

● Step 5: Cash-out. Obfuscated funds reach an exchange, OTC broker, or DeFi protocol for conversion to 
fiat or further movement. This is the highest-risk step for attacker attribution: KYC exchange exits remain 
the primary identification mechanism even when mixer obfuscation is partial. 

A documented 2024 case study illustrates the CoinJoin variant: a 42.183 BTC ransom payment moved to Wasabi 
Wallet on Day 2; a 200 BTC CoinJoin transaction generating 5 BTC output chunks on Day 3; DEX bridge to ETH 
on Day 5; swap to Monero on Day 6. Despite the layering, the transaction was ultimately deanonymized through 
amount-matching and KYC exit point correlation — demonstrating both the sophistication of current laundering 
stacks and the limits of obfuscation against modern blockchain forensics. 
  

Business Model and Trust Infrastructure 
Centralized mixers charge percentage fees (typically 1-3% of transaction value) plus optional time-delay 
premiums. Affiliate programs offer referrers a fee share for volume they direct to the service, advertised through 
forum banners, vendor page signatures, and private referral arrangements. RaaS and IAB actors have been 
documented recommending "preferred mixers" to affiliates or clients, effectively functioning as captive traffic 
sources in exchange for discounted fee arrangements or private routing options. 
Trust is established through forum reputation rather than on-chain ratings. Users assess mixers on: operational 
uptime, fee transparency, absence of prior exit scams or seizures, and association with high-profile successful 
laundering cases. DeepStrike's 2025 analysis documents that 92% of major dark-web marketplaces provide 
escrow and dispute resolution mechanisms — the same trust primitives that govern mixer-adjacent tumbling 
services inside market wallets. 
[ANALYST INFERENCE] The broader laundering-as-a-service structure identified by TRM Labs — where high-
value ransomware and APT crews outsource liquidity management and AML risk to specialist launderers, OTC 
brokers, and cash-out services rather than operating these functions in-house — represents a structural division 
of labor that mirrors the general ransomware supply chain specialization pattern. Mixer operators are not ancillary 
service providers; they are professional counterparties in a structured financial services market. 
  

SECTION 2: KEY ACTORS AND EXAMPLES 

  

Named Actors and Platform Archetypes 

Actor / 
Archetype Type Scale / Key Facts Enforcement 

Status Confidence 

ChipMixer Centralized 
custodial Bitcoin 
mixer 

Alleged $3B+ 
laundered 2017-2023; 
used by LockBit, 
Zeppelin, SunCrypt, 
Mamba, Dharma, plus 
card fraud and 
darknet markets 

Seized by DOJ 
and Europol in 
2023; operator 
charged 

[CONFIRMED] High 



Blender.io Centralized 
custodial Bitcoin 
mixer 

Used by Lazarus 
Group (DPRK) for 
Axie Infinity hack 
proceeds; 
ransomware 
laundering 
documented 

OFAC sanctioned 
May 2022 (first 
mixer sanctioned); 
operators indicted 
in 2025 US 
charges alongside 
Sinbad 

[CONFIRMED] High 

Sinbad.io Centralized 
custodial Bitcoin 
mixer; assessed 
successor to 
Blender.io 

DPRK APT laundering 
and ransomware 
proceeds; operators 
used same 
infrastructure as 
Blender 

OFAC sanctioned 
November 2023; 
operators indicted 
in 2025 US 
charges 

[CONFIRMED] High 

Tornado Cash Decentralized 
Ethereum smart-
contract mixer 

$7B+ processed; 
used by Lazarus 
Group (DPRK) and 
DeFi exploit proceeds 

OFAC sanctioned 
August 2022; 
Dutch court 
operator conviction 
2024; US 
developer 
conviction 2024 

[CONFIRMED] High 
— enforcement 
precedent on 
decentralized 
protocol 

Cryptomixer 
(unnamed Europol 
target) 

Centralized mixer Role in cybercrime 
and ransomware 
laundering; exact 
volume not publicly 
disclosed 

Europol takedown 
late 2025 

[CREDIBLE] 
Moderate — limited 
public detail on 
volume or actor set 

Wasabi Wallet / 
CoinJoin 
implementations 
(Wasabi, 
JoinMarket) 

Non-custodial 
decentralized 
CoinJoin mixing 

Used as post-
payment layering 
layer; 42.183 BTC 
case study (2024) 
traced through 
Wasabi CoinJoin; 
outputs in 5 BTC 
chunks; ultimately 
deanonymized via 
amount-matching 

No service-level 
seizure; targeted 
by OFAC and 
FinCEN guidance 
on non-custodial 
wallets; Wasabi 
developer arrested 
2024 

[CONFIRMED] High 
— well-documented 
operational use and 
forensic 
deanonymization 

Multi-service 
layering stacks 
(BTC to ETH to 
XMR flows) 

Attacker-
assembled 
workflow 
combining mixer, 
cross-chain 
bridge, DEX 
swap, and privacy 
coin conversion 

Common in high-
value APT-linked 
thefts and large 
ransomware payouts 
per TRM Labs 2024; 
designed to defeat 
single-protocol 
heuristics 

No single seizure 
point; individual 
bridge and DEX 
protocols subject 
to sanctions and 
voluntary 
compliance 
pressure 

[CONFIRMED] High 
— TRM Labs and 
blockchain forensics 
firms document this 
pattern extensively 

Dark-web market 
embedded 
tumblers 

In-market pooled 
escrow wallets 
providing by-
product mixing for 
marketplace 
participants 

92% of major dark-
web markets offer 
escrow and dispute 
resolution (DeepStrike 
2025); escrow wallet 
pooling provides 
incidental obfuscation 

Disrupted via 
market seizures 
(affect escrow 
wallets); no 
standalone 
enforcement action 
specifically 
targeting in-market 
tumbling 

[CREDIBLE] 
Moderate-High — 
market escrow data 
strong; tumbling-
specific 
measurement limited 

  

Affiliate Programs and Referral Structures 



Several mixing services and in-market tumblers operate affiliate programs offering referrers a percentage of mixer 
fees for volume they direct to the service. These programs are advertised on underground forum banners, vendor 
page signatures, and through private referral arrangements between high-volume actors. RaaS operators and 
IABs have been documented recommending preferred mixers to affiliates — a structure that creates captive traffic 
flows in exchange for fee discounts or priority routing. 
[ANALYST INFERENCE] This affiliate structure mirrors the RaaS affiliate recruitment model (Module 07 / Module 
10) and creates a cross-cutting vulnerability: forum-level disruption of mixer affiliate advertising (Phase B 
compounding action) may reduce new-user onboarding to targeted mixing services, degrading their revenue and 
operational sustainability even without a direct infrastructure takedown. 
  

DPRK and State-Sponsored Use 
[CONFIRMED] Blender.io and Sinbad.io were explicitly identified by OFAC and DOJ as laundering vehicles for 
North Korean Lazarus Group proceeds from crypto heists including the Axie Infinity Ronin Bridge hack ($620M, 
March 2022). This state-sponsored usage creates a secondary enforcement dimension: DPRK crypto laundering 
falls under OFAC secondary sanctions authority and engages the same financial intelligence architecture 
(FinCEN, FVEY financial partners) as ransomware-specific enforcement. 
[CREDIBLE] TRM Labs' 2024 report on $2.2B in crypto-related hacks (up 17% YoY) notes that most attackers 
obfuscated flows via mixers and related laundering tools following private-key compromises — a category that 
spans ransomware proceeds, DeFi exploit funds, and state-sponsored heist proceeds. The mixer ecosystem 
serves all three criminal categories simultaneously. 
  

SECTION 3: INFRASTRUCTURE DEPENDENCIES 

  

Upstream Dependencies 
Ransomware and APT payment receipt infrastructure: The mixer ecosystem's primary input is ransomware 
and heist proceeds. Payment volumes directly determine mixer throughput and revenue. The approximately 35% 
decline in ransomware payments in 2024 reduced mixer revenue proportionately — a feedback loop in which off-
ramp enforcement reduces attacker willingness to pay ransomware premiums that justify mixer fees. 
Cryptocurrency exchange deposit windows: Mixers require cryptocurrency network infrastructure for input 
receipt and output distribution. They depend on continued accessibility of major blockchain networks (Bitcoin, 
Ethereum, Monero) and the availability of cross-chain bridge protocols and DEX liquidity pools for multi-service 
stacking. 
BPH and anonymization infrastructure (Node 03, Node 15): Centralized mixer operations depend on 
bulletproof hosting for web interfaces, API endpoints, and wallet management servers. Mixer operators use VPNs 
and Tor for operational security. BPH disruption is therefore a viable upstream attack vector against centralized 
mixer services. 
Underground forum reputation infrastructure (Node 07 / Module 10): Forums are the primary marketing and 
reputation channel for mixer services. Mixer operators advertise on Exploit, XSS, and RAMP; users assess mixer 
trustworthiness via forum vouching threads. Degrading forum trust infrastructure reduces the mixer discovery and 
vetting channel for new criminal clients. 
  

Downstream Dependencies 
OTC brokers (Node 01 / Module 12): The primary off-ramp for mixer outputs. OTC brokers convert obfuscated 
cryptocurrency to fiat with minimal KYC. OFAC designation of OTC brokers compounds mixer disruption by 
reducing the value of successfully mixed funds if the off-ramp is blocked. 
Exchanges and money launderers (Node 02 / Module 13): High-risk or non-compliant exchanges accept mixer 
outputs and convert to fiat. KYC compliance upgrades at exchanges — whether voluntary or enforcement-driven 
— are the single most effective off-ramp chokepoint. The 2024 ransomware payment decline is attributed to 
improved exchange compliance combined with mixer enforcement. 



Mule networks (Node 09 / Module 14): For fiat conversion requiring human intermediaries, mule networks 
receive post-mixer, post-exchange funds for final cash-out. Mule network disruption provides a third layer of 
pressure on the cash-out chain downstream of mixing. 
  

Critical Chokepoints 

Chokepoint Description Primary Owner Disruption Method 

Centralized mixer 
operator identities 

Custodial mixer operators are 
accountable legal persons; 
operator identification enables 
indictment, asset seizure, and 
service shutdown 

DOJ / USAO; FVEY 
LE; Treasury / 
OFAC 

Criminal indictment; OFAC 
designation; asset forfeiture; 
operator arrest via extradition 
or partner jurisdiction action 

Mixer 
cryptocurrency 
addresses (OFAC 
designation) 

Designation of mixer deposit 
addresses creates secondary 
sanctions risk for any exchange or 
service that processes those 
addresses; deters legitimate off-
ramp providers from accepting 
mixer outputs 

Treasury / OFAC; 
FVEY financial 
partners 

SDN list designation of mixer 
wallet clusters; proactive 
sharing with exchange 
compliance teams; blockchain 
analytics integration 

KYC exchange 
exit points 

Regardless of mixing 
sophistication, most cash-out 
paths ultimately touch a KYC 
exchange; improved compliance 
filtering at this stage undermines 
the entire mixer value proposition 

FinCEN / FVEY 
financial regulators; 
private sector 
(exchange 
compliance teams) 

Regulatory pressure on 
exchange AML/KYC; real-time 
mixer-output flagging via 
blockchain analytics feeds; 
OFAC address screening 
mandates 

Cross-chain bridge 
and DEX protocol 
access 

Multi-service layering stacks 
depend on cross-chain bridges 
and DEX protocols; voluntary 
compliance or regulatory pressure 
on these protocols degrades the 
most sophisticated obfuscation 
layer 

FVEY financial 
regulators; private 
sector (bridge/DEX 
operators) 

Regulatory engagement with 
bridge operators; OFAC 
designation of non-compliant 
bridges; blockchain analytics 
integration for bridge 
monitoring 

Mixer forum 
advertising and 
reputation 
channels 

Mixer services depend on forum 
advertising for client acquisition; 
degrading forum trust 
infrastructure (Node 07) removes 
the primary marketing and vetting 
channel 

FVEY IC and LE; 
private sector 
underground 
monitoring 

Phase B compound action: 
forum infiltration targeting 
mixer advertisement sections; 
vouching thread disruption; 
counter-intelligence to 
degrade mixer reputations 

  

Cross-Module Linkages 

Module Node Linkage Type Direction Description 

07 Ransomware / 
RaaS 

Cross-
cutting 

Primary supply Upstream Ransomware payment receipts are the primary 
input to the mixer ecosystem; RaaS program 
guidelines often specify preferred mixers for 
affiliates 

09 BPH 03 Infrastructure Upstream Bulletproof hosting supports centralized mixer 
web infrastructure; BPH disruption is viable 
upstream attack vector 

10 Underground 
Forums 

07 Marketing / 
Reputation 

Upstream Forums are the primary advertising and vetting 
channel for mixer services; affiliate program 



recruitment occurs through forum banners and 
vendor pages 

12 OTC Brokers 01 Off-ramp Downstream Primary cash-out destination for mixer outputs; 
OTC designation compounds mixer 
enforcement by blocking the off-ramp 

13 Money 
Launderers / 
Exchanges 

02 Off-ramp / 
Conversion 

Downstream High-risk exchanges accept mixer outputs; 
improved exchange KYC compliance is the 
most effective downstream pressure point 

14 Mule Networks 09 Final cash-out Downstream Mule networks handle fiat conversion 
downstream of mixer-to-exchange flows; 
compounding disruption point 

  

SECTION 4: DISRUPTION LEVERAGE POINTS 

  

Primary Leverage Points 

Lever Owner Best Method Backfire Risk EDP Phase 

OFAC 
designation of 
mixer addresses 
and operators 

Treasury / 
OFAC; FVEY 
financial 
partners 

SDN designation of mixer 
deposit wallet clusters; 
proactive sharing with 
exchange compliance teams; 
designation of operator 
entities where identified 

LOW — validated 
repeatedly: Blender 
2022, Sinbad 2023, 
Tornado Cash 2022 

Phase B — 
primary action 

Criminal 
indictment of 
centralized 
mixer operators 

DOJ / USAO; 
FVEY LE; 
partner 
jurisdiction 
prosecutors 

Operator identification via 
blockchain attribution, 
undercover operations, or 
HUMINT; charges under 
money laundering statutes 
(18 USC 1956/1957); 
extradition where feasible 

LOW — 2025 
Blender/Sinbad 
indictments confirm 
viability 

Phase B — 
high-impact, 
longer-cycle 

Blockchain 
forensics 
integration and 
off-ramp KYC 
enforcement 

FinCEN; FVEY 
financial 
regulators; 
private sector 
(Chainalysis, 
TRM Labs, 
Elliptic) 

Real-time mixer-output 
flagging in exchange 
KYC/AML feeds; regulatory 
pressure on exchanges to 
screen OFAC-designated 
mixer addresses; travel rule 
enforcement on mixer-tainted 
flows 

LOW — 35% 
ransomware 
payment decline in 
2024 attributed partly 
to this mechanism 

Phase B — 
ongoing; 
highest 
structural 
impact 

BPH disruption 
for centralized 
mixer hosting 

FVEY IC + LE; 
upstream ISPs 
and registrars 

Infrastructure attribution of 
mixer hosting; upstream 
provider action; seizure of 
servers; cross-reference with 
Module 09 BPH disruption 
playbook 

LOW-MEDIUM — 
effective for 
centralized services; 
no effect on 
decentralized 
protocols 

Phase A/B 
compound 
action 

Decentralized 
protocol 
pressure 
(Tornado Cash 
model) 

OFAC; DOJ; 
FVEY financial 
regulators 

OFAC designation of smart 
contract addresses; 
prosecution of 
developer/operator entities; 
voluntary compliance 
pressure on DeFi front-end 

MEDIUM — effective 
at restricting access 
but protocol-level 
code persists; legal 

Phase B — 
precedent 
established; 
ongoing 



providers to block designated 
addresses 

challenges ongoing 
post-Tornado Cash 

Forum mixer 
advertising 
disruption 

FVEY IC; LE (as 
part of forum 
action) 

Target mixer advertisement 
sections and affiliate 
recruitment threads on 
Exploit, XSS, RAMP during 
Phase B forum operations; 
compound with mixer OFAC 
designations to degrade 
forum-posted mixer 
reputations 

LOW — compound 
action; no standalone 
backfire risk 

Phase B — 
compound 
with Node 07 
forum actions 

  

Compounding Actions 
● OFAC designation creates an off-ramp compliance effect that extends beyond the designated service: 

exchange compliance teams apply enhanced scrutiny to all mixer-pattern transactions, not just 
designated addresses. Each new designation raises the compliance bar across the entire off-ramp 
ecosystem. 

● Sequence mixer enforcement to compound Phase A OTC and exchange actions (Nodes 01, 02). When 
OTC brokers and non-compliant exchanges are designated first, mixer operators lose their primary cash-
out channels — reducing the effective value of any mixing service even before the mixer itself is targeted. 

● Share mixer-output detection heuristics with major exchanges via private-sector information sharing (FS-
ISAC, CISA partnerships). This extends the functional reach of enforcement beyond formal OFAC 
designations. 

● Target affiliate program recruitment infrastructure: mixer affiliate advertisers on underground forums are a 
reachable intermediate target whose disruption degrades new-client onboarding without requiring direct 
action against the mixer itself. 

● For DPRK-linked mixer use, coordinate with FVEY partners' financial intelligence units and the Crypto 
Asset Reporting Framework (CARF) implementation to create a cross-border compliance pressure layer 
that compounds bilateral US sanctions actions. 

  

SECTION 5: RESILIENCE AND REPLACE DIFFICULTY 

  

Replace Difficulty Assessment 
Node 08 carries a MEDIUM replace difficulty rating in the EDP Dependency Map. This aggregate rating reflects 
an important internal split: centralized mixer services are moderate-difficulty to replace (new services launch but 
face increasing compliance pressure at off-ramps); decentralized protocol-level mixing is high-difficulty to replace 
in a technical sense (code persists on-chain) but increasingly low-utility as detection rates improve. 
  

Service Type Replace 
Difficulty 

Key Durability 
Driver Key Vulnerability Confidence 

Centralized custodial 
mixers 
(ChipMixer/Blender/Sinbad 
archetype) 

MEDIUM New services 
launch within 
months of 
seizures; 
technical barrier 
to operation is 
low; forum 
advertising 
enables rapid 
client acquisition 

Operator 
identifiability; off-ramp 
compliance pressure 
renders mixed 
outputs increasingly 
un-cashable even if 
mixing succeeds 

[CONFIRMED] 
Well-
documented 
replacement 
cycle 



CoinJoin / protocol-level 
mixing (Wasabi, 
JoinMarket) 

HIGH 
(technical) / 
LOW-
MEDIUM 
(operational 
utility) 

Decentralized; no 
single operator; 
open-source code 
persists after any 
individual action 

Detection rate above 
80% per 2024 
reporting; amount-
matching 
deanonymization 
demonstrated in 
42.183 BTC case 
study; Wasabi 
developer arrested 
2024 

[CONFIRMED] 
Protocol 
durability 
confirmed; 
operational 
utility declining 

Multi-service layering 
stacks (mixer + bridge + 
DEX + XMR) 

HIGH No central service 
to seize; attacker-
assembled 
workflow using 
multiple legitimate 
or semi-legitimate 
protocols; each 
component 
individually more 
defensible 

Complexity requires 
higher technical 
sophistication; 
individual bridge and 
DEX components 
subject to voluntary 
compliance pressure; 
Monero delistings 
from major 
exchanges reduce 
privacy coin exit 
optionality 

[CREDIBLE] 
Strong on 
complexity; 
uncertain on 
long-term 
protocol 
availability 

Dark-web market 
embedded tumblers 

MEDIUM Inherits market 
platform 
resilience 
(MEDIUM per 
Module 10 
assessment); 
mixing is a by-
product of normal 
escrow 
operations 

Market takedowns 
disrupt embedded 
escrow/tumbling; no 
dedicated resilience 
investment in the 
mixing function 

[CREDIBLE] 
Moderate — 
limited 
standalone 
measurement 

  

Historical Reconstitution Record 

Service Disruption Event Date Reconstitution Notes 

BTC-e DOJ seizure; 
administrator 
BTC-e indictment 

2017 WEX.nz emerged as partial 
successor; collapsed 2018 

Successor lacked original 
scale; criminal community 
sought alternatives 

Helix 
(Bitcoin 
mixer) 

DOJ charges 
against operator 
Larry Harmon 

2020 Service already dormant; 
operator pleaded guilty 
2021 

No immediate successor; 
established precedent for mixer 
money laundering charges 

Blender.io OFAC 
designation 

May 2022 Sinbad.io assessed as 
successor; operational 
within months 

Same operator infrastructure 
assessed; near-instant 
rebranding 

Sinbad.io OFAC 
designation; 
servers seized 

November 
2023 

Operators indicted 2025; no 
confirmed direct successor 
identified 

2025 indictment suggests 
operator disruption may be 
more durable than prior 
designation-only actions 

ChipMixer DOJ / Europol 
seizure 

March 
2023 

Criminal community 
migrated to alternative 
services within months 

$46M in Bitcoin seized; 
operator charged; no single 
dominant successor 



Tornado 
Cash 
(frontend) 

OFAC 
designation; 
operator 
convictions 

August 
2022 / 
2024 

Protocol code persists; fork 
deployments active; use 
declined significantly but 
not eliminated 

Precedent-setting: OFAC 
designated smart contract 
addresses; legal challenge 
partially succeeded but DOJ 
convictions upheld 

  

Key Resilience Adaptation: Detection Rate Response 
[CREDIBLE] A 2024 analytical assessment argues that modern blockchain forensics has driven detection rates 
for mixer-based laundering above 80%, citing high-precision amount matching and UTXO clustering as primary 
heuristics. If confirmed, this figure represents a structural shift in the mixer value proposition: the service's primary 
utility — avoiding attribution — is failing at a rate that should rationally deter adoption for high-value payouts. 
[ANALYST INFERENCE] The criminal community's adaptation response to declining mixer utility is visible in the 
shift toward multi-service layering stacks (mixer + bridge + DEX + privacy coin), which are designed to defeat 
single-protocol heuristics. However, these stacks require higher technical sophistication and create more 
transaction steps — each of which is a potential forensic anchor point. The direction of travel favors forensics over 
obfuscation for centralized services; decentralized protocols remain the more durable resilience vector. 
  

SECTION 6: INDICATORS AND KPIs 

  

Ecosystem Health Indicators 

Indicator Normal State (2023-2024 Baseline) Under Pressure / Degraded 

Total ransomware 
payment volumes 
(annual) 

$1.25B in 2023 (Chainalysis); 
approximately $813M in 2024 after 
enforcement pressure (~35% decline) 

Continued year-over-year decline; 
attacker shift to lower-value targets; 
increased negotiation failure rates 

Active centralized mixer 
services (count) 

Multiple services operational at any time; 
typical replacement cycle of 3-6 months 
after seizure 

Fewer active services; reduced 
advertising on top-tier forums; clients 
reporting exit scams or reduced output 
quality 

Mixer detection rate 
(blockchain forensics) 

Above 80% per 2024 analytical 
assessment (centralized mixers); CoinJoin 
deanonymization demonstrated in 42.183 
BTC case study 

Detection rate exceeding 90%; attacker 
migration from mixers to multi-service 
stacks or privacy coins as primary 
obfuscation layer 

Mixer advertisement 
volume on top-tier 
forums 

Active advertising on Exploit, XSS, RAMP; 
affiliate program banners visible; vouching 
threads for major services 

Reduced forum advertising; affiliate 
program withdrawal; negative vouching 
threads following seizures or suspected 
LE infiltration 

OFAC-designated 
mixer address 
avoidance at 
exchanges 

Major exchanges screen OFAC SDN list; 
mixer-tainted flows flagged and delayed or 
blocked 

Increase in exchange-blocked 
transactions from mixer outputs; attacker 
shift to non-KYC DEX exits; increased 
OTC reliance 

Multi-service stack 
complexity (layering 
depth) 

2-3 step flows common (mixer + 
exchange); some 4-6 step flows for high-
value APT payouts 

Increasing stack depth indicates forensic 
pressure driving more complex 
obfuscation; signals enforcement 
effectiveness but also adaptation 

  

Disruption KPIs 



KPI Baseline Target Under Disruption Collection Method 

Annual 
ransomware 
payment volume 
(USD) 

$813M in 2024 
(Chainalysis-based; down 
35% from $1.25B in 2023) 

Below $600M sustained over 
two consecutive years; 
directional decline as primary 
indicator 

Chainalysis annual 
ransomware report; TRM 
Labs crypto crime reports; 
cross-reference with DLS 
victim volumes 

Active OFAC-
designated mixer 
services 
(cumulative) 

4+ services designated as 
of 2024 (Blender, Sinbad, 
Tornado Cash, Helix 
predecessor) 

Every newly identified high-
volume mixer designated 
within 12 months of 
identification; no major 
undesignated centralized 
service active for more than 
18 months 

Treasury/OFAC SDN 
tracking; blockchain 
analytics monitoring of 
high-volume mixing 
services 

Mixer-output 
exchange blocking 
rate 

Major exchanges block 
OFAC-designated 
addresses; estimated 60-
70% of major off-ramp 
volume covered by OFAC-
aware compliance 

90%+ of major off-ramp 
volume covered by real-time 
mixer-output screening; 
residual non-KYC DEX 
volume below 20% of total 

FinCEN / FVEY financial 
regulator reporting; private 
sector blockchain analytics 
(Chainalysis, TRM, Elliptic) 
market coverage data 

Mixer operator 
indictment rate 

Historically low: Helix 
(2020), Blender/Sinbad 
operators (2025 indictment) 
represent major milestones 

Indictment within 24 months 
of mixer identification for any 
centralized service 
laundering above $100M; 
operator arrest rate above 
50% of indicted 

DOJ USAO press releases; 
court docket monitoring; 
FVEY LE operational 
coordination tracking 

Crypto stolen and 
laundered via 
mixers (annual, 
APT + ransomware 
combined) 

$2.2B stolen in 2024 crypto 
hacks (TRM Labs); majority 
obfuscated via mixers or 
stacks 

Year-over-year decline in 
mixer-obfuscated theft 
proceeds; below $1.5B 
sustained 

TRM Labs annual crypto 
crime report; Chainalysis 
crypto crime report; OFAC 
enforcement actions 

  

Alert Thresholds 

Threshold Trigger Condition Response 

New high-volume 
centralized mixer detected 
above $100M throughput 

Blockchain analytics identifies new 
mixing service with above $100M in 
attributable criminal proceeds within 
any 90-day window 

Initiate OFAC designation process; alert 
FVEY financial partners; share wallet 
cluster data with major exchange 
compliance teams within 30 days 

Blender/Sinbad operator 
successor service 
detected 

Infrastructure correlation or on-chain 
pattern matching identifies new 
service with operational continuity to 
indicted Blender/Sinbad operators 

Immediate OFAC SDN designation; 
coordinate with DOJ for superseding 
indictment or new charges; notify FVEY 
partners 

Ransomware payment 
volumes rebound above 
$1B annually 

Chainalysis or TRM Labs annual 
reporting documents year-over-year 
rebound above $1B after 2024 
decline 

Assess whether rebound reflects new mixer 
services, improved attacker OPSEC, or off-
ramp compliance gaps; cross-reference 
with active OFAC coverage and exchange 
compliance data 

Monero (XMR) usage by 
ransomware groups 
exceeds 30% of attributed 
payments 

Blockchain analytics or negotiation 
intelligence indicates XMR adoption 
above 30% of tracked ransomware 
payments 

Assess for exchange delisting pressure 
(Monero delistings from major exchanges 
are the primary policy lever); coordinate 



with FVEY financial regulators on Monero 
off-ramp restrictions 

DPRK-linked mixer 
throughput exceeds 
$500M in single calendar 
year 

OFAC or blockchain analytics links 
above $500M in state-sponsored 
proceeds to identified mixing 
services 

Escalate to interagency level; coordinate 
secondary sanctions engagement with 
FVEY partners; consider public attribution to 
constrain diplomatic space for RU/DPRK 
state protection of operators 

  

SECTION 7: SOURCES AND CONFIDENCE 

  

Primary Sources 
Law Enforcement and Government: 

● DOJ / USAO — "Operators of Cryptocurrency Mixers Charged with Money Laundering": Blender.io and 
Sinbad.io indictments; ransomware and DPRK laundering charges; 2025 filing. 

● Europol — press releases on Cryptomixer shutdown (late 2025) and ChipMixer seizure (2023); role in 
cybercrime and ransomware laundering. 

● OFAC — SDN designations: Blender.io (May 2022), Sinbad.io (November 2023), Tornado Cash (August 
2022); designation rationale documents. 

● FinCEN — guidance on non-custodial wallet providers and convertible virtual currency mixing (2022 
proposed rulemaking). 

Blockchain Forensics and Financial Intelligence: 
● TRM Labs — "$2.2 billion was stolen in crypto-related hacks in 2024": mixer use patterns post-

infrastructure attacks; multi-service stack documentation. 
● Money Laundering News — "ChipMixer Shut Down for Allegedly Laundering $3 Billion": volume figures, 

ransomware families documented (LockBit, Zeppelin, SunCrypt, Mamba, Dharma). 
● Chainalysis — via TheStreet / secondary coverage: "Crypto ransomware payments drop 35% in 2024 

amid crackdowns": $813M vs $1.25B year-over-year comparison; enforcement-effect attribution. 
● IDnow — "In the mix: Investigating the murky world of crypto mixers": definitions, regulatory risk, mixer 

behavior and fee structures. 
Analytical and Open-Source: 

● LinkedIn analytical essay — "The Definitive Death of Cryptocurrency Mixers": detection rate above 80% 
claim; 42.183 BTC CoinJoin case study (Day 1-6 flow documentation). 

● DeepStrike — "Dark Web Daily Activity 2025: Users, Markets and Threats": 92% escrow/dispute market 
figure; in-market tumbling documentation. 

● DeXpose — "Dark Web Marketplaces in 2026": market escrow, multisig wallets, privacy coin payment 
trends. 

  

Confidence Assessment by Topic 

Topic Confidence Level Basis Key Limitations 

ChipMixer $3B+ 
laundering figure 

[CONFIRMED] 
CONFIRMED 

DOJ criminal complaint and 
Europol press release; both 
cite identical figure 

Alleged figure from DOJ 
complaint; not yet adjudicated; 
methodology for calculating 
total volume not fully disclosed 

Blender.io / 
Sinbad.io operator 
continuity 

[CREDIBLE] 
CREDIBLE 

OFAC and DOJ public filings 
link Sinbad to Blender 
infrastructure and operator 

Full technical linkage evidence 
not yet public pending trial; 
operator defense may contest 
continuity claim 



patterns; 2025 indictment 
charges same operators 

35% ransomware 
payment decline 
attribution to 
enforcement 

[CREDIBLE] 
CREDIBLE 

Chainalysis annual report 
figure widely reported; 
enforcement-effect attribution 
is Chainalysis's stated 
analytical assessment 

Multiple confounding factors 
(attacker behavior change, 
victim resistance, insurance 
shifts); enforcement is one of 
several cited factors 

Mixer detection 
rate above 80% 

[CREDIBLE] 
CREDIBLE — single 
analytical source; 
not independently 
verified 

LinkedIn analytical essay citing 
improved blockchain 
heuristics; consistent with 
practitioner reporting from 
Chainalysis and TRM Labs 

Single-source claim; 
methodology not disclosed; 
"detection rate" definition 
unclear (detected vs. attributed 
vs. actionable); likely applies to 
centralized mixers, not 
decentralized protocols 

92% of major dark-
web markets with 
escrow/dispute 
systems 

[CREDIBLE] 
CREDIBLE 

DeepStrike 2025 dark-web 
market analysis; consistent 
with prior academic and 
private-sector dark-web market 
surveys 

"Major markets" definition not 
disclosed; sample size 
unknown; may overweight 
surviving markets (selection 
bias) 

RaaS operators 
recommending 
preferred mixers to 
affiliates 

[CREDIBLE] 
CREDIBLE 

Documented in Money 
Laundering News ChipMixer 
reporting and TRM Labs 
laundering-as-a-service 
analysis; consistent with RaaS 
operational guidance 
documentation captured by 
researchers 

Specific RaaS program names 
and documentation not publicly 
cited; may reflect analyst 
inference from operational 
guidance fragments 

FSB or state 
protection for 
mixer operators 

[ANALYST 
INFERENCE] 
ANALYST 
INFERENCE 

No confirmed open-source 
evidence of state protection for 
mixer operators specifically; 
inferred from operational 
longevity of RU-based mixing 
services and absence of RU 
law enforcement action 

Centralized mixers have been 
seized when operated from 
non-RU jurisdictions; RU-based 
operators may benefit from 
implicit protection but no 
confirmed Dark Covenant-type 
protection mapping exists 

  

Intelligence Gaps 
● Sinbad.io successor: No confirmed centralized mixer successor to the Blender/Sinbad lineage has been 

publicly identified post-2023 seizure. Identifying the next high-volume custodial mixer used by major 
ransomware groups is the highest-priority gap for timely OFAC action. 

● Multi-service stack operator identities: The operators and service providers behind cross-chain bridge and 
DEX components used in advanced laundering stacks are not systematically identified. This gap limits the 
extension of OFAC designation pressure to these components. 

● Monero off-ramp capacity: The actual fiat conversion capacity available for Monero proceeds (the primary 
privacy coin used in ransomware) via non-KYC OTC and P2P exchanges is not well-quantified. This gap 
limits assessment of privacy coin adoption as a mixer substitute. 

● Mixer fee and revenue data: The revenue generated by active mixing services and the fee structures 
offered to high-volume clients (ransomware groups, DPRK) are not publicly documented beyond 
ChipMixer's $3B+ figure. This limits financial disruption modeling. 

  

SECTION 8: ANALYST ASSESSMENT 

  



Key Takeaway 
The 35% decline in ransomware payments in 2024 is the most important indicator in this module — and it directly 
validates the EDP thesis that financial infrastructure disruption degrades ransomware profitability. Enforcement 
pressure on mixing services and off-ramps is cited as a key contributing factor by Chainalysis. This is not a 
coincidental correlation: when attackers cannot reliably convert ransomware proceeds into usable fiat, the 
economic calculus of ransomware shifts. Node 08 disruption does not prevent attacks, but it reduces the return on 
investment for each attack — the most structurally durable form of deterrence available. 
Two counter-trends require attention. First, detection rates above 80% for mixer-based obfuscation are driving 
attacker adaptation toward multi-service layering stacks (mixer + bridge + DEX + privacy coin) that are technically 
more resilient than centralized services. Second, the $2.2B in crypto hacks in 2024 (TRM Labs) — predominantly 
APT and DeFi exploit proceeds rather than ransomware — indicates that high-value state-sponsored actors are 
still successfully laundering large volumes despite enforcement pressure, suggesting the ceiling on disruption 
effectiveness may be lower for sophisticated adversaries than for mid-tier ransomware groups. 
  

Priority Recommendation 
Immediate: Identify the Sinbad.io successor. The absence of a confirmed dominant centralized mixer following 
the November 2023 Sinbad designation and 2025 indictments creates a detection gap for major ransomware 
group laundering. Priority tasking to blockchain analytics partners (Chainalysis, TRM Labs) and FVEY intelligence 
services to identify the current primary custodial mixing service used by LockBit successors, RansomHub, and 
Play affiliates. 
Near-term: Extend OFAC designation pressure to cross-chain bridge and DEX components used in documented 
multi-service laundering stacks. The Tornado Cash precedent — designating smart contract addresses — 
provides the legal framework. Designation of bridge protocols used in documented DPRK and ransomware flows 
would degrade the most resilient component of the current obfuscation toolkit. 
Medium-term: Institutionalize real-time mixer-output flagging as a standard exchange compliance requirement 
via FinCEN rulemaking. The current framework relies on voluntary OFAC screening by major exchanges; a 
mandatory rule requiring exchanges to screen against blockchain analytics mixer-pattern heuristics (not just 
OFAC list addresses) would close the gap between designation and detection. 
Sequencing note: Phase A actions (Nodes 01 OTC, Node 02 exchanges) must compound mixer disruption 
(Node 08) to maximize effect. Mixer designation alone leaves the off-ramp open. Simultaneous pressure on OTC 
brokers and non-compliant exchanges means that even successfully mixed funds cannot be cashed out — the 
two-sided squeeze that produced the 2024 payment decline. 
  

Connection to EDP Disruption Playbook 
Node 08 (Mixing/Obfuscation Services) is a Phase B node alongside Nodes 04 (IAB Markets) and 07 
(Underground Forum Trust Infrastructure). Its compounding relationships are bidirectional: Phase A financial 
actions (OTC brokers, exchanges) increase the value of mixer disruption by reducing the off-ramp available for 
mixed outputs; Phase B forum disruption (Node 07) degrades the marketing and affiliate recruitment channels 
that sustain mixer client acquisition. 
Within the overall EDP framework, Node 08 disruption has the clearest empirical validation of any node-level 
action: the 2024 ransomware payment decline is the closest available real-world test of what ecosystem-level 
financial pressure produces. The decline occurred during a period of active OFAC designation activity (Sinbad 
November 2023, following Blender May 2022 and Tornado Cash August 2022) and improved exchange 
compliance — the exact Phase A and B compound mechanism the EDP playbook recommends. 
  

Dependency Map Update Recommendations 

Current Node 
08 Field Current Value Proposed Change Rationale 

Replace 
Difficulty 

MEDIUM Sub-categorize: centralized 
custodial mixers = MEDIUM; 

The three mixer categories have 
fundamentally different disruption 



CoinJoin/decentralized protocols = 
HIGH (technical durability) / LOW-
MEDIUM (operational utility); multi-
service stacks = HIGH 

profiles. Centralized mixers are the 
primary enforcement target; 
decentralized protocols require a 
different (compliance-pressure, 
developer prosecution) approach; 
multi-service stacks require cross-
protocol coordination. 

Primary Owner OFAC + 
blockchain 
forensics 
(Chainalysis, 
TRM, Elliptic) 

Add FinCEN as co-primary for 
regulatory rulemaking; add FVEY 
financial intelligence units as co-
primary for cross-border 
designation coordination 

The 2024 payment decline 
demonstrates that exchange 
compliance (FinCEN jurisdiction) is 
an equal or greater force multiplier 
than OFAC designation alone. 
Rulemaking authority to require 
mixer-pattern screening belongs to 
FinCEN, not OFAC. 

No empirical 
disruption 
effectiveness 
metric 

N/A Add annual ransomware payment 
volume as primary Node 08 
effectiveness KPI; 35% decline in 
2024 establishes the first confirmed 
baseline 

Node 08 is the only EDP node with 
a publicly documented, 
enforcement-attributable financial 
impact metric. This should be 
tracked as the primary indicator of 
Phase A/B compound action 
effectiveness. 

No distinction 
for state-
sponsored use 
(DPRK) 

N/A Add DPRK-linked mixer throughput 
as a secondary KPI under Node 08; 
flag for separate secondary-
sanctions authority coordination 

DPRK use of mixers engages a 
different legal and diplomatic toolkit 
(secondary sanctions, FVEY 
financial coordination) than 
ransomware-specific enforcement. 
Conflating the two in a single node 
rating obscures the dual-track 
response requirement. 

  

Follow-On Research 
● Identify the current primary centralized mixing service used by active ransomware groups post-Sinbad 

seizure: priority tasking to Chainalysis, TRM Labs, and FVEY blockchain intelligence assets. 
● Map cross-chain bridge and DEX protocols used in documented multi-service laundering stacks; assess 

each for OFAC designation viability under the Tornado Cash precedent. 
● Quantify Monero off-ramp capacity via non-KYC P2P and OTC channels: the primary substitute for mixer-

based obfuscation is privacy coins, and the fiat conversion ceiling for Monero is the binding constraint on 
that substitution. 

● Model the FinCEN rulemaking pathway for mandatory mixer-pattern blockchain analytics screening at 
exchanges: identify required legislative authority, timeline, and expected compliance coverage expansion. 

● Assess the 80% detection rate claim against an independent dataset: commission or task a FVEY 
blockchain analytics partner to validate the figure with disclosed methodology and a representative 
ransomware sample. 

● Develop a cross-node Phase A/B compounding model: quantify the marginal effect of simultaneous OTC 
(Node 01), exchange (Node 02), and mixer (Node 08) pressure on ransomware payment volumes versus 
single-node action. The 2024 data provides the first empirical baseline for this model. 

  


