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CURRENCY NOTE (June 2026): The Garantex analysis in this module predates the Grinex collapse. OFAC
designated Grinex, the Garantex successor exchange, in August 2025. In mid-April 2026, roughly 13.7 million
USD was drained from approximately 70 Grinex addresses; the exchange halted operations and attributed the
theft to Western special services without presenting evidence (CONFIRMED: Elliptic, TRM Labs, press reporting).
Analytic read: the successor-exchange model survived designation but not sustained pressure, a live case
exemplar for the Node 01/02 financial rails thesis. Re-baseline the cash-out landscape assessment at the next
module revision.

SECTION 1: WHAT IT IS

Definition and Ecosystem Role

OTC (over-the-counter) brokers are the primary fiat conversion layer of the ransomware supply chain. They
convert cryptocurrency proceeds — whether directly from ransomware wallets or after mixer-based obfuscation —
into usable fiat currency, alternative assets, or settlement claims through channels that avoid or circumvent
regulated exchange KYC requirements. Node 01 is rated CRITICAL in the EDP Dependency Map: the financial
chain is complete only when criminal proceeds are converted to usable funds, and OTC brokers are the dominant
mechanism for high-volume illicit conversion.

OTC brokers are structurally distinct from exchanges and mixers in one critical respect: they are relationship-
dependent. Their value to criminal clients derives not just from conversion capacity but from established trust —
proven willingness to handle tainted or sanctioned funds, reliable payout in preferred formats (cash, fiat wire,
ruble liquidity), and consultative visibility into the full client cash-out chain. This trust dimension is what drives the
HIGH replace difficulty rating: when a trusted OTC desk is sanctioned or exposed, criminal clients do not simply
switch to the next available service. They face a time-consuming trust-rebuilding problem with less-proven
intermediaries, often at higher risk and lower volume.



Three principal OTC broker archetypes operate in the ransomware ecosystem: nested OTC desks operating
accounts inside or adjacent to exchanges (the SUEX/Garantex model); informal peer-to-peer brokers operating
via Telegram and chat platforms; and structured high-end laundering consortia that absorb large illicit flows and
settle off-chain with shell companies, trade-based schemes, or cash couriers.

How It Functions: Canonical OTC Conversion Flows

e Step 1: Funds receipt. The OTC broker receives cryptocurrency directly from a ransomware attacker
wallet, from a mixer output, or from an intermediary wallet layer. In the Khinkis typology, funds arrived via
Bitcoin, Avalanche, and TRON networks — indicating pre-broker cross-chain routing to reduce
traceability.

e Step 2: Consolidation and routing. The broker routes received funds through controlled exchange
accounts (nested-desk model) or instant exchange services. In the Khinkis case, at least $1.36M moved
through instant exchange services before consolidation into a TRON/USDT position.

e Step 3: Conversion. The broker converts crypto to fiat or stablecoins via their master exchange accounts,
local banking relationships, or direct cash disbursement. SUEX clients received cash at physical offices in
Russia or fiat wire via local bank accounts; Khinkis clients received USDT on TRON.

e Step 4: Settlement. The broker settles with the client in the agreed format: cash meeting, local bank
transfer, ruble wire, USDT disbursement, or in some high-end consortia cases, trade-based settlement or
shell company transfer.

e Step 5: Residual parking. Funds not immediately off-ramped may be parked in DeFi positions (e.g., Aave)
or held in exchange accounts pending favorable conditions. In the Khinkis case, approximately $16.6M in
related funds remained parked in DeFi and exchange accounts at time of reporting.

Business Model and Trust Infrastructure

OTC brokers charge a spread or flat fee on conversions, typically ranging from 1-5% for high-volume criminal
clients, with lower rates for repeat high-volume business and higher rates for obviously tainted or sanctioned-
wallet funds. The fee structure rewards long-term relationships: brokers who see consistent flow from a trusted
RaaS crew or IAB network earn stable revenue while accumulating operational intelligence on client behaviors
that further differentiates them from generic exchange services.

[ANALYST INFERENCE] OTC brokers provide a consultative function that extends beyond pure conversion.
TRM Labs identifies that OTC networks often coordinate with mule networks, shell companies, and high-risk
VASPs, functioning as "brains" in laundering circuits rather than interchangeable pipes. This advisory layer —
knowing which mixing routes are currently being traced, which exchange accounts are under scrutiny, and which
off-ramp channels are currently safe — represents a form of operational security consulting that is not replicable
by a commodity exchange service.

The TRON/USDT rail has emerged as a preferred settlement medium in the 2024-2026 period, per TRM Labs
reporting. USDT on TRON provides fast settlement, low fees, and relative ease of movement across jurisdictions.
This trend prompted the formation of the T3 Financial Crime Unit — a private-sector coordination body comprising
TRON, Tether, and TRM Labs — specifically to identify and freeze high-risk TRON/USDT flows. Tether's ability to
blacklist and destroy USDT at specific addresses creates a novel sub-regulatory financial action tool that
complements OFAC designation.

SECTION 2: KEY ACTORS AND EXAMPLES

Named Actors and Archetypes

Actor /
Archetype

Scale | Key Facts Enforcement Status Confidence

SUEX OTC Nested OTC Approximately 40% of known | OFAC designated [CONFIRME
desk; physical transaction history linked to September 2021 —




offices in Russia criminal activity: first cryptocurrency D] High —
(Moscow, St. ransomware, scams, darknet | exchange/OTC us
Petersburg, markets. Operated nested designated under government
Prague) accounts on major Executive Order sanctions
exchanges; offered cash 13694; US Treasury documentati
payouts and local bank wire action
settlement on
Garantex Russian Primary off-ramp for OFAC designated [CONFIRME
exchange with Russian-speaking April 2022; Europol D] High —
heavy nested- cybercriminal clients; ruble and partners DOJ/Europol
OTC and liquidity particularly valuable executed shutdown action
ransomware for RU-based ransomware April 2025; servers documented:
client exposure; operators. Processed billions | seized, domain taken !
offered ruble in volume including over operator .
liquidity and fiat sanctioned-entity flows charges filed
withdrawal
Cryptex Russian Cited in Chainalysis-based Sanctioned by [CONFIRME
exchange and reporting as a sanctioned OFAC; enforcement D] High —
OTC service with high-risk exchange whose action cited as OFAC
documented designation contributed to contributing factor in enforcement
ransomware 2024 ransomware payment 35% ransomware documented
exposure decline payment decline in
2024
Aleksandr "Aleks" | Individual OTC Linked by ZachXBT to 796 Publicly exposed by [CREDIBLE]
Khinkis (Russian operator; cross- BTC in suspected ransom ZachXBT on-chain Credible —
OTC broker) chain broker payments (2023-2025); investigation (2025- ZachXBT
using BTC, $4.7M+ traced to single CEX | 2026); no confirmed on-chain
Avalanche, and deposit address; $16.6M in arrest or OFAC analvsis:
TRON/USDT rails | related funds in DeFi (Aave) designation at time of YSIS,
and exchange accounts; one | research secon_dary
164 BTC payment (~$3.8M) reporting
confirmed; 72 BTC payment consistent;
showed >15% overlap with no
known ransomware wallets in government
compliance tools; Tether confirmation
blacklisted and destroyed of charges
associated USDT as of April
2026
Informal P2P / Individual or Service Raa$ affiliates and Low arrest rate [CONFIRME
Telegram desk small-team IABs unable to use direct individually; D] High —
operators brokers; exchange KYC; accept BTC, | scattered; difficult to archetype
(archetype) Telegram-based; USDT TRON; use instant designate without well-
fixed spreads; exchanges and bridges for identified operators; documented:
local bank or cash | chain-hopping before disrupted indirectly . !
payout delivery to exchange via exchange individual
accounts; reputation-driven; compliance pressure | Operators
operate at smaller volumes rarely
than nested desks publicly
identified
High-end Structured multi- Use multiple exchanges Extremely difficult to [CREDIBLE]
laundering operator (including sanctioned), DeFi, | designate without Moderate-
consortia / "black networks; absorb bridges, and stablecoins for identifying specific High — TRM
OTC" networks very large illicit layering and integration; operator entities; few Labs
(archetype) flows; settle off- settle with clients via bank-to- | confirmed public reportin
chain bank transfer, trade-based enforcement actions pol g
schemes, or cash couriers; against consortia- credl_b_le,
subcontracted by major level operators specific
ransomware and APT groups operator




for high-value cash-out; TRM
Labs 2026 cites this as
backbone of high-value cash-
out for RaaS and hacking
crews

Khinkis Case Typology: Detailed Flow

The Khinkis case is the most detailed publicly documented example of a Russian OTC broker laundering
ransomware proceeds using cross-chain routing as of 2025-2026. It illustrates the convergence of blockchain
forensics, stablecoin issuer controls, and exchange compliance mechanisms as complementary enforcement

tools.
Stage

Payment 1 (72 BTC
batch)

Detail

Showed greater than 15% overlap with known
ransomware wallets in blockchain compliance tools;
routed to Khinkis-controlled accounts

identities not
publicly
confirmed

Amount / Chain

72 BTC; Bitcoin network

Payment 2 (164 BTC
batch)

Converted into approximately $3.8M in fiat/stablecoin
equivalent; October 2025

164 BTC (~$3.8M); Bitcoin
to conversion

Cross-chain routing

Funds moved from Bitcoin into Avalanche via bridge;
consolidated into single CEX deposit address;
subsequently moved to TRON network

BTC to Avalanche to
TRON; $1.36M+ through
instant exchange services

USDT conversion and
freeze

Funds converted to USDT on TRON; Tether
subsequently blacklisted and destroyed associated
USDT at identified addresses

USDT on TRON;
destruction amount not
publicly specified

Residual parked funds

Approximately $16.6M in related funds remained in DeFi
positions (including Aave) and exchange accounts at
time of ZachXBT reporting; some gradually off-ramped

$16.6M; DeFi and
exchange accounts

Total attributed volume

Three suspected ransom payments; total 796 BTC;
$4.7M+ confirmed into single exchange account

Geographic Concentration and State Adjacency

[CONFIRMED] Russia is the dominant jurisdiction for high-volume criminal OTC operations. SUEX operated
physical offices in Russia; Garantex and Cryptex were Russia-headquartered; Khinkis is identified as a Russian
national. This geographic concentration reflects both the permissive Russian regulatory environment for
cryptocurrency-adjacent services and the protection relationships between Russian cybercriminal financial
facilitators and Russian state institutions (FSB, Rosfinmonitoring, CBR).

796 BTC; $4.7M+
confirmed; $16.6M total
related

[ANALYST INFERENCE] Russian OTC desks serving the ransomware ecosystem are assessed with moderate-

high confidence to benefit from implicit state tolerance, if not active protection. The FSB's documented pattern of

protecting high-value cybercriminal operators (Dark Covenant 3.0 framework) extends to financial facilitators who
enable ransomware monetization. OTC desks with confirmed FSB-adjacent protection relationships represent an

elevated backfire risk for any attribution action; however, financial designation and infrastructure actions targeting
OTC desks remain LOW backfire per the EDP Dependency Map, because they engage Treasury/OFAC authority
rather than individual criminal attribution.

SECTION 3: INFRASTRUCTURE DEPENDENCIES



Upstream Dependencies

Cryptocurrency mixing and obfuscation (Node 08 /| Module 11): Mixer outputs are the primary upstream input
for OTC conversion. The mixer-to-OTC handoff is the most common mid-chain transition in ransomware
laundering flows. Mixer disruption reduces the "cleanliness" of funds reaching OTC brokers, increasing
compliance detection risk at exchange off-ramp points.

Direct ransomware payment channels (Module 07): High-volume RaaS operators and their affiliates may
bypass mixers and send payments directly to trusted OTC desks, particularly for large payouts where the
relationship trust is sufficient to accept the compliance risk. The Khinkis typology illustrates this: funds arrived with
greater than 15% ransomware wallet overlap in compliance tools, indicating limited or no pre-broker mixing.

Underground forum reputation infrastructure (Node 07 /| Module 10): OTC brokers build and maintain client
reputations through forum vouching threads, word-of-mouth among RaaS crews, and private referral networks.
Forum disruption degrades the primary channel through which new criminal clients discover and vet OTC
operators.

Cross-chain bridges and instant exchange services: OTC brokers increasingly use cross-chain bridges and
instant exchange services as pre-consolidation routing tools (illustrated in the Khinkis BTC-to-Avalanche-to-TRON
flow). These services are not dedicated criminal infrastructure but are exploited for their low-friction cross-chain
conversion capability.

Downstream Dependencies

Regulated and high-risk exchanges (Node 02 | Module 13): Nested OTC desks depend on maintaining master
accounts at exchanges — both regulated (where they hide illicit flows among legitimate volume) and high-risk
(where compliance standards are minimal). Exchange KYC improvements and account suspension programs
directly degrade nested-desk operational capacity.

Local banking relationships: Fiat wire settlement and ruble liquidity depend on OTC desks maintaining banking
relationships — either through complicit banks, shell company accounts, or correspondent banking access. These
relationships are the single hardest-to-replace element of the OTC broker's operational capability.

Mule networks (Node 09 | Module 14): For cash-out requiring human intermediaries, OTC desks route funds
into mule networks for final fiat disbursement. Mule disruption creates a downstream bottleneck that increases
OTC broker operational risk.

Stablecoin issuers (Tether / USDT): TRON/USDT has become a preferred settlement medium for OTC brokers
serving RU-language criminal clients. Tether's blacklisting and destruction authority — exercised in the Khinkis
case — creates a real-time financial action capability below the OFAC designation threshold.

Critical Chokepoints

Chokepoint Description Primary Owner Disruption Method

Nested OTC OTC desks operating master | FVEY LE; exchange | Exchange account suspension via

exchange accounts accounts on major compliance teams; subpoena or compliance action;
exchanges are the highest- FinCEN suspicious activity reporting;
volume conversion blockchain analytics flagging of
chokepoint; account nested-desk transaction patterns

suspension directly
eliminates capacity

Local banking Fiat wire settlement and FVEY financial De-risking pressure on
relationships ruble liquidity depend on intelligence units; correspondent banks; suspicious
banking relationships; loss of | FinCEN; activity reporting; OFAC
banking access is the most correspondent bank | designation creating de facto
operationally disruptive pressure banking exclusion
action for established OTC
desks
OFAC SDN Designation of OTC broker Treasury / OFAC; SDN designation; proactive

designation entities and associated FVEY financial sharing of designated wallet




wallet clusters creates
secondary sanctions risk for
any exchange, bank, or
VASP that transacts with
designated entities;
functionally excludes from
US-dollar rails

partners

clusters with exchange
compliance teams; secondary
sanctions engagement for non-US
entities

TRON/USDT
settlement rails

Tether blacklisting authority
provides a sub-regulatory
financial action tool
operating below OFAC
designation threshold; can
freeze and destroy USDT at
specific addresses within
hours of identification

T3 Financial Crime
Unit (TRON, Tether,
TRM Labs);
Treasury / OFAC

T3 Unit proactive identification
and freeze requests; OFAC
coordination for designation of
TRON-based OTC wallet clusters;
Tether address blacklisting

Forum reputation
and client referral
networks

OTC brokers depend on
underground forum
reputation for client
acquisition; exposure or
designation creates
reputational cascades that
reduce new client
willingness to engage

Cross-Module Linkages

FVEY LE and IC;
private sector
blockchain analytics

Public attribution of designated
brokers via DOJ press releases;
ZachXBT-style on-chain
exposure; forum reputation
disruption as Phase B compound
action (Node 07)

Module Node Linkage Type Direction Description
07 Ransomware | Cros | Primary supply Upstream | Ransomware payment receipts are the primary
/ RaaS s- input; RaaS operators send ransom payments
cuttin directly or post-mixer to trusted OTC desks; some
g RaaS programs specify preferred OTC brokers for
affiliates
11 Crypto 08 Pre-conversion Upstream Mixer outputs feed OTC conversion; mixer
Mixers layering disruption reduces fund "cleanliness" reaching OTC
desks, increasing compliance detection risk at
exchange off-ramp
10 Underground | 07 Reputation / Upstream OTC brokers build client reputations through forum
Forums Referral vouching threads and private referral networks
among Raas crews and IABs; forum disruption
degrades primary discovery channel
13 Money 02 Off-ramp Downstre Nested OTC desks operate inside or adjacent to
Launderers / am exchanges; exchange KYC improvements and
Exchanges account suspension programs are the primary
operational constraint on nested-desk model
14 Mule 09 Final cash-out Downstre OTC desks route to mule networks for final fiat
Networks am disbursement where direct banking is unavailable;
mule disruption creates downstream bottleneck
09 BPH 03 Operational Upstream OTC broker web interfaces, Telegram channels,
infrastructure and client communication infrastructure may use
BPH for anonymity and abuse-complaint resistance




SECTION 4: DISRUPTION LEVERAGE POINTS

Primary Leverage Points

Lever Owner Best Method Backfire Risk EDP Phase
OFAC SDN Treasury / OFAC; SDN designation of LOW — Phase A —
designation of OTC FVEY financial identified OTC broker validated: SUEX | primary
broker entities and partners entities, associated wallet (2021), Garantex action;
wallet clusters clusters, and shell (2022), Cryptex highest EDP
company fronts; proactive (202 4)’ priority
sharing of designated - .
addresses with major designations all
exchange compliance produced
teams; secondary measurable
sanctions engagement for | disruption
non-US entities
Exchange account FinCEN; FVEY LE; | Subpoenas or compliance LOW Phase A —
suspension and major exchange engagement with major continuous;
nested-desk targeting compliance teams exchanges to identify and compounds
suspend nested OTC desk OFAC action
accounts; blockchain
analytics flagging of
nested-desk transaction
patterns for exchange
compliance teams
Tether (USDT) T3 Unit (TRON, Real-time identification of LOW — Phase A —
blacklisting via T3 Tether, TRM OTC broker USDT demonstrated in | Ssub-
Financial Crime Unit Labs); coordinated addresses on TRON; T3 Khinkis case regulatory
with OFAC Unit freeze and destruction complement
requests to Tether; faster to OFAC;
action timeline than formal faster cycle
OFAC designation process time
Criminal prosecution of | DOJ/ USAOQ; Indictment of identified LOW Phase A —
operator personnel FVEY LE; partner OTC broker operators high-impact,
jurisdiction under money laundering longer-cycle;
prosecutors statutes; extradition where compounds
feasible; asset forfeiture designation
targeting broker-controlled
wallets and fiat accounts
Local banking FVEY financial De-risking pressure on LOW — most Phase A —
relationship disruption intelligence units; correspondent banks operationally long-cycle;
correspondent servicing OTC broker fiat disruptive action requires
bank de-risking rails; suspicious activity for established financial
programs; FINCEN | reporting; proactive desks with local intelligence
sharing of OTC broker - . groundwork
shell company identifiers banking ties
with banking compliance
teams
Public attribution and FVEY LE (DOJ Coordinated public LOW — Khinkis Phase A —
on-chain exposure press releases); attribution of OTC broker exposure compound
(ZachXBT model) private sector identities and wallet demonstrates action;
blockchain clusters; amplification via non-government accelerates
investigators blockchain analytics actors can trust
community; creation of degradation
reputational cascades that g_en(_arate
degrade broker's criminal significant




client base operational
disruption

Compounding Actions

e OFAC designation of OTC brokers creates compounding pressure on upstream mixers (Node 08): if
mixed funds cannot be cashed out because the OTC off-ramp is designated, the entire laundering chain
loses value. Phase A actions on Nodes 01 and 02 (exchanges) should be coordinated to close both
primary off-ramp channels simultaneously.

e T3 Financial Crime Unit engagement extends the financial action timeline below the OFAC process
threshold. Tether blacklisting can occur within hours of address identification; formal OFAC designation
may take weeks to months. The T3 mechanism is therefore the fastest-cycle financial action tool available
for TRON/USDT-denominated OTC flows.

e Exchange compliance team engagement (sharing designated wallet clusters and nested-desk transaction
patterns) extends the functional reach of OFAC designation without requiring individual exchange-level
enforcement actions. Major exchanges that screen OFAC lists automatically exclude any USDT or BTC
flows touching designated OTC addresses.

e Public attribution (ZachXBT-model exposure) creates reputational cascades within criminal communities
that degrade broker trust even among clients who were not directly affected by the designated wallet
clusters. A broker publicly linked to a law enforcement action becomes a liability for all existing clients —
the coordination problem drives clients away proactively.

e Coordinate OTC broker designation with Phase B forum actions (Node 07): when forum-based OTC
reputation channels are simultaneously degraded, brokers cannot easily rebuild criminal client bases
through alternative advertising.

SECTION 5: RESILIENCE AND REPLACE DIFFICULTY

Replace Difficulty Assessment

Node 01 carries a HIGH replace difficulty rating in the EDP Dependency Map — the highest rating assigned
alongside Nodes 02 (exchanges) and 03 (BPH). This rating reflects the relationship-dependent trust structure that
distinguishes OTC brokers from commodity exchange or mixer services. The technical capacity to convert
cryptocurrency to fiat is not scarce; the scarce resource is an established trust relationship with a broker who has
proven willingness to handle large, obviously tainted flows without freezing, skimming, or tipping off law
enforcement.

When a trusted OTC desk is designated or exposed, criminal clients face a multi-stage trust-rebuilding problem:
identifying alternative brokers, vetting them (through forum reputation, vouching threads, or test transactions), and
building the transactional history that qualifies for high-volume, high-tolerance service. This process may take
months and involve elevated risk during the transition period — exactly the window in which enforcement
pressure can compound.

Archetype g?f[f’ilgﬁfy Key Durability Driver Key Vulnerability ?fr::gl‘i,r?t:y
Nested OTC desks HIGH Physical offices; local High organizational Months to
(SUEX/Garantex model) banking relationships; ruble | footprint creates years — local
liquidity; established attribution surface; banking
criminal client base; nested exchange access and
consultative service layer accounts are client trust
identifiable via networks take
blockchain analytics; longest to
local offices provide rebuild; some
physical jurisdiction clients lost




permanently
to competitor
desks or
direct
exchange use

Informal P2P Telegram LOW- Low operational footprint; Limited volume Weeks to
brokers MEDIUM rapid rebranding possible; capacity; clients self- months for
single-account operations limit exposure per individual
can migrate to new broker; no banking operators; but
exchange accounts quickly relationships to replacement
rebuild — but also no | by equivalent-
banking relationships | tier operators
to offer is rapid due
to low barrier
to entry
High-end laundering HIGH Multi-operator structure; off- | High coordination Years — off-
consortia chain settlement; deep requirement among chain
integration with shell consortium members; | settlement
company and trade-based disrupting key infrastructure
finance networks; not coordination nodes and shell
dependent on single (senior operators) company

exchange relationship

can fracture the
consortium; difficult to
attribute without
HUMINT penetration

networks take
the longest to
rebuild; but
consortium-

Historical Reconstitution Record

Disruption Event

Reconstitution /

level
disruption is
rare without
HUMINT

Outcome
SUEX OFAC designation; first Septe Closed operations; Migration took weeks
crypto exchange/OTC mber criminal clients migrated to | to months; Garantex
sanctioned 2021 Garantex, Cryptex, and and Cryptex
alternative RU-based absorbed significant
desks displaced volume;
established the
OFAC designation
framework for
subsequent actions
Garantex OFAC designation (April 2022/ | Post-designation Three-year gap
2022); Europol-led shutdown | 2025 continued operating within | between designation
(April 2025) Russia; 2025 physical and shutdown
shutdown more illustrates limits of
operationally disruptive; designation-only
ruble liquidity gap created actions against RU-
for RU-based criminal domiciled entities;
clients physical enforcement
required for full
disruption
Cryptex OFAC designation 2024 Cited as contributing factor | Part of coordinated
in 35% ransomware sanctions action that
payment decline; specific coincided with




measurable market-
wide reduction in
ransomware
payment volumes

reconstitution not
documented in open
sources

BTC-e DOJ seizure; administrator 2017 WEX.nz emerged as Illustrates that
(predecessor indictment (Alexander Vinnik) partial successor; enforcement action
OTCl/exchange collapsed 2018; no against the operator
model) sustained replacement at — not just the

equivalent scale platform — produces
more durable
disruption than
designation-only

approaches

Resilience Adaptation: Cross-Chain Routing and TRON/USDT Migration

[CONFIRMED] The Khinkis typology documents a clear adaptation pattern: OTC brokers are increasingly using
cross-chain routing (BTC to Avalanche, then to TRON/USDT) as a pre-consolidation obfuscation technique. This
adaptation is a direct response to improved blockchain forensics on Bitcoin and Ethereum networks — moving
funds to lower-scrutiny chains before consolidating into exchange accounts. However, this adaptation also
creates more forensic anchor points (each bridge and chain hop is a traceable event) and concentrates funds on
TRON, where the T3 Financial Crime Unit has active monitoring and Tether has blacklisting authority.

[ANALYST INFERENCE] The TRON/USDT migration may represent a strategic miscalculation by OTC brokers:
they have moved to a rail that is apparently lower-scrutiny but is in fact subject to real-time monitoring by a
private-sector consortium (T3 Unit) with faster action capability than OFAC. The Tether blacklisting demonstrated
in the Khinkis case suggests that OTC brokers adopting TRON/USDT rails may be trading one compliance risk for
a faster-cycle one.

SECTION 6: INDICATORS AND KPIs

Ecosystem Health Indicators

Indicator

Normal State (2024-2025 Baseline)

Under Pressure | Degraded

Annual ransomware
payment volumes (USD)

$813M in 2024 (Chainalysis-based;
down 35% from $1.25B in 2023);
enforcement on OTC and exchanges
cited as key driver

Continued year-over-year decline;
directional movement below $600M
indicates sustained Phase A pressure

Share of ransomware flows
through centralized
exchanges (CEX)

Approximately 39% of ransomware-
related transactions in 2024 routed
through CEX (Chainalysis); OTC desks
function as intermediary layer into
these exchanges

Declining CEX share with no
corresponding increase in other
channels indicates both OTC and
exchange disruption; increasing
DEX/P2P share indicates attacker
adaptation

Active OFAC-designated
OTC broker and exchange
entities

SUEX (2021), Garantex (2022),
Cryptex (2024) and others designated;
cumulative list growing

Each new designation signals continued
enforcement tempo; gaps between
designations indicate intelligence
pipeline slowdown

TRON/USDT illicit flow
volumes tracked by T3 Unit

T3 Unit operational as of 2024; Tether
blacklistings in Khinkis case
demonstrate real-time capability;
specific volume tracked not publicly

Increase in T3 Unit freeze actions
indicates growing TRON/USDT OTC
broker use; decrease indicates attacker
migration to alternative rails




disclosed

Criminal client migration
signals post-designation

Historical pattern: 2-8 weeks for major
clients to identify and vet alternative
OTC desks post-designation;
transitional period marked by reduced

payment flow

Extended migration period (beyond 8
weeks) indicates difficulty finding
equivalent-trust replacement; reduced
payment volumes during migration
window = enforcement effect

lllicit crypto volume across
all categories

Disruption KPIs

$45B in 2024 (down 24% YoY per TRM
Labs); total crypto volume $10.6T
(implying growing scrutiny on high-risk

off-ramps)

Baseline

Target Under Disruption

Continued YoY decline in illicit volume
proportion indicates sustained financial
action effectiveness; plateauing decline
indicates OTC broker adaptation

Collection Method

Annual ransomware
payment volume (USD)

$813M in 2024;
$1.25B in 2023

Below $600M sustained over
two consecutive calendar

Chainalysis annual
ransomware report;

(Chainalysis) years; not attributable to TRM Labs crypto crime
reduced attack volume alone report; cross-reference
with DLS victim volume
(Module 08)
OFAC-designated OTC 3+ major At least 2 new major OTC Treasury/OFAC SDN
broker and exchange designations as of broker or exchange list monitoring;
entities (cumulative) 2024 (SUEX, designations per year; no blockchain analytics

Garantex, Cryptex);
pace increasing

identified high-volume criminal
OTC service operating
undesignated for more than 18
months

partner (Chainalysis,
TRM) identification
pipeline

Time from OTC broker
identification to OFAC
designation (days)

Historical: 6-18
months from first
blockchain analytics
identification to
designation; SUEX
identification
predated designation
by approximately 12
months

Below 120 days from confirmed
high-volume criminal OTC
identification to OFAC action;
T3 Unit blacklisting as bridge
measure within 7 days of
identification

Internal OFAC
designation pipeline
tracking; T3 Unit
operational tempo
reporting

Tether blacklisting events
linked to ransomware OTC
flows (annual)

Khinkis case (2025-
2026) documents first
confirmed
ransomware-specific
blacklisting; T3 Unit
operational tempo not
publicly disclosed

At least 4 major blacklisting
events per year linked to
identified ransomware OTC
broker addresses; average
value frozen above $1M per
event

Tether transparency
reports; T3 Unit public
disclosures;
ZachXBT/blockchain
analytics community
tracking

Criminal client trust-
migration period post-
designation (weeks)

Alert Thresholds

Estimated 2-8 weeks
historically based on
Garantex/SUEX
succession patterns

Extended migration period
above 12 weeks indicates high-
quality designated broker (high
trust, difficult to replace); track
as indicator of designation
impact magnitude

Underground forum
monitoring;
Intel471/Flashpoint
chatter analysis;
blockchain analytics
flow-gap detection



Threshold Trigger Condition Response

New high-volume OTC desk | Blockchain analytics identifies new Initiate OFAC designation process; T3 Unit
identified above $50M in OTC broker processing above $50M | briefing for TRON/USDT addresses; alert
attributable criminal in attributable ransomware or FVEY financial partners; share wallet
throughput within 90 days criminal proceeds within any 90-day cluster with major exchange compliance
window teams within 30 days
Blender/Sinbad/Garantex- Infrastructure correlation or criminal Prioritize for expedited designation; track
successor OTC service client flow analysis identifies new criminal client migration pattern to identify
detected OTC desk absorbing volume connected actors; consider public
displaced from recently designated attribution to accelerate trust degradation
service
Ransomware payment Chainalysis or TRM Labs annual Assess whether rebound reflects new
volumes rebound above reporting documents year-over-year OTC infrastructure, improved attacker
$1B annually rebound above $1B after 2024 OPSEC, or off-ramp compliance gaps;
decline cross-reference with active designation list

and exchange compliance coverage data

TRON/USDT OTC flows T3 Unit or TRM Labs identifies Escalate T3 Unit coordination; assess for
exceed $500M in above $500M in criminal proceeds new high-volume TRON-based OTC desk
attributable criminal volume | routed through TRON/USDT OTC requiring designation; engage Tether on
in single quarter channels in a single calendar quarter | enhanced monitoring thresholds
Russian OTC desk resumes | Blockchain analytics or HUMINT Immediate OFAC designation initiation;
operations post-Garantex identifies a new RU-based exchange | Europol coordination for physical
shutdown or OTC desk absorbing Garantex enforcement if RU-based operators have
volume and ruble liquidity function non-RU presence; Dark Covenant
within 6 months of April 2025 screening for FSB protection relationship
shutdown assessment

SECTION 7: SOURCES AND CONFIDENCE

Primary Sources
Government and Enforcement:

e Acuminor — "Over-the-counter (OTC) brokers": SUEX case study; nested exchange model
documentation; approximately 40% criminal share figure; cash payout and local banking relationship
description; primary analytical reference for SUEX typology.

e Chainalysis / CryptoSlate coverage — "Crypto ransomware revenue drops 35% to $813 million in 2024":
CEX share of ransomware flows (39%); sanctions against Cryptex cited as key driver; year-over-year
payment volume comparison.

e Garantex enforcement coverage — OFAC designation April 2022; Europol/partner shutdown April 2025;
servers seized, domain redirected; ruble liquidity and fiat withdrawal documentation.

e OFAC SDN documentation — SUEX designation (September 2021); Garantex designation (April 2022);
Cryptex designation (2024); designation rationale documents including criminal flow percentage figures.

Blockchain Analytics and Financial Intelligence:

e TRM Labs — 2026 Crypto Crime Report and teasers: subcontracted laundering by OTC networks; OTC
as "backbone for high-value cash-outs"; $2.2B stolen in 2024 (up 17% YoY); $45B total illicit volume in
2024 (down 24%); TRON/USDT rail trends; T3 Financial Crime Unit documentation.

e ZachXBT / secondary reporting (Binance, RootData, CoinGape, Phemex, MEXC coverage) — Khinkis
Russian OTC broker case: 796 BTC; $4.7M+ confirmed; $16.6M total related funds; cross-chain routing
(BTC to Avalanche to TRON/USDT); Tether blacklisting; greater than 15% ransomware wallet overlap in
compliance tools.



Policy and Analytical:

e Henry Jackson Society — "Confronting the lllicit-Finance Hydra in Crypto Markets": role of OTC brokers
and nested exchanges in crypto AML typologies; OTC as "brains" in laundering circuits rather than

interchangeable pipes.

Confidence Assessment by Topic

Confidence
Level

Key Limitations

SUEX 40% criminal [CONFIRME US Treasury designation Reflects known transaction
transaction share D] documentation; Acuminor history at time of
CONFIRMED | summary of government data designation; actual criminal
share may be higher if some
flows were not identified
35% ransomware payment [CONFIRME Chainalysis annual report; Multiple factors contributed;
decline in 2024 D] widely corroborated by TRM enforcement is one of
CONFIRMED Labs and other blockchain several cited drivers;
(figure): ana_LIyti(_:s fi_rms; epforce_ment directional attribution _to _
CREDII,BLE attribution is Chainalysis OTCl/exchange sanctions is
analytical assessment reasonable but not
(enforcement

attribution)

exclusively provable

Khinkis case (796 BTC, [CREDIBLE] Multiple secondary outlets No DOJ/OFAC confirmation
$4.7M+, $16.6M related) CREDIBLE — | (Binance, CoinGape, RootData, | of charges or designation as
ZachXBT on- MEXC, Phemex) reporting on of research date; ZachXBT
chain ZachXBT iljvestigation; on- inve;tigations are high-
analysis: no chain data is auditable; Tether quality but pre-enforcement;
’ blacklisting confirms figures may be revised as
govgrnmgnt government-adjacent validation | investigation continues
confirmation
as of April
2026
TRM Labs: OTC networks [CREDIBLE] TRM Labs 2026 Crypto Crime 2026 report not fully
as "backbone" for high- CREDIBLE Report; TRM has direct published as of research
value cash-out blockchain analytics visibility; date; quotes from teasers
consistent with SUEX and and secondary coverage; full
Garantex enforcement methodology not yet
documentation reviewable
TRON/USDT as preferred [CONFIRME Khinkis case; T3 Unit formation | Trend may shift in response
settlement rail for RU D] and operational documentation; | to T3 Unit and enhanced
criminal OTC CONEIRMED | TRM Labs 2024 reporting on TRON monitoring; Monero
TRON-based illicit flows; Tether | and other privacy coins may
blacklisting action absorb OTC settlement
migration
FSB protection relationships | [ANALYST No confirmed open-source Garantex operated for three
for RU OTC operators INFERENCE] | attribution of specific FSB years post-OFAC
ANALYST protection for OTC operators; designation within Russia
INFERENCE inferred from operational before shutdown —

longevity of RU-based services
and absence of RU domestic
enforcement action

consistent with state
tolerance but not confirmed
state protection; may reflect
regulatory gap rather than
active protection



Intelligence Gaps

e Garantex successor: No confirmed high-volume RU-based OTC or exchange service has been publicly
identified as absorbing Garantex's ruble liquidity function post-April 2025 shutdown. Identifying this
successor is the highest-priority gap for the next Phase A designation action.

e High-end laundering consortium operator identities: The "black OTC" network operators who handle very
large illicit flows for major RaaS groups and APT crews are not publicly identified. This gap limits
prosecution and designation options for the most operationally significant tier of OTC service.

e T3 Unit operational data: Specific volume of TRON/USDT flows identified and frozen by the T3 Financial
Crime Unit is not publicly disclosed beyond individual case examples. Understanding T3 throughput and
coverage would allow better assessment of TRON/USDT rail as an OTC settlement alternative.

e Khinkis government follow-on: Whether the Khinkis ZachXBT exposure has produced DOJ charges or

OFAC designation action is not confirmed in public sources as of April 2026. This represents a gap in
understanding the threshold for government action following private-sector blockchain exposure.

SECTION 8: ANALYST ASSESSMENT

Key Takeaway

Node 01 (OTC Crypto Brokers) is the highest-priority financial disruption target in the EDP framework, and
enforcement data confirms this assessment. The 35% decline in ransomware payments in 2024 — the strongest
single indicator of ecosystem-level disruption across any module in this series — occurred during the most active
period of OTC broker and exchange designation in the asset class's history. The SUEX-to-Garantex-to-Cryptex
designation sequence represents a proof of concept for the EDP Phase A playbook: sequential, coordinated
financial action against the cash-out layer produces measurable, sustained reduction in ransomware profitability.

The Khinkis typology adds important nuance. The cross-chain routing pattern (BTC to Avalanche to TRON/USDT)
documents both OTC broker adaptation to improved Bitcoin/Ethereum forensics and an inadvertent migration to a
rail (TRON) now under real-time monitoring by the T3 Financial Crime Unit. The Tether blacklisting in the Khinkis
case is operationally significant: it demonstrates that a private-sector consortium can execute financial action
against OTC broker addresses faster than the OFAC designation process — and without the same legal threshold
requirements. This is a new capability that should be institutionalized as a standing complement to OFAC action.

Priority Recommendation

Immediate: Identify the Garantex successor. The April 2025 Garantex shutdown created the largest ruble-liquidity
gap in the RU criminal OTC ecosystem since the SUEX designation in 2021. The successor — either an existing
desk absorbing displaced volume or a new entrant — is the highest-priority OTC designation target. Priority
tasking to blockchain analytics partners and FVEY financial intelligence units to identify ruble liquidity flows and
RU-based exchange accounts absorbing post-Garantex criminal volume.

Near-term: Institutionalize T3 Financial Crime Unit coordination as a standing operational procedure alongside
OFAC designation. The T3 Unit's demonstrated ability to blacklist USDT addresses within a faster cycle than
formal designation — as shown in the Khinkis case — should be formalized into the Phase A OTC disruption
workflow: T3 blacklisting as the bridge measure while OFAC designation is processed.

Medium-term: Develop identification pipeline for high-end laundering consortium operators. The "black OTC"
network tier — which absorbs the largest and most complex illicit flows from major RaaS groups and APT crews
— is the least-disrupted component of the OTC ecosystem. HUMINT penetration of this tier, coordinated with
FVEY partners and private-sector blockchain analytics, is necessary to generate the operator-level intelligence
required for prosecution and designation.

Sequencing note: Phase A Node 01 (OTC) and Node 02 (exchanges) actions must be coordinated, not
sequential. Designating an OTC broker while the exchange that hosts its nested accounts remains operational
creates a displacement effect rather than a disruption effect — clients simply migrate to alternative nested desks
at the same exchange. The full Phase A compound action requires simultaneous or closely sequenced pressure
on both nodes.



Connection to EDP Disruption Playbook

Node 01 (OTC Crypto Brokers) is a Phase A node alongside Nodes 02 (Exchanges) and 03 (BPH). Phase A
targets the financial and infrastructure foundation of the ransomware supply chain. OTC broker disruption is the
primary financial action lever: it attacks the monetization endpoint of the entire chain, reducing the return on
investment for every ransomware attack regardless of which RaaS group, affiliate, IAB, or loader operator was
involved upstream.

Phase A OTC actions compound Phase B effects in both directions: degrading the OTC cash-out layer reduces
criminal demand for Phase B services (mixer obfuscation, forum-based IAB access markets) because the end-
state is less reachable. Conversely, Phase B forum and mixer pressure creates cleaner intelligence for Phase A
targeting — forum-based vouching threads identify OTC brokers by handle; blockchain analytics traces mixer
outputs to OTC consolidation wallets. The bidirectional compounding effect is the strongest argument for
executing Phases A and B in close coordination rather than strict sequence.

Dependency Map Update Recommendations

Current Node 01

Field Current Value Proposed Change Rationale
Primary Owner Treasury/OFAC + Add T3 Financial Crime Unit | T3 Unit demonstrated faster-cycle
FVEY financial (TRON, Tether, TRM Labs) financial action than OFAC in
partners as supplementary action Khinkis case. FInCEN's exchange
mechanism; add FInCEN as | account suspension authority
co-primary for nested- operates on a different (faster,

account exchange targeting | lower-threshold) legal track than
OFAC designation. Both should be
reflected as primary-tier tools.

No KPI for Tether N/A Add Tether blacklisting Tether blacklisting is now a
blacklisting actions events linked to documented enforcement-adjacent
ransomware OTC flows as action tool with faster cycle time

a supplementary KPl under | than OFAC. Tracking it separately
Node 01; track alongside from OFAC designations allows
OFAC designation count assessment of sub-regulatory
financial action effectiveness.

Replace Difficulty: HIGH Retain HIGH overall; add Nested desks and consortia are

HIGH (aggregate) sub-categorization: nested genuinely HIGH replace difficulty
OTC desks = HIGH; P2P due to local banking relationships
Telegram brokers = LOW- and trust networks. P2P Telegram
MEDIUM; high-end brokers are LOW-MEDIUM —
laundering consortia = easily replaced but also individually
HIGH lower-volume. Sub-categorization

enables targeted prioritization.

No tracking of N/A Flag identification of The Garantex shutdown created

Garantex successor Garantex ruble-liquidity the largest OTC liquidity gap in the
successor as a standing RU criminal ecosystem since
Phase A priority intelligence | SUEX. The successor service is
requirement; add alert the highest-priority next
threshold at 30M USD designation target and should be a
equivalent volume per standing collection requirement.
quarter

Follow-On Research

e |dentify Garantex successor: priority tasking to FVEY financial intelligence and blockchain analytics
partners to identify ruble liquidity flows and RU-based exchange/OTC accounts absorbing post-April 2025
displaced criminal volume.



Khinkis government action tracking: monitor DOJ and OFAC for charges or designation action following
the ZachXBT exposure; document the gap between private-sector blockchain attribution and formal
government action as an indicator of the attribution-to-designation pipeline efficiency.

T3 Financial Crime Unit operational scope: quantify T3 Unit TRON/USDT monitoring coverage and
blacklisting volume; assess whether expanding T3 membership to additional stablecoin issuers
(Circle/USDC) would extend coverage to USDC-denominated OTC flows.

High-end laundering consortium mapping: develop HUMINT-supported identification of major consortium
operators serving top-tier RaaS groups (LockBit successors, RansomHub, Play); assess FSB protection
relationships via Dark Covenant 3.0 screening before any attribution action.

Phase A compound action modeling: using the 2024 35% ransomware payment decline as a baseline,
model the marginal additional effect of simultaneous OTC (Node 01) and exchange (Node 02)
designation on ransomware payment volumes — distinguishing compound action effect from single-node
designation effect.



